v

Independent Tests of Av
Cybersecurity S@,lutions -

OPSWAT Deep CDF
\ Product Review 2(

TEST PERIOD: JUNE - JULY 2026
LAST REVISION:  22"° JULY 2026
COMMISSIONED BY: OPSWAT

WWW.AV-COMPARATIVES.ORG



Contents

EXECUTIVE SUMMARY 4
INTRODUCTION 5
THE FILE-BORNE THREAT LANDSCAPE 5
CONTENT DISARM AND RECONSTRUCTION 6
TYPICAL DEPLOYMENT SCENARIOS 7

CDR THREAT COVERAGE 8

CDR VS DETECTION-BASED TECHNOLOGY 9
DETECTION-BASED SECURITY 9
SANDBOXING 9

HOW CDR DIFFERS 9

WHY LAYERED SECURITY MATTERS 10
POLICY DESIGN CONSIDERATIONS 10

FILE FIDELITY CONSIDERATIONS 11
ABOUT THIS REVIEW 13
TESTED PRODUCT 14
OPSWAT METADEFENDER CORE 14
OPSWAT DEEP CDR 15
DEPLOYMENT 16
MANAGEMENT CONSOLE 17

DEEP CDR CONFIGURATION 19
SUPPORTED FILE TYPES 23
Commissioned by OPSWAT 2 AV



OPSWAT Deep CDR - Product Review 2026 www.av-comparatives.org

SANITISATION PROCESS AND REPORTING 24
FILE TYPE VERIFICATION 24
CONTENT DISARMING 24
RECONSTRUCTION 24
INTEGRITY VALIDATION 24
REPORTING AND LOGGING 24
ARCHIVE SANITISATION 26

SCOPE BOUNDARIES 28

TEST METHODOLOGY 29
FILE FIDELITY ASSESSMENT 29
TEST CASES 30
RESULT CLASSIFICATION 31

TEST RESULTS 32
FILE FIDELITY ASSESSMENT 32
TEST RESULTS BY FILE TYPE 33
TEST RESULTS BY ATTACK SCENARIO 35
OBSERVATIONS 36

CONCLUSION 37

COPYRIGHT AND DISCLAIMER 38

Commissioned by OPSWAT 3 m



OPSWAT Deep CDR - Product Review 2026 www.av-comparatives.org

Executive Summary

AV-Comparatives evaluated OPSWAT Deep CDR™ 8.0.0, a Content Disarm and Reconstruction (CDR)
module in MetaDefender Core 5.19.0. This review was commissioned by OPSWAT and covers the on-
premise deployment of MetaDefender Core with Deep CDR enabled.

The evaluation covered 50 distinct file formats, leading to more than 300 test cases spanning multiple
attack scenarios and content handling categories, including macro-based attacks, embedded content,
PDF active content, hyperlink-based content, archive-based attacks, archive abuse scenarios, evasion
and content obfuscation, Al-assisted malicious content, privacy and information leakage, document
hardening, and workflow and trust control.

Deep CDR achieved a 100% sanitisation rate across all evaluated file types and scenarios under the
applied workflow configuration. Two observations regarding embedded content and QR code
sanitisation behaviour were identified during testing and communicated to OPSWAT. One was
confirmed as intended product behaviour, while the other is under investigation with a view to
improving product behaviour.

Deep CDR provided extensive policy-driven control over how potentially risky content is identified and
handled, supporting a broad range of file formats, including nested and recursively processed archives.
Reconstructed files retained their usability, content, and structure, with removed or modified elements
reflecting deliberate workflow decisions rather than unexpected processing behaviour.

As a prevention-oriented technology, Deep CDR does not provide threat intelligence, indicators of
compromise, attribution, or behavioural telemetry; it does not determine whether a file was malicious
but ensures that delivered content conforms to the configured workflow. The results presented reflect
Deep CDR’s performance under the specific workflow configuration applied during testing and should
not be generalised beyond the tested file types and scenarios.

This review did not evaluate throughput, latency, performance under load, or integration-specific
behaviour across cloud, containerized, ICAP, email gateway, REST API, or managed file transfer
deployments. As with any CDR workflow, file reconstruction introduces processing overhead that
should be considered when sizing high-volume deployments. This does not change the evaluated
sanitisation outcome.
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Introduction

The File-Borne Threat Landscape

File-borne threats remain one of the most persistent and widely exploited attack vectors in the current
threat landscape. Malicious actors consistently abuse everyday file formats, such as documents,
spreadsheets, PDFs, archives, and images, to deliver payloads that compromise systems, exfiltrate
data, or establish persistent access. According to the Verizon 2026 Data Breach Investigations Report
(DBIR)!, based on analysis of more than 22,000 confirmed data breaches across 145 countries,
phishing accounted for 16% of all breach initial access vectors between November 2024 to October
2025. The IBM X-Force Threat Intelligence Index 20252 corroborates this picture, reporting an 84%
year-on-year increase in phishing emails delivering infostealer malware in 2024, with PDFs and Office
documents consistently identified as preferred delivery vehicles. Attackers are also increasingly
experimenting with obfuscated file types, such as PDFs embedding hidden URLs and documents
carrying embedded links, to evade gateway-level inspection.

Nation-state threat actors and advanced persistent threat (APT) groups rely heavily on weaponised
documents as an initial access mechanism. Groups such as APT28 (Fancy Bear), APT29, APT41, and
the Lazarus Group have all been documented using malicious Office documents and PDFs as spear-
phishing attachments (MITRE ATT&CK T1566.001°%). These files are constructed to appear legitimate
and targeted at specific individuals or organisations, making them difficult to identify through user
vigilance alone. The threats embedded in such files are often novel or deliberately crafted, including
zero-day exploits, obfuscated macros, OLE-based payloads, and steganographic techniques, and may
not be identified by signature-based or heuristic detection tools until after the fact. The 2026 DBIR
further notes that threat actors are increasingly using generative Al to develop and scale such
techniques, with phishing accounting for 44% of Al-assisted initial access activity observed during
the report period. The growing use of generative Al is not limited to phishing emails themselves. Al
systems can also be used to create convincing lure documents, malicious scripts, obfuscated macros,
and other file-borne attack components. As a result, security controls increasingly need to address
malicious content regardless of whether it was created manually or with the assistance of AL

This points to a fundamental limitation of detection-based security technologies which rely on
identifying malicious patterns, behaviours, code structures, or other indicators associated with
malicious activity. When an attacker uses a previously unseen exploit, a fully undetectable payload,
or a technique designed to evade sandbox analysis, detection-based tools may allow the file to pass.
The window between a threat's creation and its recognition by detection engines represents a
structural exposure that cannot be closed by detection alone. This challenge has contributed to the
development of alternative approaches that focus on reducing risk without first attempting to
determine whether a file is malicious.

! https://www.verizon.com/business/resources/reports/2026-dbir-data-breach-investigations-report.pdf
2 https://www.ibm.com/think/x-force/x-force-threat-intelligence-index-2025-attackers-steal-sell-user-
identities

3 https://attack.mitre.org/techniques/T1566/001/
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Content Disarm and Reconstruction

Content Disarm and Reconstruction (CDR) addresses this problem from a different direction. Rather
than attempting to identify whether a file is malicious, CDR assumes that any file could carry a threat
and processes it accordingly. As illustrated in Figure 1, the file is deconstructed into its constituent
elements, all potentially harmful components, such as active content, macros, embedded objects,
scripts, hyperlinks, and metadata, are removed or sanitised according to a configurable policy, and
the remaining safe content is used to reconstruct a clean, functional version of the file. The
reconstructed file is delivered to the recipient in place of the original, which may optionally be
archived, retained, or quarantined depending on configuration. Because CDR operates on the structure
of supported file types rather than on threat signatures, its effectiveness does not primarily depend
on prior knowledge of a specific threat. Consequently, it can reduce the risk posed by both known and
previously unseen malicious content, including certain zero-day attacks and Al-assisted malicious
content, provided that the risky elements can be removed or neutralised by the applied policy.

CDR is not intended to replace detection-based security technologies but rather to complement them.
Unlike antivirus, endpoint detection and response (EDR), or sandboxing solutions, it does not attempt
to determine whether a file is malicious or generate threat intelligence. Instead, it aims to ensure
that the content delivered to the user conforms to the configured security policy. Differences between
CDR and detection-based security are discussed in more detail in section “CDR vs Detection-Based
Technology”.

This prevention-oriented approach is particularly well suited to environments where files regularly
cross trust boundaries.

Deep CDR Processing Pipeline

How a file is sanitised and reconstructed

(1] 2 (3 & (5]

Evaluate & Create & Disarm & Test & Quarantine & ———————
Verify Hold Rebuild Validate Protect ‘ Sanitised

->@\-> fa - @ dEdE" ->

Evaluate file type
and consistency
to prevent file
ed tent.
masquerading. ARpraE Sl placeholder, then
rebuild the file.

Incoming File

Disarm the original file
and move approved
objects into the

Test the regenerated Quarantine the
file to ensure it is original file for
functional and security and further
threat-free. analysis.

Create a placeholder
file to securely hold

Figure 1 Typical CDR file processing stages performed by OPSWAT Deep CDR.
Source: https://www.opswat.com/technologies/deep-cdr
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Typical Deployment Scenarios

CDR is commonly deployed at trust boundaries where files enter an organisation from external or less
trusted sources. In these scenarios, organisations often cannot fully trust the origin, integrity, or
safety of incoming content, making file-borne threats a significant risk.

One of the most common deployment locations is at email gateways, where CDR sanitises attachments
before they reach end users. This approach reduces the risk posed by weaponised documents, malicious
PDFs, embedded objects, macros, scripts, and other active content frequently used in phishing
campaigns and targeted attacks.

CDR is also widely used in file upload portals and web applications that accept content from external
users, customers, suppliers, or partners. By sanitising uploaded files before they are stored or
processed, organisations can reduce the risk of introducing malicious content into internal systems.

Another common use case is managed file transfer (MFT) environments, where organisations exchange
sensitive documents across organisational boundaries. In these scenarios, CDR provides an additional
layer of assurance by removing active content before files enter trusted environments.

Particularly strong adoption can be found in critical infrastructure environments, including energy,
transportation, manufacturing, healthcare, and government sectors. These organisations often operate
operational technology (OT) systems that cannot easily be patched, updated, or restored after
compromise. As a result, preventing potentially malicious content from entering the environment
becomes a key security objective.

CDR is also frequently deployed in air-gapped and highly restricted networks. In such environments,
removable media often represents one of the few practical methods for transferring data between
security domains. Sanitising files before they cross these boundaries can significantly reduce the risk
of introducing malware into isolated environments.

Similarly, organisations operating cross-domain transfer systems or removable media kiosks often use
CDR as part of a defence-in-depth strategy. Before files are permitted to move between networks of
differing trust levels, potentially dangerous content can be removed according to predefined security
policies.

Email Gateways Attachment sanitisation

File Upload Portals Secure file ingestion

Managed File Transfer Secure partner exchange

Critical Infrastructure Protection of sensitive environments

OT Networks Prevention of file-borne threats

Air-Gapped Systems Controlled transfer between physically isolated environments
Cross-Domain Transfer Systems Controlled transfer between logical security domains
Removable Media Kiosks Sanitisation of USB and removable media

Table 1 Typical CDR deployment scenarios

Commissioned by OPSWAT 7 m
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Because CDR does not primarily depend on malware signatures, reputation systems, or threat
intelligence feeds, it is particularly well suited to environments where preventing file-borne threats
is prioritised over determining whether a specific file is malicious. This prevention-oriented approach
makes CDR a valuable complementary control alongside detection-based antivirus, sandboxing, and
endpoint protection technologies.

While the deployment scenarios in Table 1 illustrate where CDR is commonly used, the relevance of
the technology varies depending on the specific threat type being addressed.

CDR Threat Coverage

While CDR can be highly effective against certain categories of file-borne threats, its effectiveness
depends on the nature of the threat and whether the malicious content is contained within a
supported file format that can be reconstructed. Table 2 provides a simplified overview of the types
of threats that are commonly addressed by CDR technologies and those that generally fall outside
their scope.

Macros High
Embedded OLE Objects High
PDF JavaScript High
Embedded Files High
Hyperlinks Medium
Executables Low
Credential Theft Indirect
Fileless Attacks None
Network-Based Exploits None
Lateral Movement None

Table 2 Illustrative examples of threat categories commonly addressed by CDR technologies

The distinctions outlined above help explain why CDR is best viewed as a complementary technology
rather than a replacement for antivirus, endpoint protection, or sandboxing solutions.

In addition to active content embedded within documents, organisations may also need to consider

archive-based attack techniques such as deeply nested archives or resource-exhaustion scenarios (“zip
bombs”), which are discussed later in this report.

Commissioned by OPSWAT 8 m
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CDR vs Detection-Based Technology

Detection-Based Security

Detection-based security technologies such as antivirus (AV), endpoint protection platforms (EPP),
and endpoint detection and response (EDR) solutions are primarily designed to identify malicious
files, processes, or behaviours. Their effectiveness depends on their ability to recognise known threats
or identify suspicious characteristics associated with malicious activity.

These technologies provide valuable capabilities such as malware classification, threat intelligence,
forensic visibility, incident response support, and the generation of indicators of compromise (I0Cs).
However, their effectiveness may be reduced when dealing with novel, heavily obfuscated, or
previously unseen threats.

Sandboxing

Sandboxing is also a detection-based technology but differs from traditional antivirus approaches in
that files are executed or analysed within an isolated environment. The sandbox observes behaviour
such as process creation, file modification, network communication, or exploit activity and determines
whether the file is malicious based on those observations.

Because sandboxing relies on behavioural analysis, sophisticated attackers may attempt to evade
detection through techniques such as delayed execution, environment awareness, or anti-analysis
mechanisms.

How CDR Differs

CDR follows a fundamentally different approach (see Table 3). Rather than attempting to determine
whether a file is malicious, it focuses on supported file types that can be deconstructed and safely
reconstructed. Potentially risky elements, such as macros, scripts, embedded objects, hyperlinks, and
other active content, are removed or transformed according to policy, and a clean version of the file
is reconstructed from the remaining permitted content.

As a result, CDR should not be viewed as a general anti-malware technology. Executable malware,
unsupported formats, encrypted containers, or files that cannot be safely reconstructed must be
handled through policy decisions or complementary security controls. Its primary value lies in reducing
the risk posed by weaponised documents and other supported file formats commonly used in file-
borne attacks.

o Detection- .

Capability Based Security Sandboxing

Threat Identification v v X
Threat Intelligence v v X
I0C Generation v v X
File Reconstruction X X v
Policy-Based Content Removal Limited X v
Depends on Threat Detection v v X

Table 3 Comparison of capabilities across detection-based security, sandboxing, and CDR
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Why Layered Security Matters

No single technology is capable of addressing every stage of a modern attack chain. While CDR can
significantly reduce the risk posed by weaponised documents and other supported file types, it does
not replace endpoint protection, EDR, email security, network security, sandboxing, or other defensive
controls. Modern attacks frequently involve multiple stages, including executable malware, credential
theft, network-based exploitation, living-off-the-land techniques, and post-compromise activity that
fall outside the scope of file sanitisation. Consequently, the strongest security posture is typically
achieved by combining CDR with complementary detection and response technologies as part of a
layered defence strategy.

Policy Design Considerations

Unlike detection-based security technologies, the effectiveness and behaviour of a CDR solution are
heavily influenced by its configuration policy. The policy determines which file elements are permitted,
removed, transformed, or reconstructed, and therefore directly affects both security and usability
outcomes.

As a result, there is no single “correct” CDR policy. Organisations differ in their risk tolerance,
operational requirements, regulatory obligations, and business workflows. A configuration that is
appropriate for a highly regulated or high-security environment may be unnecessarily restrictive for a
commercial enterprise, while a policy optimised for usability may not provide sufficient protection in
higher-risk environments. In general, CDR policies can be viewed as existing along a spectrum between
security and usability. The optimal position on that spectrum is specific to each deployment.

Aggressive Policies

A highly restrictive policy aims to minimise risk by removing as much potentially dangerous content
as possible. Such policies typically favour security over functionality and may remove or disable active
content, embedded objects, hyperlinks, metadata, and other potentially risky elements. This approach
maximises protection against file-borne threats and reduces the attack surface available to
adversaries. However, it may also affect legitimate workflows, particularly when users rely on advanced
document functionality.

Balanced Policies

Many organisations adopt a balanced approach that seeks to provide strong protection while
preserving common business functionality. Such policies typically allow selected features where the
associated risk is considered acceptable, while continuing to remove or restrict higher-risk content.
This approach often represents a practical compromise between security and usability and is commonly
deployed in enterprise environments.

Permissive Policies

A more permissive policy prioritises business continuity and document fidelity. Such policies preserve
a larger proportion of document functionality and content, including certain active elements that may
be removed under more restrictive configurations. While this approach may improve usability and
reduce workflow disruption, it also increases the amount of active content permitted to enter the
environment and may therefore reduce the overall level of protection.

Commissioned by OPSWAT 10 m
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Security vs Usability Trade-0ff

The relationship between security and usability is one of the defining characteristics of CDR
technology. More restrictive policies increase security but may remove legitimate functionality, while
more permissive policies preserve document fidelity at the cost of greater exposure to risk. Table 4
illustrates how policy elements are handled across different configurations. The examples shown are
illustrative only; actual policy options and granularity vary between CDR vendors and supported file
formats.

Aggressive Permissive

Policy E
olicy Element Policy Policy

Allow trusted

Macros Remove all . Allow most macros
signed macros
Hyperlinks Remove all Preserve hyperlinks Preserve hyperlinks
. . P
Embedded Objects Remove all Selective removal reserve.
where possible
External References Remove all Selective removal Preserve
Metadata Remove Selective removal Preserve
R . .
Complex Features emove Selective preservation Preserve
where necessary
Document Fidelity Lower Moderate Higher
Relative Risk Reduction Highest Moderate Lowest

Table 4 Illustrative examples of CDR policy elements across aggressive, balanced, and permissive configurations

Consequently, two organisations using the same CDR product may achieve significantly different
outcomes depending on their chosen policy configuration. When evaluating a CDR solution, it is
therefore important to consider not only the product’s technical capabilities, but also the flexibility,
granularity, and manageability of its policy framework. The configuration used during this review
reflects the policy selected for the test environment and should not be interpreted as the only possible
deployment model.

File Fidelity Considerations

The primary objective of CDR is to reduce the risk posed by potentially malicious content while
preserving the legitimate business value of the original file. Consequently, the effectiveness of a CDR
solution cannot be assessed solely by its ability to remove active content or neutralise threats. Equally
important is its ability to preserve the usability, appearance, and functionality of the reconstructed
file.

This aspect is commonly referred to as file fidelity. High file fidelity means that users can continue
working with reconstructed files without experiencing significant loss of information, formatting, or
functionality. Low file fidelity may reduce productivity, create operational challenges, or encourage
users to seek workarounds that bypass security controls.

The challenge for any CDR solution lies in balancing security and usability. Certain file elements may

present elevated risk but also serve legitimate business purposes. The removal of such elements can
improve security while simultaneously affecting the usefulness of the reconstructed file.
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When evaluating file fidelity, several aspects should be considered. The following categories provide
a practical framework for assessing whether reconstructed files remain suitable for everyday business
use.

Visual Integrity

The reconstructed file retains the overall appearance of the original.

Examples: Layout and formatting, fonts and text positioning, images and graphics, colours and
graphical elements, headers, footers, and page numbering.

Potential impact if compromised: Reduced readability and potential confusion for users.

Content Preservation

Legitimate information remains accessible after sanitisation.

Examples: Text content, tables, charts and diagrams, embedded images, comments and annotations,
metadata (where permitted by policy).

Potential impact if compromised: Disruption to collaboration and record-keeping processes.

Functional Integrity

Features extending beyond static content remain partly or fully intact, subject to the applied policy.
Examples: Spreadsheet formulas and calculations, pivot tables, internal hyperlinks, bookmarks and
navigation structures, presentation animations and transitions, embedded media, comments and
review information.

Potential impact if compromised: Loss of workflow continuity where active features are required.

User Experience

The reconstructed file remains practical for everyday use without requiring manual repair, content
recreation, or workflow modification.

Examples: Absence of rendering issues, corruption, or significant loss of functionality.

Potential impact if compromised: Reduced acceptance of the security solution and increased
pressure to relax security policies.

During this review, file fidelity was evaluated as a separate assessment criterion.

Commissioned by OPSWAT 12 m
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About This Review

This review evaluates OPSWAT Deep CDR, a Content Disarm and Reconstruction (CDR) technology
developed by OPSWAT and available as a standalone module or as part of the MetaDefender Core
platform. It supports over 200 file types and processes files, including multi-layer nested archives, by
recursively removing or transforming potentially risky content according to configurable policies and
reconstructing a safe version of the original file.

For this review, AV-Comparatives evaluated the on-premise deployment of OPSWAT MetaDefender Core
5.19.0 with the Deep CDR module 8.0.0 enabled. Testing focused on configuration options, supported
file types, sanitisation process, reporting capabilities, file fidelity, and the effectiveness of the product
against a range of file-borne attack and content handling scenarios.

This review was commissioned by OPSWAT. The vendor provided access to the tested product and
supporting documentation. AV-Comparatives independently designed the review methodology,
conducted the evaluation, and prepared this report. OPSWAT had the opportunity to review the report
for factual accuracy prior to publication but did not determine the test methodology, findings, or
conclusions.

Commissioned by OPSWAT 13 m
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Tested Product
OPSWAT MetaDefender Core

OPSWAT.

MetaDefender Core

Get started

Version 5.19.0

Figure 2 OPSWAT MetaDefender Core

MetaDefender Core is OPSWAT's file security and threat prevention platform designed to secure file
workflows across enterprise and critical infrastructure environments. It combines multiple security
technologies into a single platform (see Table 5).

Module Purpose

Metascan Multi-engine malware scanning

Deep CDR Content disarm and reconstruction

Adaptive Sandbox Dynamic analysis

Proactive DLP Data leakage prevention

Threat Intelligence Reputation and enrichment

SBOM Software composition analysis

File-Based Vulnerability Assessment Identification of vulnerable software components

Table 5 Examples of OPSWAT MetaDefender Core modules

MetaDefender Core is accessible via a web-based management console or REST API, and available as
an on-premise installation, a containerised deployment, or a cloud-hosted instance. Licensing depends
on the selected deployment model, enabled modules, and processing requirements.

Commissioned by OPSWAT 14 m
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OPSWAT Deep CDR

OPSWAT Deep CDR is a Content Disarm and Reconstruction (CDR) solution designed to reduce the risk
posed by file-borne threats by removing or transforming potentially dangerous content from supported
file types and reconstructing a safe version for delivery. It is one of the core technologies within
OPSWAT MetaDefender Core and the subject of this report.

Unlike detection-based security technologies, Deep CDR does not attempt to determine whether a file
is malicious. Instead, it applies configurable policies to remove active content such as macros, scripts,
embedded objects, hyperlinks, and other potentially risky elements before the file reaches the user.
Its purpose is to ensure that the content delivered to the end user conforms to the configured policy.
Detection capabilities, threat intelligence, and malware classification can be provided through
complementary MetaDefender Core modules such as Metascan, Adaptive Sandbox, and Proactive DLP.

Deep CDR is primarily intended for organisations operating in regulated industries, critical
infrastructure environments, and other sectors with strict file handling and compliance requirements,
where preventing potentially dangerous content from entering the environment is prioritised over
determining whether a specific file is malicious. Typical deployment scenarios include email gateways,
file upload portals, managed file transfer (MFT) systems, cross-domain transfer environments,
operational technology (OT) networks, and air-gapped systems.

Key characteristics of Deep CDR are:

o Independent of threat signatures: The effectiveness of Deep CDR does not primarily depend
on prior knowledge of a specific threat. As a result, it can reduce the risk posed by both known
and previously unseen malicious content, provided that the relevant content can be removed
or neutralised by policy.

e 200+ supported file types: Including Office documents, PDFs, images, archives, CAD, media
content, and regional-specific formats (see Table 6).

o Archive sanitisation: Recursive extraction and file sanitisation through nested archive layers,
with configurable recursion depth and “zip bomb” handling.

e Per-format content control: Handling of macros, scripts, hyperlinks, embedded objects, etc.
is configurable per file type.

e Output: Sanitised, usable file delivered to the user on download.

e Reporting: Sanitisation reports available via management console and REST API, including
detailed JSON forensic output.

OPSWAT MetaDefender Core 5.19.0 with Deep CDR module 8.0.0 was tested in June 2026.
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Deployment

For the purposes of this review, Deep CDR was evaluated on an on-premise installation of MetaDefender
Core running in standalone mode on Windows. In this configuration, MetaDefender Core is installed
on a dedicated server or virtual machine and manages its own database instance. Minimum system
requirements are documented in the official product documentation®.

Installation
MetaDefender Core is available for download from the My OPSWAT portal® following registration and
licence acquisition (see Figure 3). Installation packages are provided for Windows and Linux.

@ Central Management [Ef] =~ & MetaDefender Cloud [ Filescan.io = MetaDefender Cloud Email Security

> = ]
OPSWAT. e Q & Askozzy | & -
My OPSWAT
=) SeviEn Product Downloads
+, Product Downloads p
s Q. metadefender core % Filter ~
& License Management
Search: metadefender core
Q Academy
Product Number of downloads Last download time
@ Support
» MetaDefender Cluster &, Download
@ Trust Center
~ MetaDefender Core 1 Jun 1, 2026, 09:47:47
MetaDefender Core 1 Jun 1, 2026, 09:47:47 o, Download
MetaDefender Core Docker Tool Kit Utility &, Download
MetaDefender Update Downloader Utility &, Download

Figure 3 Product download and installation from My OPSWAT portal

On-premise deployment is available for both Windows and Linux environments. Installation is
performed using the standard product installer, after which the management console becomes
accessible via a web browser. During setup, administrators configure the required database backend
and basic system parameters.

Initial Setup
On first access, administrators are guided through a configuration wizard before the management
console becomes available. The wizard covers the following steps:

e Accepting the EULA

e Creating an administrator account

e Activating the product licence

Licence activation is performed during the setup wizard or subsequently via Settings > Licence in the
management console. Three activation modes are available: online activation using an activation
key, offline activation by uploading a licence file (suitable for air-gapped or restricted environments),
and requesting a trial key for evaluation purposes. Following successful activation, MetaDefender
Core begins downloading the licensed modules and scan engines automatically, which status can be
monitored under Inventory > Modules.

4 https://www.opswat.com/docs/mdcore/installation/recommended-system-configuration
> https://my.opswat.com
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Additional Deployment Options

OPSWAT also offers MetaDefender Core as a containerised deployment (Docker and Kubernetes) and as
a cloud-hosted instance on AWS, Azure, and GCP. Integration with third-party systems is available
through ICAP protocol support, REST API, email gateway connectors, and managed file transfer
workflows. These deployment options and integration scenarios were not evaluated as part of this
review. The review focused exclusively on the functionality and behaviour observed in the on-premise
deployment.

Management Console

The MetaDefender Core management console is a web-based interface accessible via a browser
following installation. It provides administrators with centralised access to processing history, audit
reports, scan results, quarantine, workflow configuration (policies), inventory management, module
status, user accounts, and system settings.

OPSWAT, File, Hash, Data 1D & m @) Accessibility & Unmanaged 2, LoCAUadmin  L[®
MetaDefender Core
99 Dashboard Dashboard
D His Exer Report 5y Hi
oF W M;
SUMMARY  Last 24 hours v RESULTS | Last 24hows v
Total Blocked Objects Total Processed Objects Thiat Distciloi
& n 14 > 450 > ; 0
& se
Zero-day P 13
PROCESSING
- B E3 -
Si D D 0

Figure 4 OPSWAT MetaDefender Core: Management console

As depicted in Figure 4, the management console is organised into the following main sections:

e Dashboard: Real-time overview of processing activity across all enabled modules, including
statistics on files processed, threats detected, files sanitised, and system health metrics.

o History: Access to processing logs (all file scan results, searchable by hash, filename, source,
or user), quarantine records, module update events, configuration change history, and user
access logs.

e Workflow Management: Primary configuration area for file processing behaviour of the
MetaDefender Core modules including Deep CDR; covered in detail in the following section.

e User Management: Creation and management of user accounts, roles, and groups, including
optional integration with external user directories.

e Inventory: Visibility and control over installed modules and supporting components, including
module status and versioning, skip-by-hash rules, post-actions, external scanners, certificates,
webhook authentication, and password storage.

o Settings: System-level configuration covering data retention, database management, email
notifications, module update schedules, logging, security, session policy, and licence
management.
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Workflow Management (Policies)

In MetaDefender Core, file processing behaviour is controlled through Workflows, a rule-based system
pairing Security Zones with Workflow Templates as displayed in Figure 5. A security zone groups clients
by IPv4 or IPv6 address range, while a workflow template defines the full set of processing options
applied to files from that zone, including which modules are active, how each file type is handled,
and what actions are taken on the output. Predefined workflow templates are provided out of the box
and can be copied and customised to meet specific operational and security requirements.

OPSWAT. File, Hash, Data ID é m @) Accessibility & Unmanaged 2, LocAUadmin [P
MetaDefender Core

28 Dpashboard Workflow Management > Workflows + New workflow
® History >

©8 Workflow Management

Workflows Name Template Security Zone Description
emplates Kiosk Default All File process with Kiosk
MetaDefender Vault Default All File process with MetaDefender Va.

MetaDefender Email Gateway Security Default Al File processing for MetaDefender E

Je

> MetaDefender Email Gateway Security witho. Default All File processing for MetaDefender E

& @

MetaDefender Storage Security Default All File process with MetaDefender St.
MetaDefender Software Supply Chain Default All File process with MetaDefender So.
File process Default All File process

File process without archive Default All File process without archive

Figure 5 OPSWAT MetaDefender Core: Workflow management

The platform offers a high degree of configurability, allowing administrators to define granular
workflows for different file types, content elements, and processing scenarios. This flexibility enables
organisations to tailor Deep CDR to their specific operational and security requirements.

At the same time, the breadth of available configuration options may require careful planning and
testing before deployment. Organisations seeking to fully optimise the balance between security,
usability, and workflow compatibility should expect to invest time in policy design, validation, and
tuning. As with many highly configurable security solutions, achieving the desired outcome is
dependent not only on the product’s capabilities but also on the quality of the configuration process.

File Processing

Besides administrative functionality, files can be submitted for processing either via the management
console or REST API. Users can upload individual files for analysis and sanitisation, review the resulting
processing report, export results, and download the reconstructed output where applicable. Previously
processed files can also be located through the history search functionality using file hashes or other
available search criteria. More details on file sanitisation and reporting can be found in section
“Sanitisation Process and Reporting”.
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Deep CDR Configuration

Deep CDR is enabled and configured within the workflow system under Workflow Management >
Workflows > [Workflow name] > Deep CDR. Once enabled for a workflow, administrators select which
file types are subject to sanitisation and define the target output format for each type via Enable for
filetypes. The output filename format for sanitised files can be set under the respective section (see
Figure 6). Blocking all file types not supported by Deep CDR, such as .EXE files, can be customised via
the Block unsupported file types option.

OPSWAT. File, Hash, Data ID é m @) Accessibility & Unmanaged O, LOCAUadmin  L[®

MetaDefender Core

oo
L1
=3

File process &

€]

©% Workflow Management - t time b failure oc

Workflows
Tamgiotes Output filename format Output filename format
2, User Management Exception by extensions
B Invents >
{& Settings Exception by file types
Enable for filetypes <0 169 file types selected
Sele t ) R

Figure 6 OPSWAT Deep CDR: File type and output filename format configuration

The per-format, active content handling behaviour, as shown in Figure 7, is accessible under Advanced
Configuration > File Type Handling > [File type] and offers granular control over how specific
content elements are handled. The available configuration options vary by file type.

Q PSWAT. File, Hash, Data ID é m @) Accessibility & Unmanaged 2, LOCAL/admin L

MetaDefender Core

@ ) Workflow Visualization Cancel changes m

ao
oo
=3

9 History N File process &

©8 Workflow Management v

Workflows
File type handling Select a file type to configure how it is handled by Deep CDR
Templates Adobe v
Office Document A
2, User Management Micro:
(&) ntory >
& Settings

Image v
Open Office v
Media v

Figure 7 OPSWAT Deep CDR: File type handling configuration
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Due to the large number of options, only representative examples most relevant to this review are
listed below. The names and descriptions of most options are largely self-explanatory. A complete

www.av-comparatives.org

reference is available in the official product documentation®.

Examples of configurable PDF options are illustrated in Figure 8 and include:

Removal of macros, embedded objects, metadata, embedded fonts, and web capture content
Processing of hyperlinks, images, forms, 3D objects, PostScript objects, XSS, and concatenated

PDFs

Recursive sanitisation
Digital signature validation
Conversion to rasterised PDF
ISG compliance

PDF

POF Configuration

Remove Macro

Remove Embedded Object

Excluded File Types

Recursive Level
Process Hyperlink Behavior

automatically

Remove hyperlink annotations only

Hyperlink Prefix

Cance!

PDF

Remove Embedded Font
emt

Process Form

Remove Web Capture Content
Strict Validation

Skip Signed File

Validate digital signature
heck file integrity t

Cancel

PDF

Hyperlink Prefix
xt

Display Hyperlinks in Comments

Process Image

Process Raw Image

k 2]
Process QR code
Q

Image quality

Optimized

Remove Metadata

POF

Process 3D object

T
Process PostScript Object

Process XSS in text fields
Remove User-Defined Named Action

Allowed Named Actions

Process concatenated POF

Convert to rasterized PDF

Figure 8 OPSWAT Deep CDR: PDF sanitisation configuration

6 https://www.opswat.com/docs/mdcore/deep-cdr/advanced-configurations
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Examples of configurable Office document options are illustrated in Figure 9 and include:

e Processing of macros, hyperlinks, and images

e Removal of custom XML, charts, embedded objects, comments, revisions, metadata, embedded
fonts, hidden text, smart tags, document variables, and external content (e.g., DDE, external

sheets, or data connections in Excel)
e Recursive sanitisation

o Digital signature, document property, and header and footer validation

e ISG compliance
Microsoft Word
Word Configuration

Process Macro

Remove all macro

Macro Hashes

Skip Signed Macro

Remove Custom XML

Remove Chart

Microsoft Excel
Excel Configuration

Process Macro

Remove all macro

Macro Hashes

Skip Signed Macro

Remove Custom XML

Remove Embedded Object

g n

Cancel

Microsoft Word X

Remove Comment
Remove Revision

Remove Metadata
Remove Embedded Font

Remove Hidden Text

Remove Smart Tag

Remove Document Variables

Cleanup Unused Resources

Recursive Level 1 -
e ﬂ
Microsoft Excel x

Process Hyperlink Behavior

Remove hyperlink -

Hyperlink Prefix

Pracess Image

Sanitize OR code
Allowlist External Image

Allowlist Pattern

o ﬂ

Figure 9 OPSWAT Deep CDR: Office Document sanitisation configuration

Additional configuration options apply globally to Deep CDR behaviour within a workflow, including
how files that fail sanitisation or integrity checks are handled (skip, block, or alternative workflow
action), how encrypted files are processed, partial archive handling behaviour, and archive tombstone

file replacement.
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Archive and Nested File Handling

Archives present a distinct challenge for CDR solutions because they function as containers rather
than documents, potentially holding multiple files across several layers of compression and nesting.
Deep CDR addresses this through recursive archive extraction, processing the contents of each archive
layer and sanitising each contained file individually before reconstructing the output. An example of
nested archives would be a ZIP file containing a RAR file containing an Office document.

Archive extraction is available under the Archive tab and enabled by default. Administrators can
adjust the maximum recursion depth (Max nesting level), maximum number of extracted files (Max
number of files extracted), total maximum size of extracted content (Max total size of extracted files),
and archive processing timeouts, allowing them to set limits appropriate to their environment and
performance requirements.

A particular concern in archive handling is the “zip bomb": a maliciously crafted archive that expands
to an extremely large size upon extraction, with the intent of exhausting system resources, causing
processing failures, or crashing AV programs. Deep CDR includes handling for this scenario via the
dedicated Max expansion factor setting.

Archive Sanitisation

Archive sanitisation, as illustrated in Figure 10, can be enabled separately via the Compression tab.
The archive file types to be processed as well as the output format for each type can be selected under
Enable for archive compression filetypes. The behaviour when an archive contains unsupported,
encrypted, or non-processable content is also determined by the configured workflow.

OPSWAT. File, Hash, Data IC @ m @) Accessibility & Unmanaged 2, LOCAL/admin fit
MetaDefender Core
9 History » File process &
O3 Workflow Management = - o
& B & & <] 2 A = [ i) g »

Workflows General | Archive Compression FileType  Metascan™  External Scanner  DeepCDR  ProactiveDLP  AdaptiveSandbox  Threat Intelligence  Reputation O

Process Skip Encrypted Items

Malicious Items
B Inventory 5 Skip Malicious Items

Archive sanitization <0 Enable archive sanitization

Distinguish partial archive process result

Add tombstone file during archive process

Figure 10 OPSWAT MetaDefender Core: Archive sanitisation configuration

It should be noted that archive sanitisation differs in nature from document sanitisation. Archives are
containers and do not themselves carry active content in the same way that an Office document or
PDF does. The sanitisation applied to archives is primarily a function of what is extracted and
processed from within them. Examples of supported archive formats are listed in Table 6.
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Supported File Types

At the time of testing, Deep CDR supported more than 200 file types across a broad range of categories,
including Office documents, PDFs, images, archives, CAD files, GIS formats, medical imaging files,
multimedia content, and various region-specific business formats. This broad format coverage is
particularly relevant for organisations that exchange files across diverse business workflows,
industries, and geographic regions. The complete list of supported file types and versions is
maintained by OPSWAT and may evolve over time as additional formats are added’.

Category Examples

Microsoft Office Files
Word
Excel
PowerPoint
Outlook
Richt-Text-Format Files
OpenDocument Files
Adobe Files
Image Files
Archive Files
HTML and Web Files
Hangul Office Files
Ichitaro Files
DocuWork Files
Tableau Files
Microsoft Power BI Files
XML-Based Files
Calendar Files
CAD and 3D Files
Medical Imaging Files
GIS Files
Audio Files
Video Files
Miscellaneous Files

DOC, DOCX, DOCM, DOT, DOTX, DOTM

XLS, XLSX, XLSM, XLT, XLTX, XLTM, XLSB
PPT, PPTX, PPTM, POT, POTX, POTM, PPS, PPSX, PPSM
EML, MSG, OFT, PST

RTF

0DT, OTT, ODS, OTS, ODP, OTP

PDF, AL, AIT

PG, PNG, BMP, TIFF, SVG, GIF, HEIC, WEBP
ZIP, RAR, 7Z, GZ/GZIP, XZ, TAR, BZ2, ARJ, ZST, CAB
HTML, HTA, HAR, MHT

HWPX, HWP, HWT, CELL, SHOW

JTD, JTDC, JHD

XDW, XBD, XCT

TWB, TWBX, TDS

PBIX

XML, RDF, BML, TTML

ICS, VCS, VCF

DWG, DXF, DWF, IFC, 3DS, U3D

DICOM (DCM)

SHP, SHX, DBF, GPKG

WAV, MP3, AAC, 0GG, OPUS

MP4, MOV, AVI, WMV, WEBM

TXT, LOG, CSV, JSON, LNK, URL, XPS

Table 6 Examples of file types supported by OPSWAT Deep CDR

Due to the large number of supported file types, AV-Comparatives did not evaluate every supported
format individually. Testing focused on representative file types commonly encountered in enterprise
environments as well as formats frequently abused in real-world attacks. Bold entries in Table 6
indicate the file formats included in the practical evaluation.

7 https://www.opswat.com/technologies/deep-cdr#fsupported-file-types
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Sanitisation Process and Reporting

File Type Verification

Before a file is sanitised, Deep CDR performs file type verification based on the actual file structure
and content rather than relying solely on the file extension. This helps reduce the risk posed by file
extension masquerading techniques, where attackers attempt to disguise one file type as another by
modifying the filename or extension. Files are analysed to determine their true format before the
applicable sanitisation policy is applied.

Content Disarming

Once the file type has been identified, Deep CDR deconstructs the file and analyses the contained
elements. Potentially risky content is then removed, transformed, restricted, or preserved according
to the configured workflow. Depending on the file format, this may include macros, scripts, embedded
objects, hyperlinks, attachments, metadata, hidden content, comments, revision history, active PDF
elements, and other potentially dangerous structures. For archive formats, the process may be applied
recursively to files contained within nested archives, subject to the configured recursion depth and
archive handling settings.

Reconstruction

After the disarming process has been completed, Deep CDR reconstructs a clean version of the file
using only content that is permitted by the active workflow. The objective is to preserve as much
legitimate information and functionality as possible while removing potentially dangerous elements.
The resulting file can either retain its original format or be converted into an alternative output
format, depending on the configured workflow and supported file type.

Integrity Validation

Following reconstruction, Deep CDR performs validation checks to ensure that the generated output
file is structurally valid and suitable for delivery. Files that cannot be successfully reconstructed or
validated are handled according to the configured workflow, which may permit delivery, block the file,
or trigger alternative processing actions.

Reporting and Logging

Deep CDR generates detailed file processing information that is accessible through the management
console via History > Processing > [Scan result]. Reports provide visibility into the actions performed
during sanitisation, including file type identification, processing status, applied workflow, removed
content elements, reconstruction results, and any processing errors or exceptions encountered.
Depending on the file type and processing outcome, reports may also provide details about individual
content elements that were removed, modified, or preserved. Nested or embedded content are
accessible via a tree-like navigation structure within the report, allowing administrators to inspect
the processing details of each individual element at every level. The sanitised file can be obtained by
clicking the Download button, and the results can be exported to a PDF summary report or a structured
JSON file via Export results.

Figure 11 and Figure 12 illustrate the processing report of a Microsoft Word 97-2003 (.doc) document.
In accordance with the configured workflow, Deep CDR removed an external image reference, hidden
text, and three hyperlinks. Embedded images were sanitised, including removal of image metadata,
and an embedded XLS file was recursively processed and sanitised.
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Figure 11 OPSWAT Deep CDR: File processing result
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Figure 12 OPSWAT Deep CDR: File sanitisation result

In general, the overall processing status of both single files and archive with nested content is
determined by the configured workflow. When malware protection is enabled through an antivirus
engine within the Metascan module, a confirmed infection result will trigger a Blocked status; whether
further processing by other modules, including Deep CDR, continues after a malware detection is
likewise defined by the configured workflow.

For organisations requiring integration into automated workflows, equivalent information can be
accessed programmatically through the REST API®. This allows sanitisation results to be incorporated
into existing operational, compliance, or reporting processes.

8 https://www.opswat.com/docs/mdcore/metadefender-core
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Archive Sanitisation

When an archive is submitted for processing, its contents are extracted recursively and each contained
file is processed individually according to the configured workflow. The archive including its nesting
levels is reconstructed and returned to the user once all contained files have been processed.

Archive processing results are presented hierarchically in the management console, allowing
administrators to navigate from the top-level archive down through each nesting level to the
individual file results. Each contained file displays its own processing status, Deep CDR outcome, and
file metadata independently. Files for which no CDR configuration applies, such as executable files or
archive formats not covered by the configured workflow, are handled according to the applicable
workflow rules. Supported document formats contained within archives, such as DOCX files, are
processed by Deep CDR in the same manner as directly submitted files, with individual sanitisation
counts and downloadable reconstructed output available per file.

- _—
O Pb\AIIL\ I File, Hash, Data ID & m @ ) Accessibility & Unmanaged 2
MetaDefender Core

Archive Extraction 1_diff.gz / Test1_diff tar

221 3 0 :
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All Blocked Le
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Mal0 jpe fect

3 Malojpg Irtected Data ID 9b322be3d0aa406f80dfaas19ba27312 [ SHA-256
Bl Mal_exe.rar Infected

File Type Tape Archive Workflow File process
I® Clean0.docx [EoR]

File Size 6.4 MB Uploaded By LOCAL/admil
B Clean_docx 7z : v 4
BB Risky0.docx Extracted Size 20.2MB Processing Time & 2361 ms
I Risky_docx tar

Metascan™ Deep CDR Proactive DLP
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Figure 13 OPSWAT Deep CDR: Archive sanitisation result

The screenshot in Figure 13 illustrates the processing result for a TAR archive (Test1_diff.tar) nested
inside a GZ container, with a total extracted size of 20.2 MB across 221 files and 3 nesting levels. It
contains one JPG image (Mal0.jpg), two Microsoft Word documents (CleanO.docx, RiskyO.docx), and
three nested archives (Mal_exe.rar, Clean_docx.7z, Risky_docx.tar), of which the RAR archive contains
a malicious executable.
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The following workflow settings were applied for this example:
e Metascan > Skip further processing with results: Disabled
o Compression > Archive sanitization: Enabled
e Compression > Enable for archive compression filetypes:
o GZto GZ: Enabled
o TAR to TAR: Enabled
o 77 to [archive type]: Disabled
o RAR to [archive type]: Disabled
e Deep CDR > File type handling:
o Microsoft Word document sanitisation: Enabled
o Image sanitisation: Enabled

For demonstration purposes, OPSWAT enabled the Metascan module alongside Deep CDR throughout
testing. Metascan supports simultaneous scanning across multiple antivirus engines; ClamAV was used
as the active engine for this demonstration. Malicious test cases were included in the test set
alongside manually crafted samples containing clean and risky content to illustrate how MetaDefender
Core handles malicious content across different attack vectors. It should be noted that Deep CDR itself
does not detect malware. The Infected and Blocked statuses visible in the processing results are
attributed solely to Metascan, reflecting the presence of infected content in the Mal0.jpg file and the
nested Mal_exe.rar archive.

Metascan reported no threats at the archive level itself, while Deep CDR returned a Sanitized verdict
with the archive reconstructed in its original format (TAR to TAR). Both Word documents, the nested
TAR archive, and the malicious JPG image were processed by Deep CDR, as indicated by the CDR badge
visible in the file list. Because Skip further processing with results is disabled, processing by Deep
CDR continues even when Metascan reports an infection. As a result, Mal0.jpg is sanitised by Deep CDR
and included in the reconstructed output despite being blocked by Metascan. Mal_exe.rar falls outside
the scope of CDR sanitisation, as the RAR archive compression setting is disabled in the configured
workflow. The archive is therefore removed from the sanitised output entirely on the basis of both its
configuration and its contents. Clean_docx.7z is similarly unaffected by Deep CDR, as 7Z sanitisation
is not enabled in the configured workflow.

This example illustrates that Deep CDR operates selectively on file types explicitly enabled in the
configured workflow. Files that fall outside the configured scope, whether due to format restrictions
or unsupported content, are handled according to the applicable workflow rules independently of the
CDR process.
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Scope Boundaries

Content Disarm and Reconstruction (CDR) is a prevention-oriented technology and should not be
viewed as a complete replacement for detection-based security controls. Rather than attempting to
determine whether a file is malicious, CDR removes, transforms, or restricts content according to a
predefined policy and reconstructs a file that conforms to the configured security requirements.

As a result, the effectiveness of a CDR deployment is closely linked to policy design. Overly permissive
policies may reduce protection, while overly restrictive policies may affect legitimate workflows,
document fidelity, and usability. The balance between security and functionality therefore depends
largely on the requirements of the organisation and the selected configuration.

CDR does not provide forensic confirmation of malicious activity and does not generate threat
intelligence, indicators of compromise (IOCs), attack attribution, or behavioural telemetry.
Organisations requiring visibility into attacker behaviour, incident response, threat hunting, or SOC
operations will require complementary detection and monitoring technologies.

The technology is also fundamentally file-centric. Attacks that do not rely on file delivery, such as
memory-only attacks, fileless malware, credential theft, network-based exploitation, lateral
movement, or post-compromise activity, fall outside the scope of CDR.

While CDR can significantly reduce the risk posed by supported file formats, it cannot eliminate risk
entirely. Attackers may attempt to abuse permitted structures, exploit ambiguities in file formats, rely
on unsupported content types, or move malicious activity outside the file itself, for example through
external links or post-delivery downloads.

Finally, file reconstruction introduces processing overhead. The impact varies depending on file size,
complexity, archive depth, and policy configuration. Organisations deploying CDR in high-volume
environments should consider throughput requirements, latency, and capacity planning as part of the
deployment process.

The scope of this review is limited to the on-premise deployment of MetaDefender Core with Deep CDR
enabled. Other deployment options, including cloud-hosted and containerised deployments, as well
as integration scenarios with third-party systems such as ICAP, REST API, and email gateways, were
not evaluated.

It is important to note that even where a product achieves full effectiveness in the evaluated
scenarios, this should not be interpreted as evidence that it will always neutralise all possible
malicious content in real-world environments. The scope of this review is necessarily limited to the
tested file types, attack techniques, and operational scenarios. As such, the results reflect the
product’s performance only against the specific cases included in this evaluation and should not be
generalised beyond that scope.
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Test Methodology

The objective of this evaluation was to assess the effectiveness of OPSWAT Deep CDR in sanitising
potentially dangerous content contained within supported file formats according to the configured
workflow. In addition, file fidelity and usability of the reconstructed output were assessed. The
evaluation was performed using the on-premise deployment of MetaDefender Core with Deep CDR
enabled.

Given the granularity of Deep CDR’s configuration options, each evaluated scenario was tested using
a workflow configuration tailored to that specific scenario, rather than a single global configuration
applied across all test cases. As a result, the individual configurations used for the full test set are
not listed in this report; representative examples are provided where relevant to illustrate specific
findings. The configuration used during this review reflects the workflow selected for the test
environment and should not be interpreted as the only possible deployment model. Different workflow
and setting choices may lead to different security, fidelity, and usability outcomes.

File Fidelity Assessment

For the purposes of this review, file fidelity was evaluated independently from sanitisation
effectiveness. The objective was not necessarily to preserve every original file element, but rather to
determine whether reconstructed files remained suitable for normal business use while complying with
the active security policy. The sanitised output was evaluated for visual integrity, content
preservation, functional integrity, and overall usability according to the elements listed in Table 7.

Element Assessment Consideration

Layout and formatting Preserved without significant visual changes

Images and graphics Retained and rendered correctly

Tables and charts Preserved and displayed correctly

Spreadsheet formulas Functional after reconstruction

Embedded content Preserved, removed, or transformed according to policy
Comments and annotations Preserved where permitted by policy

Internal navigation elements Functional after reconstruction

Document readability Unaffected by sanitisation

Overall usability Suitable for normal business use

Table 7 File fidelity assessment categories
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Test Cases

Testing focused on file types commonly encountered in enterprise environments as well as frequently
abused in real-world attacks. The test set contained both malicious samples and manually crafted
benign files carrying potentially risky content, such as active content, embedded objects, and
hyperlinks. Test cases were designed to represent attack techniques commonly observed in enterprise
phishing campaigns and targeted intrusions, as well as broader content handling categories
encountered in enterprise file workflows. Table 8 provides and overview of the evaluated scenarios by
attack and content handling category.

Attack Category Representative Threat Scenarios
Macro-based attack Macro-enabled Office documents used to deliver malicious code
Embedded content Embedded objects or executables used to conceal secondary
payloads
PDF active content Active PDF features commonly abused for exploit delivery
Hyperlink-based content Embedded hyperlinks used for phishing or malware delivery
. . Misleading file extensions or encoded data used to disquise file
Evasion & content obfuscation
content
Privacy & information leakage Sensitive document information and hidden content
Archive-based attack Nested archives used to conceal malicious content
. . Password-protected or resource-exhaustion archive attacks (zip
Archive abuse scenario
bombs)
Al-assisted content Al-assisted malicious documents and scripts

Content Handling Category Representative Scenarios

Removal of non-essential document elements to reduce attack
surface
Workflow & trust control Trusted or signed content processing rules

Document hardening

Table 8 Evaluated scenarios by attack and content handling category

In addition to conventionally created attack samples, the test set also included selected file-borne
scenarios containing content created or modified with the assistance of generative Al systems. In this
context, Al-assisted content refers to malicious code, scripts, obfuscation techniques, or attack
components generated with the assistance of Al tools, not Al-generated text or images. These test
cases assessed whether Deep CDR remained effective against malicious content embedded within
structurally valid but intentionally deceptive file constructs designed to obscure or misrepresent the
payload, and were evaluated using the same methodology as conventionally created samples. In total,
the test set covered 50 distinct file formats, leading to more than 300 test cases spanning multiple
attack and content handling categories, archive scenarios, and Al-assisted content.
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Result Classification

Sanitisation outcomes were classified according to the categories listed in Table 9. Where unexpected
corruption, incomplete reconstruction, or inconsistent output was observed, retesting was performed
to verify reproducibility and eliminate environmental or sample-specific anomalies.

Classification Description

Potentially dangerous content was successfully removed,

Sanitised / P dC tl . . .
anitised / Processed Correctly neutralised, or transformed according to policy

Some but not all relevant content was successfully sanitised

Output file generated but no longer usable for its intended

Corrupted
purpose
Invalid Output file generated but structurally invalid

Potentially dangerous content remained accessible or
executable after processing

Missed

Table 9 Sanitisation result classification
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Test Results

File fidelity and sanitisation effectiveness are reported separately to provide a comprehensive view of
product behaviour under different scenarios. Test results are presented both by file type and attack
scenario using the classification defined in Table 9.

File Fidelity Assessment

Sanitisation effectiveness alone does not determine the practical value of a CDR solution.
Reconstructed files must remain suitable for normal business use after processing. For this purpose,
the file fidelity of the sanitised output was evaluated as described in the Test Methodology. Table 10
shows the result of each assessment element and applied file types.

Element Applied File Types Result

L F '
SO EING FBMITEIEAINE, PDF, Word, Excel, PowerPoint, RTF, OD Text, OD Sheet,

I Navigation E

nternal av1gat1o.n. lements, 0D Presentation, Ichitaro Document, Hangul Word v

Document Readability

Images and Graphics PDF, Word, Excel, PowerPoint, RTF, OD Text, OD Sheet,

Embedded Content 0D Presentation, Ichitaro Document, Hangul Word, v
Image
Word, Excel, PowerPoint, OD Text, OD Sheet, OD

Tabl d Chart: o ) ’ ’ ’

ables an arts Presentation, Ichitaro Document, Hangul Word v

Comments and Annotations Word, Exc.el, PowerPoint, OD Text, OD Sheet, OD v
Presentation

Spreadsheet Formulas Excel, OD Sheet, CSV v

Overall Usability All v

Table 10 File fidelity results by assessment element

In the evaluated scenarios, reconstructed files remained usable and preserved essential business
content, layout, formatting, images, tables, charts, formulas, comments, annotations, internal
navigation, and document structure. Where functionality was removed, this corresponded to the
configured workflow and primarily affected active content such as macros, embedded objects, or
external references. No unexpected corruption of benign content was observed during evaluation.
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Test Results by File Type

Table 11 presents the sanitisation results for each file type and test scenario included in the
evaluation. Both required file types, selected by the vendor as the most commonly encountered in
enterprise deployments, and optional file types, selected by the test lab for additional coverage, were
included in the evaluation. Testing was limited to Deep CDR configuration options officially supported
and available in the user interface for each respective file type, as agreed with the vendor. Al-assisted
content, as defined in Table 8, was not evaluated as a separate scenario but incorporated into the
existing ones, where selected test cases were crafted with the assistance of Al tools. It is therefore
not listed as a distinct entry in Table 11.

File Type Evaluated Scenario Result
PDF Macro-based attack Sanitised
Embedded content: object, 3D object, image Sanitised
PDF active content: JavaScript, PostScript object, form, named action Sanitised
Hyperlink-based content Sanitised
Privacy & information leakage: metadata Sanitised
Document hardening: embedded font, web capture content Sanitised
Workflow & trust control FIOEESSed
Correctly
Word Macro-based attack Sanitised
Embedded content: OLE object, image Sanitised
Embedded content: deep recursion Sanitised
Hyperlink-based content Sanitised
Evasion & content obfuscation: hidden text Sanitised
Privacy & information leakage: metadata, custom XML, comment, o
. Sanitised
document variable
Document hardening: embedded font, smart tag Sanitised
Workflow & trust control FIOCESSEd
Correctly
Excel Macro-based attack Sanitised
Embedded content: OLE object, image, external data connection (DDE) Sanitised
Embedded content: deep recursion Sanitised
Hyperlink-based content Sanitised
Privacy & information leakage: metadata, custom XML, comment Sanitised
Workflow & trust control FIOCESSE
Correctly
PowerPoint Macro-based attack Sanitised
Embedded content: OLE object, image Sanitised
Embedded content: deep recursion Sanitised
Hyperlink-based content Sanitised
Privacy & information leakage: metadata, custom XML, comment Sanitised
Document hardening: embedded font Sanitised
Workflow & trust control FIOEESSed
Correctly
RTF Embedded content: object, HTML, image Sanitised
Hyperlink-based content Sanitised
Privacy & information leakage: metadata Sanitised
Document hardening: embedded font Sanitised

Raster Image

Evasi on: h iti
(JPG, PNG, BMP, TIFF) vasion & content obfuscation: steganography Sanitised

Hyperlink-based content Sanitised
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Privacy & information leakage: metadata, GeoTIFF Sanitised
zlsevz’;or Image Embedded content: object, JavaScript, image Sanitised
Embedded content: CDATA Sanitised’
OpenDocument . Macro-based attack Sanitised
(Text, Sheet, Presentation)
Embedded content: OLE object, image Sanitised
Embedded content: deep recursion Sanitised
Hyperlink-based content Sanitised
Evasion & content obfuscation: hidden text™ Sanitised
Privacy & information leakage: metadata, comment®® Sanitised
Document hardening: embedded font Sanitised
Ichitaro Document™  Embedded content: object, image Sanitised
Hyperlink-based content Sanitised
Hangul Word™ Macro-based attack Sanitised
Embedded content: image Sanitised
Hyperlink-based content Sanitised
Privacy & information leakage: metadata Sanitised
Csv Embedded content: formula Sanitised
HTML, HTA Embedded content: script, applet, object, form, iframe Sanitised
Hyperlink-based content Sanitised
Privacy & information leakage: comment Sanitised
JSON, HAR Evasion & content obfuscation: base64-encoded data Sanitised
TXT, LOG Hyperlink-based content Sanitised
Evasion & content obfuscation: invisible UTF-8 characters Sanitised
XML Macro-based attack Sanitised
Embedded content: CDATA Sanitised
Evasion & content obfuscation: base64-encoded data Sanitised
Archive Archive-based attack: nested archive, deep recursion Sanitised
Archive abuse scenario: password-protected Sanitised

Archive abuse scenario: zip bomb Sanitised

Table 11 Sanitisation results by file type

Deep CDR successfully sanitised all tested file types, achieving a 100% sanitisation rate across the
evaluated scenarios under the applied workflow configuration.

® According to OPSWAT, Deep CDR is designed to remove only SVG CDATA sections embedding potentially harmful
data rather than all CDATA content in order to avoid affecting legitimate data and causing rendering issues.

0 Scenarios with “comment” and “hidden text” were only applicable to ODT.

1 Testing of Ichitaro and Hangul file formats was limited in scope due to restricted access to the full feature
sets of the respective desktop and web applications.
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Test Results by Attack Scenario

Table 12 presents the sanitisation results for each attack scenario included in the evaluation. The
evaluated scenarios represent attack techniques that continue to be observed in enterprise phishing
campaigns and targeted intrusions.

Attack Scenario Result

Macro-based attack Sanitised

Embedded content Sanitised
PDF active content Sanitised
Hyperlink-based content Sanitised
Evasion & content obfuscation Sanitised
Privacy & information leakage Sanitised
Archive-based attack Sanitised
Archive abuse scenario Sanitised
Deep recursion Sanitised
Al-assisted content?? Sanitised

Table 12 Sanitisation results by attack scenario

Deep CDR successfully sanitised test cases across all evaluated attack scenarios, achieving a 100%
sanitisation rate under the applied workflow configuration. In all tested scenarios, potentially risky
content was removed or handled according to the configured workflow, and no test cases resulted in
a miss or partial sanitisation where the corresponding configuration was applied.

Files containing Al-generated or Al-assisted malicious content, including structurally deceptive file
constructs, were processed in the same manner as conventional test cases. During testing, Deep CDR
successfully sanitised these files according to the configured workflow, preventing delivery of the
active content contained within the samples. This also demonstrates that the effectiveness of the
technology does not primarily depend on whether malicious content was created manually or with the
assistance of generative Al systems.

12 Al-assisted content refers to malicious code, scripts, obfuscation techniques, or file-borne attack components
generated with the assistance of AI tools, not Al-generated text or images.
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Observations
During testing, AV-Comparatives identified two unexpected product behaviours, which were
communicated to OPSWAT prior to publication.

Sanitisation Behaviour of Embedded Content

AV-Comparatives observed that recursive processing may apply embedded-content sanitisation
independently of the global enablement state for the embedded file type. OPSWAT confirmed that this
behaviour is intended, providing conservative handling of embedded content when recursive
processing is enabled. OPSWAT has updated its documentation to clarify this behaviour and planned
to introduce a configuration option to ensure consistent control over it.

Sanitisation Behaviour of Embedded QR Codes

QR code sanitisation was included as a positive validation scenario. AV-Comparatives observed that
Deep CDR sanitised QR codes embedded in Microsoft Office documents according to the file-specific
configuration, even when the global Image QR code option was disabled. OPSWAT confirmed that this
behaviour is expected, as file-specific configurations take precedence over the global Image
configuration. OPSWAT has updated its documentation to clarify this behaviour and avoid confusion.
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Conclusion

This review evaluated OPSWAT Deep CDR™ as implemented within the on-premise deployment of the
OPSWAT MetaDefender Core platform. The evaluation covered 50 distinct file formats leading to more
than 300 test cases, including active content, embedded objects, archive-based attacks, and AlI-
assisted malicious content.

File fidelity remained an important consideration throughout the evaluation. Reconstructed files
remained usable and retained essential business content and document structure, while any removed
or modified elements reflected deliberate workflow decisions rather than unexpected processing
behaviour.

During testing, Deep CDR correctly processed all test cases, achieving a 100% sanitisation rate across
the evaluated file types and attack scenarios under the applied workflow configuration. The product
supported a broad range of file formats and provided extensive policy-driven control over how
potentially risky content was identified and neutralised. Archive processing, recursive extraction, and
configurable handling of nested archives further extended the scope of protection beyond standard
document formats.

The evaluation also included selected Al-assisted malicious content scenarios. These test cases were
processed using the same sanitisation mechanisms as conventionally created attack content. The
results indicate that Deep CDR’s prevention-first sanitisation is resilient not only to conventionally
crafted malicious files, but also to emerging Al-assisted and structurally deceptive file-borne attack
techniques.

In addition to the test results, two unexpected product behaviours were identified during the
evaluation and communicated to OPSWAT prior to publication. In both cases, OPSWAT confirmed that
the observed behaviour was intended and has since updated its documentation to clarify how file-
specific settings interact with global configuration options.

A notable characteristic of the solution is its high degree of configurability. Administrators can define
granular workflows for different file types, content elements, and operational requirements. This
flexibility allows organisations to tailor deployments to a wide range of environments, from highly
restrictive security-focused configurations to more usability-oriented implementations. At the same
time, achieving an optimal balance between security and usability may require careful workflow
design, testing, and ongoing maintenance.

It should be noted that, unlike detection-based security technologies, CDR solutions do not detect
threats but sanitise content according to predefined rules and policies. Effectiveness is therefore
inherently tied to the configured policy scope and the range of supported content handling, and the
results presented in this report should be interpreted in that context. As with all CDR technologies,
Deep CDR should be viewed as a complementary security control rather than a replacement for endpoint
protection, EDR, sandboxing, or other detection-based technologies. Its primary value lies in reducing
the risk posed by potentially dangerous content within supported file formats before those files reach
users or protected environments.

Overall, Deep CDR provides a mature and highly configurable implementation of Content Disarm and
Reconstruction technology, suitable for organisations seeking to reduce exposure to file-borne threats
while maintaining operational usability and workflow compatibility.
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Copyright and Disclaimer

This publication is Copyright © 2026 by AV-Comparatives®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided
by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

AV-Comparatives
(July 2026)
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