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Introduction

AV-Comparatives conducts a certification test for VPN products, subjecting them to rigorous evaluation
to assess their performance in key areas such as security, privacy, download speed, upload speed, and
latency. Certification is granted only to products that undergo the testing process and meet the
required standards.

What is a VPN?

A Virtual Private Network (VPN) is a technology originally designed to allow remote workers secure
access to their company’s local networks. Today, VPNs are widely used to enhance online privacy and
security.
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Why use a VPN?

VPNs offer numerous benefits, making them essential tools for many users. Common use cases include
enhanced security, access to geo-restricted content, and improved privacy.

By encrypting Internet traffic, VPNs provide a significant security advantage, particularly when using
public Wi-Fi networks in places such as cafés, hotels, or airports. These networks are often targeted
by cybercriminals who can intercept unprotected data. A VPN protects sensitive information, making
it much harder for hackers to access your online activities.

Another major reason for the growing popularity of VPNs is their ability to spoof the user’s geographic
location. This feature allows access to content that may be restricted in certain regions, such as
streaming services, websites, or social media platforms. Additionally, VPNs are invaluable for
individuals in countries with strict government censorship, helping them bypass restrictions and
safeguard their online activities from surveillance.
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Tested Product

The most recent, paid-for version of Norton VPN Ultimate for Windows (24.11), available at the time
of testing (November 2024), was used in this test.
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AV-Comparatives’ Approved VPN Product Award

To be certified and receive AV-Comparatives' Approved VPN Product
Award, VPN solutions must undergo rigorous evaluation and meet the
certification criteria regarding privacy and performance as outlined in this
report (see Appendix).

Only products that passed the 2024 VPN Certification Test have their
reports published. Gen Digital submitted Norton VPN Ultimate (previously APPROVED
named Norton Ultra VPN) for evaluation in 2024. Norton VPN Ultimate VPN for Windows

for Windows met all the requirements and was awarded the certification.

2024
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Test Procedure

In this test, the primary objective was to assess both the privacy features and performance of the

tested product. The test was divided into three parts:

o The Leak Test, where we evaluated the degree of privacy the VPN provides by performing IP leak
tests.

o The Kill-Switch Test, where we checked the VPN’s ability to protect the genuine public IP address
from being leaked in the event of an unexpected connection drop.

o The Performance Test, where we measured the VPN's download and upload speeds, as well as its
latency (response time).

Lab Setup
We conducted the test using Microsoft's Azure cloud infrastructure. All tests were performed on a fully

patched 64-bit Microsoft Windows 10 system. To simulate a real-world scenario, we limited the
available bandwidth to 250/250 Mbps (download/upload speeds), a realistic value for Internet
connections in (sub-)urban areas. Additionally, the enormous bandwidth of the cloud infrastructure
ensured that the 250/250 Mbps limit was consistently available, meaning the Internet connection
itself was never the limiting factor in our tests.

The latest version of the VPN product available at the time of testing (November 2024) was
downloaded from the vendor's website and installed on the test system following the provided
instructions. The product was tested using its default settings, including the default protocol or
“Automatic” if that was the selected default option. If not, we used the VPN protocol listed first in
the program, as outlined in the Certification Report. Where applicable, we configured the program to
launch and connect automatically both on system start-up and after an unexpected connection drop.

Leak Test

We assessed the product’s resilience against potential data and information leaks. The test was
performed using various web testing methods, which allowed us to evaluate the product for leaks in
several areas, including public IP address, DNS server, WebRTC local/public IP, and Torrent IP/DNS.
The test was considered failed if an IP address belonging to the original network was detected while
the VPN was active.

Kill-Switch Test

We evaluated the product’s ability to protect the user’s public IP address during an unexpected
connection drop. The VPN should include a mechanism, a so-called kill switch, that prevents the
genuine public IP address from being exposed while the VPN connection is lost and until it is re-
established. Ideally, the VPN should completely disable or suspend the Internet connection until a
secure connection is restored. We simulated a connection loss by deactivating and reactivating the
Ethernet network adapter and recorded the system’s public IP address before and after the event.



Norton VPN Ultimate Test - November 2024 www.av-comparatives.org

Performance Test

We evaluated the performance of the product based on two key aspects: the bandwidth or maximum
data transfer rate in terms of the download speed and upload speed, and the delay of the network
connection in terms of the latency.

For most users, download speed is the most critical factor, as it determines how quickly a browser or
application can load web pages, files, video streams, or other online resources. Conversely, upload
speed is crucial for activities such as uploading or streaming videos to platforms like YouTube or
sharing files in a peer-to-peer (P2P) network. Latency, often referred to as “reaction time”, measures
the time it takes for a request to travel from the source to a destination and back. Low latency is
particularly important for fast-paced online games, as it directly affects how quickly the game responds
to user inputs.

To obtain accurate and reliable results, we employed multiple measurement methods. This approach
not only increased the statistical significance of our results but also provided a more balanced
evaluation. To account for potential bandwidth fluctuations, we conducted tests at different times
each day over the course of one week.

We simulated a scenario in which a user in Germany downloads and uploads content from and to
servers in different countries. To ensure comprehensive results, we tested VPN servers located in three
countries: Germany, the United Kingdom, and the United States. We measured download and upload
speeds, as well as latency, between the test system and three target servers. Two of these servers were
in the destination country and geographically close to the VPN server’s exit point. The third server
was selected automatically based on its proximity to the VPN server, providing the fastest possible
connection.
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Norton VPN Ultimate Certification Report
(November 2024) v norton

Website: https://norton.com/products/norton-vpn

To be certified and receive AV-Comparatives' Approved VPN Product Award, VPN
solutions must undergo rigorous evaluation and meet the certification criteria regarding Av
privacy and performance as outlined in this report (see Appendix). Norton VPN
Ultimate for Windows met all the requirements and was awarded the certification.

APPROVED

VPN for Windows

2024

Certification areas Passed? | Notes

All leak tests passed YES

Kill-Switch test passed YES

Minimum download speed reached YES 177 Mbps?

Minimum upload speed reached YES 200 Mbps?

Latency below maximum limit YES

Refund period over 27 days YES 60 days (for annual subscriptions)

Uses secure protocols YES WireGuard, Mimic (proprietary), OpenVPN

Additional information Present?

Total number of servers exceeds 1,000 YES 2,746*

Servers in over 50 countries NO 31 countries*

Servers on all continents (except Antarctica) YES

Free trial YES Free trial for 30 days

Simultaneous use on at least 5 devices YES

Split tunnelling YES

Transparency report (not older than 2 years) NO Link (last update: unknown)

Warrant canary (not older than 2 years) NO

Vendor claims to have a strict no-log policy YES Link, Link

Are traffic logs and/or originating IP NO

address logs collected?

Free of ads and upselling NO Upselling of own products via Norton Store

Anonymous payment options NO

Are third-party VPN components used? NO

Headquarters location / jurisdiction is YES USA

known

Auto-connect YES

Dedicated servers / protocol optimizations YES P2pP

for streaming/gaming/P2P

Trackers included YES 3rd-party tracking service

Are legacy protocols supported? NO

Different platforms supported YES Windows, macOS, Android, i0S

Extra features included YES Anti-tracker, Multiple active VPNs, Protection
against scams, phishing, and malware, Intrusion
Prevention, Dark Web Monitoring

*) according to the vendor as of November 2024.

! On bandwidth 250 Mbps.


https://norton.com/products/norton-vpn
https://www.nortonlifelock.com/us/en/privacy/product-privacy-notices/#norton-vpn-products
https://www.nortonlifelock.com/us/en/privacy/product-privacy-notices/#norton-vpn-products
https://uk.norton.com/blog/privacy/what-is-a-no-log-vpn
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Norton VPN Ultimate is part of a comprehensive cybersecurity suite aimed at providing users with
online privacy, secure browsing, and protection features. It can be downloaded from the vendor's
website and requires a Norton user account. A 30-day free trial with full product functionality and a
60-day refund policy for annual subscriptions give users ample time to assess the service. However,
the lack of anonymous payment options, such as cryptocurrency, may discourage users seeking
complete anonymity. Though its server coverage and logging policies might not meet the expectations
of all users, it remains a valuable option for many.
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Installation and Setup

The installation and setup process is simple and well-guided. The program interface is clean and user-
friendly, with a home page allowing users to select server locations and toggle the VPN on/off.
Additional settings and options are neatly organised in a menu on the left side. While the Norton
Store and occasional ad popups could be perceived as a form of in-app upselling, the service is
otherwise free from ads and intrusive promotions.

Security and Privacy

Norton VPN Ultimate employs strong and secure protocols to safeguard user data, including WireGuard,
OpenVPN, and its proprietary Mimic protocol. Norton claims to follow a strict no-log policy, reassuring
users that their online activity and originating IP addresses are not tracked. However, it reportedly
collects other metadata and uses third-party tracking tools, which might not satisfy privacy-conscious
users. The transparency report outlines the type and amount of data collected by the VPN, though the
date of its last update is unclear. Additionally, no warrant canary or related statement was available
on the vendor's website at the time of testing.

Norton VPN Ultimate also offers an option to block third-party trackers from other apps and websites.
Beyond standard VPN functionality, the service provides various security features. This includes real-
time protection against scams, phishing, and malware?, intrusion prevention, cloud backup, and dark
web monitoring, which alerts users if their personal information is leaked on the dark web. Norton
VPN Ultimate successfully passed all leak tests and the Kill-Switch Test.

2 https://www.av-comparatives.org/wp-content/uploads/2024/12/avc spt norton 202411.pdf
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Performance and Usability

Norton operates over 2,700 servers in 31 countries on all continents, which is a modest offering
especially for users seeking global coverage or optimized connections in less common locations. The
VPN supports P2P file sharing, and while it does not include dedicated streaming or gaming servers,
its default configuration is optimized for streaming.

The service includes split tunnelling, enabling users to route specific app traffic outside the VPN
connection. Auto-connect options ensure that users remain protected after a system restart and when
connecting to P2P or public networks, such as those in airports, cafés, hotels, or other public spaces.

Norton VPN Ultimate easily reached the minimum download speed criteria (the solution demonstrated
a median speed of 177 Mbps), minimum upload speed criteria (the solution demonstrated a median
speed of 200 Mbps), and stayed below the maximum latency limit (<100 ms) in the Performance Test.
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Appendix: Description of Certification Criteria and Additional
Information

Compliance with the certification criteria below relates to the time of testing. As e.g. technical
standards change as time goes on, we may deem it appropriate to change the certification criteria for
future tests. Vendors can apply to have their VPN products certified once a year. Below we have listed
Certification Areas, which are required if the product is to be certified. We have also shown additional
information, which is not necessary for certification, but which many users will deem important. This
relates to privacy aspects and additional features.

Many people use a VPN for reasons of privacy and will thus be concerned about the privacy and security
practices of VPN vendors. In this report we have included information on those aspects of VPNs that
we consider relevant, but of course there are other organisations® that promote good practices for
VPN vendors, and these may have differing opinions on this subject.

Certification Areas

All leak tests passed: in order to be certified, a VPN product has to pass all leak tests. We run
different leak tests such as public IP address, DNS server, WebRTC local/public IP, and Torrent IP/DNS.
A product has failed a test if the IP address of the original network was leaked.

Kill-Switch test passed: in order to be certified, a VPN product must not leak the genuine public IP
address during and after re-establishing a secure connection in the event of an unexpected connection
drop.

Minimum download speed reached: in order to be certified, an Android VPN product must reach a
median download speed of 10 Mbps. For a VPN product on Windows, a median download speed of 25
Mbps must be reached.

Minimum upload speed reached: in order to be certified, an Android VPN product must reach a
median upload speed of 10 Mbps. For a VPN product on Windows, a median upload speed of 18 Mbps
must be reached.

Latency below maximum limit: in order to be certified, a VPN product must have a median latency
lower than 100 ms. This is the maximum acceptable latency for gaming on average where delays (or
lags) are noticeable.* We only mention the latency figure if it is more than 100ms.

Refund period over 27 days: in order to be certified, a VPN product shall offer a refund period of at
least 27 days (4 weeks) for 1-year-contracts.

Uses secure protocols: in order to be certified, a VPN product must implement and use secure
protocols by default. We have shown which protocol is the default in all cases where this could be
determined.

3 For example, the VPN Trust Initiative (https://vpntrust.net).
4 https://www.hp.com/us-en/shop/tech-takes/5-reasons-your-ping-is-so-high
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Additional Information

Total number of servers exceeds 1,000: a VPN product should offer the widest possible choice of
servers, which is ideal for load balancing and ensuring redundancy. However, having more servers
does not automatically guarantee better service quality.

Servers in over 50 countries: the user should have a broad choice of country locations, to unlock as
many geo-restricted services as possible. Servers in multiple countries can also be beneficial in terms
of speed and latency.

Servers on all continents (except Antarctica): as with servers in different countries, servers on
different continents can help with performance and access to geo-restricted services.

Free trial: a VPN product should offer a free testing period, or a free version of the product. We feel
that users should be able to test a product before buying it.

Simultaneous use on at least 5 devices: a subscription plan for the VPN product should be available
that allows it to be installed and used on at least 5 devices at a time. We recommend checking the
number of simultaneous devices allowed when purchasing a VPN product.

Split tunnelling: a feature which lets the user decide which apps should or should not use the VPN,
thus preventing unnecessary connection slowdowns.

Transparency report (not older than 2 years): although many VPN providers state that they do not
keep any logs, there is no way for us to verify this. Publishing a transparency report and generally
being open about how user data is dealt with are signs that a VPN provider values a user’s privacy.

Warrant canary (not older than 2 years): in some cases, it might be illegal for VPN providers to
report that they have had secret requests for user data from government or law-enforcement agencies.
Therefore, some providers regularly publish a Warrant Canary stating that they have NOT had any such
requests.

Vendor claims to have a strict no-log policy: the vendor states that they have a no-log policy. While
this is good, there is no way for us to verify this. Therefore, we assigned this criterion to additional
information instead of certification areas.

Are traffic logs and/or originating IP address logs collected: according to the privacy policy and/or
analysed network traffic, records such as browsing activities (privacy implications) and/or the original
IP address are transmitted.

Free of ads and upselling: we feel that a paid-for VPN product should not include any ads or upselling
offers.

Anonymous payment options: providing anonymous payment options is good for buyers who want

to stay under the radar even during the purchase. The information was taken from the vendor’s German
website.

10 AV
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Are third-party VPN components used: whether the VPN technology is developed in-house. If the
component is licensed from a third-party, this will be noted here.

Headquarters location / jurisdiction is known: a known headquarters gives the potential buyer the
possibility of reviewing the ownership and possible local laws applied to the business. When using a
VPN, there are three important factors regarding the jurisdiction over the user’s online activity: first,
the online regulations of the country the user lives in; secondly, the country where the VPN vendor
has registered its business; and thirdly, the country where the relevant, physical VPN server is located
(regardless of the VPN provider’s business location).

Auto-connect: a feature which lets the user automatically connect to the VPN on system startup, app
launch or when connecting to an unsecure Wi-Fi.

Dedicated servers / protocol optimizations for streaming/gaming/P2P: the VPN vendor provides
servers or VPN protocols specifically suited and optimized for streaming, gaming, or sharing files in a
P2P network.

Trackers included: trackers can be useful for the VPN vendor to diagnose errors, performance issues,
and to improve the application. While some trackers might be more privacy-friendly than others
depending on the VPN-specific implementation, this is only given as information based on statements
in the respective VPN privacy policy, and analysis of the product code and network traffic.

Are legacy protocols supported: although legacy protocols might pose a security risk because of a
broken encryption or other vulnerabilities, some VPN products still support such protocols for
compatibility reasons. Therefore, users have the choice to pick the protocol which works the best for
a specific use case. For more details about the pros and cons of each protocol, please visit this website.

Different platforms supported: a VPN that supports multiple platforms ensures consistent security
and flexibility across all devices, enhancing the user experience and providing robust protection
regardless of the device or operating system in use. The VPN product is officially supported and can

be installed on the listed platforms.

Extra features included: we list a few (up to five) selected features included in the VPN product.

11 AV
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Copyright and Disclaimer

This publication is Copyright © 2024 by AV-Comparatives®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided
by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

AV-Comparatives
(December 2024)




	Introduction
	What is a VPN?
	Why use a VPN?
	Tested Product
	AV-Comparatives’ Approved VPN Product Award
	Test Procedure
	Leak Test
	Kill-Switch Test
	Performance Test


