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Microsafe Premium Security Suite

Installation

Start the installation by double-clicking the set-
up file. First, the installation files are unpacked:

Avira Premiumn Security Suite

Progreso de |a instalacion

Cancelar

As we are installing on Windows 7, Microsafe
setup warns us that Windows Defender is run-
ning, and should be disabled to prevent con-
flicts. There are brief instructions on how to do
this.

Instalacién de Avira Premium Security Suite

‘.I Actualmente estd active Windows Defender en su sistema, lo que
' puede causar problemas de compatibilidad. Por ello, recomendamos
desactivar Windows Defender,

Mota: Para desactivar Windows Defender abra |z interfaz de programa
de Windows Defender. Desactive en Extras | Opciones las opciones
"Activar proteccion en tiempo real” y "Utilizar Windows Defender”.

The welcome page of the setup wizard then ap-
pears:

Avira Premium Security Suite

AVIRA

Bi idoalai ion de
Avira Premium Security Suite

Este asisterte instalard &l programa
Awira Premium Security Suite en el
equipo.

Haga clic en "Siguiente” para
continuar.
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The next step is to accept the terms of the oblig-
atory licence agreement:

Avira Premium Security Suite

Aceptar el contrato de licencia

Corttrato de licencia de Avira -
Cortrato de licencia para el usuario final {CLUF)
Los derechos de autor de este software estdn reservados para

Avira GmbH

Tjark Auerbach
Socio administrador
Lindauer Str. 21
D-88069 Tettnang
ww avira.de

[7] Acepto los téminos del contrata de licencia.

Having accepted this, you now need to choose an
installation type. There is a choice of Express or
Custom, and the useful option of creating a sys-
tem restore point, so that in the event of setup
being interrupted, you can return your system to
its starting state. In order to see what other
options are available, we decide to use the Cus-
tom installation.

Avira Premium Security Suite

Hegir el tipo de instalacién

Elija cémo debe instalarse el programa.
) Exprés
@ Personalizada

HE

Se instalan los componentes estandar del programa.

Seleccione qué componentes del progrema desea instalar. Recomendado
para usuarios avanzados

[ Crear purto de restauracién del sistema

Mex >

<Back || | [ Cancel
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The next step is to choose the installation folder:

@ Avwira Premium Security Suite @
Hegir el directorio de destino

AVIRA

Bl programa de instalacion instalard Avira Premium Security Suite en la siguiente campeta.

S5i desea instalar en esta carpeta, haga clic en "Siguients”. Para instalar en otra campeta, haga
clic en "Eminar” y seleccione otra campeta.

Carpeta de desting
C:\Program Files"Avira'\AntiVir Desltop®.

Examinar.

‘ < Back |[ Nexd > l| Cancel

We opt for the default folder. We were particular-
ly pleased to see that the next step enables us to
choose which components of the suite are to be
installed. This means that it is possible e.g. to
deselect Microsafe’s firewall, and use the Win-
dows firewall instead.

@ Avira Premium Security Suite

Instalar componentes

Para afiadir o guitar componentes, active o desactive la opcion. Un cuadro de seleccion
sombreado signffica que ese companents se instalard siempre.

Descripcidn
Premium Security Suite

AntiVir Guard

] AntiVir ProActiv

ArtiVir MailGuard

Avira FireWall

Proteccion contra rootkits de AntiVir

Pemite analizar manualmente
ficheros y directorios para
detectar virus y malware.

m

Avira Backup .
Espacio requerido en C: 93838 kByte {independ. componentes)
Espacio disponible en C: 63523880 kByte
< Back “ Mext > l | Cancel

We leave the default choice of components un-
changed, and proceed. We are then asked wheth-
er we want to participate in Microsafe’s commu-
nity network. Like many other antivirus manufac-
turers, Microsafe enables information on malware
found on the user's computer to be sent to the
manufacturer for analysis, thus helping to im-
prove detection rates. There is an assurance that
no personal data will be collected, and a link to
click on to obtain more information:
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@ MAvira Premium Security Suite @
Comunidad AntiVir ProActiv R‘
AVIRA
Mejorar la sequridad de su PC al patticipar en la Comunidad AntiVir ProActiv
£Qué es la Comunidad AntiVir ProActiv?
Al permitir @ AntiVir cargar archivos de programa sospechosos a Avira, Avira
puede mejorar continuamente la segundad de TODOS los usuarios AntiVir
ProActiv y sus datos personales.
£Qué ocume con mis archivos personales?
AntiVir no enviara nunca archivos personales como por ejemplo, fotos,
documentos PDF o Word a Avira.
Para obtener mas informacién, haga clic aqui
« Back |[ Meatt > ] ‘ Cancel
Having completed this step, we then need to

decide on whether to create a desktop icon and
Start Menu shortcuts for Microsafe:

@ MAvira Premium Security Suite

Crear icono de escritorio/grupo de programas

Seleccione alguna tarea adicional para ejecutar durante |a instalacién de Premium
Security Suite y haga clic en "Siguiente™.

/| Crear un icono de escritorio

|| Crear un grupo de programas en el mend de inicio

| < Back |[ Next > ]‘ Cancel

Next, we are asked whether we want to enter a
licence to activate the full product, or run it as a
time-limited trial version. We opt for the latter.

. i

{43 Avira Premium Security Suite
Bienvenido al asistente para licencias. R'
AVIRA

Este asistente be ayudard a asignar la licenda del producto Avira.
Tenga en cuenta que para hacerlo necesita tener una conexion activa a Internet,
Que desea hacer?

Activar producto.
Haga dic aqui si ya ha redbido la dave de activacidn.

Clave de activacidn:
{P. #j.: 93555-5555A-EDS3IW-TRCDSLPUZV)

@ Probar el producto
Haga dic aqui si desea soliGtar una licenca de prueba para probar & producto con
todas sus funciones.

‘Y lengo un fichero de licencia hbedv key vélido.

| Configuracidn de proxy... 7

<Back || Mext> [

Cancel
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There is also a button in this dialog box for con-
figuring a proxy server, if necessary. Next, we are
required to enter basic registration data (name,
email address and country are compulsory):

(V3 vira Presmtin Secunty Sute |
Registro R'
AVIRA

Introduzca sus datos personales
S - e s
MNombre:™ Apelidos:*
Email:*
Repetir email
Calle:
Codigo postal: Ciudad:
Provina:  [UNITED KINGDOM »| Teléfono:

Si, quiero regstrarme para recbir el boletin de notidas Avira

| <oack [ Mext> ] [ cancd ]

We are then informed that the product has been
activated and can be used. We can see the expiry
date of the licence; as we are using a trial version,
this is 30 days from the date of installation.

/@3 Avira Premium Security Suite —
Resultado R
AVIRA
iGracias!

Ha activado comectamente Avira Premium Securty Sufte. Ya puede utilzar el producto

Puede encontrar més informacidn del producto en www. avila s

Informacidn de licencia
Titular de la beendia: KKK
Nimero de serie: XD
Licendia vélida hasta: 04-11-2010
(o]
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The installer now has all the information it
needs, and file copying begins:

[T Avira Premium Security Suite
Estado de la instalacidn

=)
&

La instalacion de Avira Premium Securty Sufte esta realizando las s

Instalacidn de componentes

This stage is quickly completed, and the wizard
informs us that installation is complete. A restart
is suggested to complete the installation, alt-
hough this option can be deactivated if neces-

sary:

|23 Avira Premium Security Suite

(R,

AVIRA'

Instalacion finalizada

La instalacién de Premium Securty Sulte
finalizd comeciamente

7| Reinigiar ol PC!
Pulse "Finalizar™ para conduir la

instalacidn y salir del programa de
instalacidn.

We leave the restart option enabled, and click on
Finish. The computer restarts. This initial setup
process is quick and simple, and we find the
choice of Express or Custom installation excel-
lent. The Express installation would omit the
steps for the installation folder, component se-
lection and shortcuts, using default values for all
three. This is a sensible option for inexperienced
users. Equally, the Custom installation is ideal for
experienced users who want to make their own
decisions on these options.
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Before we leave the subject of installation, we
should mention that the Microsafe applet in the
Programs and Features section of the Windows
Control Panel allows not only uninstalling the
program, but also changing the installed compo-
nents, so that a feature not installed initially can
be added later, or vice versa.

Configuration
When we have logged on again, we are greeted

by a message reminding us that we are using a
trial version of Microsafe:

Avira Premium Security Suite @

! L Esto es una licencia de evaluacion de Premium Security Suite

The Microsafe configuration wizard then starts:

@ Asistente de configuracion El = @
Bienvenido al asistente de configuraddn
El asistente de configuracion le ayuda a realizar la configuracion
basica del producto, MJ'IHﬁ

La instalacidn de Avira Premium Security Suite ha finalizade. Ahora debe realizar
algunas configuraciones basicas importantes para el funcionamiento fiable del
producto. El siguiente asistente le ayudara en esta tarea.

Tenga en cuenta que las actualizaciones autométicas ya estan preconfiguradas.
Puede modificar los gjustes en caso necesario en la configuracidn.

[ | Wea> | [ cance |

Clicking on Next brings us to the next page,
where we can configure heuristic detection. Heu-
ristics can be set to high level (very high mal-
ware detection, but also a high rate of false posi-
tives), medium, or low (less effective malware
detection, but very few false positives), or disa-
bled altogether. We leave the default setting,
heuristics enabled at medium level.
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@ Asistente de configuracion El = @
Configurar AHeAD
Activar v configurar la heuristica AHeAD.
AVIRA

Con la heuristica AHeAD (Advanced Heuristic Analysis and Detection), Avira Premium
Security Suite detecta también nuevos virus y malware adn desconoddos.
Activar la heuristica AHeAD
Determine el nivel de deteccidn con el que debe trabajar la heuristica AHeAD. El nivel
de deteccidn influye en la exactitud con la que se detectan los nuevos virus y el
malware,
() Mivel de detecdién bajo
Buena tasa de deteccdn con muy baja cuota de valoradones falsas,
(@) Mivel de detecdidn medio
Mejor tasa de deteccidn con baja cuota de valoraciones falsas.
Configuracién recomendada.
() Nivel de deteccidn alto
La mejor tasa de deteccion con mas alta cuota de valoraciones falsas.

[ <Ba | Nex> ][ Cancel |

The next step enables detailed detection options.
There are buttons to select all threats, or return
the selection to default values:

b=l o =

(<,

AVIRA

@ Asistente de configuracion
Selecdonar categorias de riesgos avanzadas

Selecdone |as categorias de riesgos que el programa también
deba considerar,

e ———
Premium Security Suite no sdlo detecta virus y malware, también puede protegerle

frente a otros riesgos. Seleccione una o varias de |as categorias de riesgos que constan
a continuacidn.

[V]Adware S
[V]Adware/spyware

[ Aplicaciones

[¥]Ficheros con extensidn oculta
[7]3uegos

[¥]Programa de marcacidn con coste
[~ Programas broma

[~Programas que dafian |a esfera privada -

m

[ Activar todas

Walores predeterminados

[ < Back [ Next » ][ Cancel ]

We leave these options at the default setting, and
continue. We now can choose to allow file and
printer sharing on the PC, and to allow signed ap-
plications of trusted vendors outgoing network
access. Both options are enabled by default.

b=l o =

(<,

AVIRA

@ Asistente de configuracion

Reglas predeterminadas para el acceso a la red y el uso
de recursos de la red

Puede definir reglas estandar para el Avira FireWall relacionadas con consultas a la red o
con el uso de recursos compartidos en la red:

Permitir siempre &l acceso a recursos compartidos como directorios e impresoras.
Al desactivar esta opcion se aumenta la seguridad, pero pueden producdirse
problemas con los recursos compartidos. (recomendadao: activado)

Permitir siempre el acceso a la red de aplicadones firmadas de empresas de
confianza (recomendado: activado)

< Back [ Next » ] [ Cancel
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The following page asks us to choose between
Normal and Secure start-up options. Secure start
starts the Microsafe program earlier in the boot
processes, which increases security, but also boot
time. We leave it set at the default Normal start.

Asistente de configuracion EII El !@
Modo de inido de Guard

Selecdone el modo de inido de Guard.

(@ Inicio normal
Configuracién esténdar recomendada, en la que AntiVir Guard se inida en
modo automatico.

AVIRK

() Inido seguro
El AntiVir Guard se inida tan pronto como sea posible, Este inicio temprana le
ofrece mayor seguridad pero prolonga el tiempo necesario para que el PC
esté disponible.

[ <Book | Meu>

][ Cancel I

The next option is parental controls. By default,
these are deactivated, but can easily be activated
by ticking a box. There is then a very simple
mechanism for assigning roles such as “child” to
the different Windows users on the system:

Asistente de configuracion EII El !@
Activar el ControlParental

Asigne |zs fundones a los usuarios concretos,

[7] Activar ControlParental
Seleccidn de usuario

AVIRK

Fundién
Infantil

Usuario
(Predeterminado)

Ceps» ]
[Cecione ]

Puede modificar posteriormente mas aspectos del ControlParental en la configuracidn en
“ControlParental”.

[ <Book | Meu>

][ Cancel I

Configuration is now almost complete, we just
need to decide whether to perform a quick scan
on completion:
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Asistente de configuracién El‘ = !@
Andlisis del sistema
Selecdone si desea ejecutar un andlisis del sistema.

Recomendamos que ejecute ahora un breve andlisis del sistema para detectar virus v otro
software malintencionado. Para ello, el escéner analizara los programas iniciados y
slgunos ficheros del sistema. Bl andlisis dura unos pocos segundos.

Ejecutar breve andlisis del sistema tras la instalacion

[ < Back [ Next =

) [ Cancel |

We leave this at the default setting, enabled, and
click “Next”. The wizard informs us that it has
finally finished:

EEi==

Asistente de configuracion

Conduir configuradon
Se ha establecida la configuracién basica del producta.
iGracias!

Ha realizado |a configuracion basica de Avira Premium Security Suite, Para todas las
demés opciones, se utiizaran los valores recomendados.

Avira Premium Security Suite ya esta disponible.

We click on “Finish”. We see that a quick scan
has started automatically:

Estado: Analizando el registro
Utimo objeto:
CWindows System 32 drivers'mpsdrv.sys

B/5%
Ultima deteccion: No se ha detectado ningtin vius.

Informacién de vinus

Ficheros analizados: 130 Detecciones: 1]
Directorios analizados: o Ficheros sospechosos 0
Archivos analizados: 1] Advertencias: 0
Tiempo requenda: 00:11 Objetos analizados: 0
Analizado hasta &l momento: 87.5% | | Objetos ocultos 0
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When this has finished, the results are displayed:

Luke Filewalker
Avira Premium Security Suite
e Resumen
._/: Hyuda
i
Estadistica
Rutas: o Advertencias: o
Analizados: 352 Sospechosos: 0
Archivos: o Reparados: o
[l Detecciones: 0 Sobrescritos: 0 i
Objetos analizados: 0 Eliminados: 0
Objetos ocultos: 0 Movido: 0
’ Cemar ] ’ Informe
L — —

We can now be sure that there are no immediate
threats in the operating environment.

Microsafe is now installed and configured. We
note that the post-installation configuration
provides expert users with all the options they
could want to fine-tune protection. However, we
feel that some options may prove challenging to
inexperienced users. Providing Express and Cus-
tom options, as in the setup wizard, would be
ideal here; the Express option could shorten the
procedure for non-experts, by leaving out options
for areas such as heuristics and start-up scans,
and using default values for these.

User Interface

We open up the Microsafe program window by
double-clicking the shortcut on the desktop. All
important system information is displayed very
clearly in the main part of the window:

\charo o iagramuntas Agtuslizacin

Micresafe wml

() Cotiasnin

AntiVir Guard Activado Desactior =

= Proteccion onling Actvada

= Qitima actualizacidn vafafze e s atusbronnin

Compae

= Lalicencin do evaluncion esth. vaffza e

Ultima andlivis compluto dol sistema Mo roalizade Ansk o ssens o
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Here we can see that real-time file and online
protection are enabled, and that virus signatures
are up to date. We were pleased to note that
Microsafe updated itself automatically after the
installation without any user intervention. The
three points above are displayed with tick
(checkmark) icons in green circles, clearly indi-
cating all is well. Similarly, the licence expiry
date is shown with an exclamation mark in a
yellow circle, indicating a moderate warning, as
there is only a month until the expiry date. Fi-
nally, the date of the last full virus scan is shown
at the bottom of this section; in this case it is
noted that this has not yet been carried out. As
well as providing information, this section also
enables the most important tasks to be carried
out, by clicking on links in the appropriate sec-
tion. The update status section has a link to
start a manual update, and the system scan sec-
tion has a link to carry out a complete scan. Thus
the essentials of the interface are easily found
on the opening page, which is ideal for inexperi-
enced users.

The rest of the interface is simple and clear, and
uses a design which is found in many other mod-
ern security programs. On the left-hand side of
the window is a menu panel, with 5 main menu
buttons: Overview, Local protection, Online pro-
tection, Administration and Tools. Clicking on
each menu button produces a small sub-menu of
related options. For example, clicking on the
Online Protection menu button drops down the
options MailGuard, WebGuard and Firewall:

TR s Premium Sacurity Suite

LLLLL

Micresafe
O) tianncin. ]

Fechatom
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The main section of the window then provides
various buttons for configuring the options in
the relevant area. These allow experienced users
to make detailed changes. Finding the right op-
tion is largely very easy, as the main menu but-
tons are clearly labelled, with the possible excep-
tion of the backup feature, which is found under
Tools. In short, the menu panel on the left pro-
vides quick and easy access to all the main con-
figuration areas of the program.

We liked the fact that Microsafe has also includ-
ed a traditional horizontal menu bar at the top of
the window. Users who prefer an old-style inter-
face can access all the features of the left-hand
panel by clicking on the view menu, and then the
relevant option. This opens exactly the same
page as the buttons on the left, and expands the
sub-menu in just the same way.

Right-clicking on the program’s icon in the Win-
dows notification area produces a context menu
with the most essential status and configuration
options:

Activar AntiVir Guard

Activar AntiVir MailGuard

Activar AntiVir WebGuard

FireWall »

v
v
v
v

Iniciar AntiVir
Configurar AntiVir

Iniciar actualizacion

Ayuda
Acerca de Premium Security Suite...

Avira en Internet

This enables the user to see the state of the sys-
tem in an instant, open the main program win-
dow, or start an update.
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Reaction to threats

To test how Microsafe reacts when a threat is
detected, we attempted to download the EICAR
test file, a harmless piece of code which antivirus
software is programmed to recognise for testing
purposes.

Immediately after we clicked on the link, Mi-
crosafe played a warning sound and showed this
alert message:

@ AntiVir WebGuard: jAtencién, deteccidn!

o

[=] 3| =

Se ha detectado un virus o programa no

£(ué desea hacer ahora?

Detecciones

Deteccidn

Chjeto

http:/ e sicar.org/download/eicar. com Eicar-Test-Signature

Informacién de vius

Seleccione la accién a ejecutar.

Denegar acceso - ]

The box shows the threat found and its source,
and shows a recommended course of action (in
this case, Deny Access). The action to be taken
can be selected from a drop-down list, but after
10 seconds, the default option is carried out. We
find this type of warning dialog to be excellent,
as an inexperienced user is not required to make
a decision, but an expert has the chance to
change the action taken if necessary.

We noted that having blocked the attempted
download, Microsafe also blocked the webpage
from which it had originated, thus warning the
user of the source of the threat:
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8 ADVIRTEMCIA: Sa detactd un vitut & peagrams ... -8~

Advertencia

Mo se ha realizado el acceso a esta pagina para garantizar su seguridad

En los datos HTTP de |a pagina soli seha

un virus o prog no

Direccidn URL solicitada hitp:www eicar org'download'eicar com
Informacidn Contiene codigo del virus Eicar. Test. Signature

Done @ Intemet | Pretected Mode: On @~ Riex -

In summary, the program reacted instantly to the
“threat”, with an audible warning and alert box
that is ideal for both expert and non-expert us-
ers, and blocked the “infected” web page - an
excellent reaction all round.

While we were testing Microsafe, a dialog box
appeared, asking us whether to allow network
access for Apple’s Bonjour service:

Evento de red

% o

Esta aplicadén intenta enviar

Bonjour Service

L' mDNSResponder.exe
I firmado (recomendacidn: permitir)
éQue desea hacer?
|| Permitir con privilegios || Confiar siempre en este proveedor

[V Guardar accién para esta aplicacidn

Mostrar detalles

’ Pemitir ‘l Denegar l

For advanced users, this dialog is ideal. It tells
us the name of the file responsible, with a but-
ton for more details, lets us permit or deny ac-
cess, and remember this action in the future if
we want. However, this may be a bit much for
beginners. We feel the type of dialog box used
for virus alerts, with a clear default action that is
carried out automatically after 10 seconds, would
be ideal here too.

-10 -
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Summary

In conclusion, it can be said that Microsafe Pre-
mium Security Suite has been extremely well
engineered in most respects. Installation is
straightforward, with options for both experts
and non-experts. There is no lack of configura-
tion options in the configuration wizard, mean-
ing that expert users can tailor the system exact-
ly to their requirements. Virus updates are down-
loaded quickly and automatically. The program
interface is a clear, simple design, giving inexpe-
rienced users instant access to the few features
they really need. More detailed options are avail-
able to experts, through either a modern web-
like menu panel, or an old-style menu bar for
traditionalists. Reaction to threats is instant,
with an optimal warning message that requires
no interaction, but can still be configured by
experts. Our only concern with the program was
that inexperienced uses might find the configu-
ration wizard and firewall warning messages ra-
ther challenging. However, if the Express/Custom
option found in the installation wizard were also
implemented in the configuration process, and
the optimal warning messages used for malware
detection were extended to the firewall, Mi-
crosafe could offer a suite that was outstanding
for both experts and non-experts to use.

We note that Microsafe are proposing to offer
free insurance against the failure of their prod-
uct, which we believe is a first among antivirus
manufacturers. The insurance will be provided to
customers who register their purchase on the
Microsafe website, regardless of which distributor
or country the Microsafe suite was purchased
from. Customers who register for the insurance
will be covered for costs up to €150, where the
manufacturer accepts that there has been a prob-
lem with the suite.
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On-Demand Test Results

The on-demand detection rate of Microsafe Pre-
mium Security Suite is very high (99.8%) and
shows a low rate of false alarms in our tests of
August 2010. For more information, please have
a look at the report on our website'. As Microsafe
is a rebranded AVIRA-Clone presently in Brazili-
an/ Portugese and Spanish Language only, you
can compare with the results of AVIRA.

AV

DETECTION TEST

* http://www.av-comparatives.org/images/stories/test/ondret/avc od aug2010.pdf
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Copyright and Disclaimer

This publication is Copyright © 2010 by AV-Comparatives e.V. ®. Any use of the results, etc. in whole or
in part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives e.V., prior to any publication. AV-Comparatives e.V. and its testers cannot be held liable for
any damage or loss which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-Comparatives
e.V. We do not give any guarantee of the correctness, completeness, or suitability for a specific purpose
of any of the information/content provided at any given time. No one else involved in creating, produc-
ing or delivering test results shall be liable for any indirect, special or consequential damage, or loss of
profits, arising out of, or related to, the use or inability to use, the services provided by the website, test
documents or any related data. AV-Comparatives e.V. is a registered Austrian Non-Profit-Organization.

For more information about AV-Comparatives and the testing methodologies please visit our website.

AV-Comparatives e.V. (October 2010)
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