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AV-Comparatives’ 2016 small-business software review looks at security products suitable for a
company running either the Foundation or the Enterprise edition of Microsoft Windows Server 2012
R2. As can be seen on the Microsoft Website!, the Foundation version is suitable for small companies
with up to 15 users, while the Essentials version allows an additional ten users. The report thus
considers products for a network of up to 25 client PCs, with one file server.

We have used 64-bit Windows 7 Professional SP1 as a test client for all products. Server and client
systems were configured as a Workgroup rather than as a Domain. While some of the products tested
provide Active Directory integration, it is not essential for any of them.

Both the Foundation and Essentials versions of Windows Server provide simplified management
options, relative to the Standard edition. This recognises companies with 25 users or less that may
not have the financial resources to employ a full-time IT administrator. Consequently, some or all of
the IT management tasks will be carried out on a part-time basis by staff members who may be very
proficient with consumer products, but are not very familiar with business networks.

In accordance with this scenario, we have considered how easy-to-use the products would be for a
non-expert administrator. We allow for the option of having an external IT consultant install and
configure the software initially, and train the relevant company staff how to use it. However, in a
number of cases we have noted that a high level of technical expertise is not needed to set the product
up, and that non-expert administrators could perform the task themselves with help from the product
manual.

Because of the emphasis on small businesses, the review covers only the essential everyday tasks
needed in all networks. Full details of the points we have looked at for each program are given below.

Here we list Windows client and Windows Server operating systems supported by the manufacturer.

We have looked at the external documentation, i.e. manuals and online knowledge base (as opposed
to the console’s built-in help features). These could be used to help install the console where
applicable, whereas a help-feature built into the console obviously could not.

! http://www.microsoft.com/en-us/server-cloud/products/windows-server-2012-r2-essentials /comparison.aspx
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Management Console

Installation and configuration

How to set up the console so that the administrator can proceed with deploying endpoint protection
software to clients.

Layout
Console design, with emphasis on finding major features.

Preparing devices for deployment
Is it necessary to configure the management server and/or the clients, e.g. by opening firewall ports
or enabling file sharing, to enable deployment and management?

Deploying the endpoint protection software
Deployment methods available, e.g. remote push, emailing a link to users, local installation on the
client itself. For the purposes of the test, we used the simplest method available to deploy the
endpoint protection software to the clients.

Monitoring the network

Status and alerts

How does the console show overall security status of the network, and warn of anything that the
administrator should take action on, such as malware detections or outdated signatures?

Responding to alerts
How can the administrator find more details of any warnings shown?

Program version
Which version of the client software is currently installed on each device?

Managing the network
Scanning
How to run on-demand malware scans on protected devices.

Scheduling Scans
How to set up a regular scheduled scan.

Updates
How to run a manual update of malware definitions on managed clients.

Removing devices from the console
If a device is lost, stolen or becomes unusable, how can its entry be deleted?

Integrated help feature
Details of the console’s built-in help feature (if any) and how to access this.
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Windows client protection software
Installation
Are there any choices to be made?

Main program window
What functionality is available from the program’s main user interface?

Windows Security Center/Windows Defender
Whether the program registers as antivirus, antispyware and firewall (where appropriate) in Windows
Security Center, and whether Windows 7's Windows Defender is disabled by the setup process.

System Tray icon
What functions can be accessed from the System Tray icon?

Unauthorised access
If a user logs on to the computer with a standard user account, i.e. without administrator privileges,
is it possible to disable real-time protection or uninstall the program?

Malware alerts
What sort of alert is shown if the EICAR test file or AMTSO PUA test file is downloaded, or the AMTSO
phishing test page is accessed?

Windows server protection software
A brief guide to the installation and user interface of the malware protection software for the server.
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There are two main types of management console covered in this review.

Cloud-based consoles run on the manufacturer’s servers. They can be accessed from any web browser
on any Internet-connected device, by going to the URL provided by the manufacturer and logging in
with the appropriate credentials. They have the advantages for small businesses that no installation
of the console is required, and that deployment of the client software is very straightforward for non-
expert administrators. Additionally, a device can be monitored and managed easily wherever it is in
the world, as long as it is connected to the Internet; this is obviously very useful for businesses with
staff who frequently work outside of the office and are thus not connected to the company LAN.

Server-based consoles run on the company’s own internal server on the LAN. Generally speaking,
small businesses are likely to need an IT professional to install the product. The user interface
component of the program may be integrated into the program that runs on the server, available as a
separate component that can be installed on the administrator’s desktop or laptop PC, or accessible
by web browser if a suitable HTTP server-function has been set up by the server component. Client-
software deployment options may include those available for cloud-based consoles, with an additional
option of remote push installation for devices connected to the company LAN. In this case, some
configuration of client devices is usually necessary (such as enabling file sharing), after which the
endpoint protection software can be sent out to multiple clients at once from the administration
console. Server-based consoles may offer greater functionality than cloud-based ones, and some
admins may prefer to have the system completely under their own control. Management of devices
outside the LAN would require e.g. a VPN to be set up, however.
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Products reviewed

The following manufacturers participated in this review:

SEAVG " EMSISOFT

Bitdefender

GDATA

Fi:RTINET G

KAJPERIKYZ (¥ Symantec. 3ROOT

The manufacturers either provided us with the newest versions of their respective products, or
confirmed that the latest version was available from their website (as at August 2016). The products
tested for the review are listed below:

* AVG CloudCare 2016

» Bitdefender GravityZone Advanced Business Security 6.2.9
*  Emsisoft Enterprise Console 11.11

»  ESET Remote Administrator 6.4

* Fortinet Enterprise Management Console 5.4.1

e G DATA Business Security 14.0

» Kaspersky Endpoint Security Cloud 1.0

*  Symantec Endpoint Protection 14.0

»  Webroot SecureAnywhere Endpoint Protection 9.0

AV-Comparatives Approved Business Product Award 2016

This year, we are once again pleased to report a very high overall standard, and that all the products
reviewed receive our Approved Business Product award.

Approved

Business Product

2016
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Management Summary

AVG CloudCare is a cloud-based management console for IT service providers. It can be used by the
IT service provider or the end-user to manage small business networks. We found both the console
and the endpoint protection software very user-friendly and ideal for expert and non-expert
administrators alike.

Bitdefender GravityZone Advanced Business Security is a cloud-based console, although an on-
premises version in the form of a preconfigured virtual machine is available. Its clear design and
customisation options make it very easy to use, and only minimal training would be required for non-
expert administrators.

Emsisoft Enterprise Console uses an easy-to-install server-based management console. Both this and
the endpoint protection software are clearly designed and easy to navigate, making everyday
administration an easy task for all administrators.

ESET Remote Administrator has a console that can be installed on a local server, or run as a virtual
machine locally or on Microsoft Azure. Clear design, excellent help features and customisability make
everyday management very straightforward.

Fortinet Enterprise Management Console is a very well-designed, modern management tool that runs
on a server on the local area network. Good documentation makes deployment easy, and non-expert
administrators would be able to perform day-to-day administration tasks with minimal training.

G Data Business Security uses a server-based console. Experienced administrators will feel very much
at home with installation and deployment, and non-expert administrators will have no difficulty with
everyday management tasks.

Kaspersky Endpoint Security Cloud is a new cloud-based console used to manage Kaspersky Lab's
familiar endpoint software. It allows very simple deployment and management, and both experienced
and non-expert administrators should find it very straightforward to use.

Symantec Endpoint Protection provides client protection software with a very clear and familiar
interface that expert and non-expert administrators will appreciate.

Webroot SecureAnywhere Endpoint Protection makes use of an easy-to-navigate cloud console to
manage endpoint protection software. Deployment is particularly quick and easy, and documentation
is good.
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AVG CloudCare

¥ AVG CloudCare™

Device

Contact Phone: -- Status: Last Updated: 07/12/2016 5:03PM | QQ Refresh

All Open Triggered Alerts

®tigh ©Medum ®Low ®NoAlerts © No Alert Configured &#Configure

Out-of-Date Virus
Definitions

Alerts - Last 7 days Content Filtering - Last 7 days

®High ® Medium View High Alrts ®Blocked @ Wamed

Overview

Operating systems supported

Clients: Windows XP, Vista, 7, 8/8.1, 10, all 32 and 64-bit

Servers: Windows Server 2003/R2, 2008/R2 (32 and 64-bit), 2012/R2; Small Business Server 2003,
2008, 2011

About the product

As its name suggests, AVG CloudCare? uses a cloud-based console to manage security software for
Windows. In addition to malware protection, the endpoint security software includes a firewall. Online
backup, web content filtering and remote control of client PCs are also provided by the product.

Please note that CloudCare differs from most other AV management consoles in terms of its target
market. It is not sold directly to end users, but rather to IT service companies who act as resellers of
AVG products. This means that part of the interface is devoted to management of customers, as
opposed to management of security products. However, the IT service company can configure an
account for the customer which allows them to manage the security products themselves. We are using
this scenario for our review, that is to say, from the point of view of a small business that has bought
AVG security products from an IT service company and chosen the self-management option. We have
not considered the areas of the console relating to customer management.

2 http://www.avg.com/in-en/cloudcare
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We feel that AVG CloudCare provides all the essential features for small-business security management,
in a very user-friendly design that would suit both expert and non-expert users equally well.
Functionality is well spread-out over 6 suitably named pages. The neatly laid-out console makes it
easy to navigate among these, using a single row of buttons at the top. The integrated help feature
is very clear. In our test, managed computers responded quickly to commands sent from the console
- within a few seconds. Installing endpoint protection from the console is very straightforward, with
options such as component choice clearly presented. The endpoint protection software is very similar
to AVG’s user-friendly consumer products, making local management very easy.

In our test, we found that the Protection Disabled alert on the dashboard took some time to appear
(usually longer than the console’s auto-logout time), unless we clicked Refresh. We suggest that the
auto-refresh frequency of the console could be increased.

Manuals
We could not find a manual for the CloudCare console or CloudCare AntiVirus (but please see section
on integrated help feature below).

Knowledge base
There is a short FAQ page for the product.? This is clearly oriented towards AVG Partners who are using
CloudCare to manage their customers’ IT security, as opposed to customers who manage it themselves.

3 https://support.avg.com/cloudcare?l=en US
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Management Console
Installation and configuration
The console is cloud-based, so no installation or configuration is required.

Layout

The console opens on the Dashboard page, which provides an overview of alerts, so that the admin
can instantly see if there are any problems to be resolved. A single row of buttons along the top of
the console allows navigation to the other main pages: Alerts, Devices, Policies, Reports, and Account.

Preparing devices for deployment
We did not make any changes to client or server machines before deploying the protection software.

Deploying the endpoint protection software
We deployed the endpoint software by logging on to the cloud console from the machine to be
protected, and downloading the installer directly.

Monitoring the network

Status and alerts

The All Open Triggered Alerts section of the Dashboard page displays a number of tiles, representing
different possible warnings. By default, Threat Detected and Out-of-Date Virus Definitions are
configured; tiles for other alerts are shown in grey, meaning they have not yet been set up. The admin
can activate an alert simply by clicking its tile and completing the resulting dialog box. The colour
scheme shown underneath the section title indicates the presence and seriousness of the alerts: High,
Medium, Low, or No alert. High-importance alerts are shown by displaying the relevant tile in red, with
an exclamation mark above it, while green indicates that all is well:

All Open Triggered Alerts

® High Medium ® Low ® No Alerts No Alert Configured  {} Configure

Threat Detected
1

Qut-of-Date Virus
Definitions

-11 -
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The Devices page also shows whether the main components of the software, such as AntiVirus and
Content Filtering, are enabled:

A Test Company
Uipdate Company

; c
Devices - Test Company Sl Company

View: | Device List w Last Updated: 07/11/2016 2:11 PM Q) Refresh
Filter by:
Actions v Show: | 25 v 1-3cf3
Content Premium
AntiVirus Filtéring Online Backup Remote
Device/Description Group Control
o 297 L v L e 292
N
> o B avecuent Default a Unavailable Unavailable @.'
-I
b |;| CLIENTONE Default a Unavailable Unavailable Upgrade
l\_l -,
> @ 3 server Default & Unavailable  Unavailable &

Responding to alerts

If an alert is shown on the dashboard page, the admin can get more details by clicking on the relevant
tile, which opens the Alerts page:
Triggered Alerts

Filter by: = Any Severity v | Any Event v Al v | Open M

sctons Show: w0 . 1-iert
O Severity Event / Alert Name Group Device Date / Time Status

O
Threat Detected
>0 @

Default AVGCLIENT
Alert Name: Default = -

07/11/2016 8:28 PM !

Having taken the appropriate remedial action, the admin can dismiss the alert by selecting the alert
and clicking Acknowledge.

Program version

The version of the installed endpoint protection software can be seen by clicking the name of the
client computer on the Devices page. We note that this is displayed in a different format in the console
relative to the client software itself; in our case, the console displayed version 2016.0.7640, while
the endpoint client showed version number 16.81.7640. Evidently the 16 and the 7640 are the relevant
parts.

-12 -
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Managing the network

Scanning

The admin can scan all computers by clicking Scan Company on the Devices page, or an individual
computer by clicking Scan on its properties page, shown below:

A Test Company  CJ AVGCLIENT Update Scan Backup Restart Shutdown

View: | Device Details v Last Updated: 07/12/2016 5:23PM | Q Refresh

Alerts:

Summary Device Information
Description Operating System Windows 7 (64-bit)
save Manufacturer VMware, Inc.
Group Default 1P Address: 10.1.49.231
Policy: Default  Change v MAC Address: 00:50:56:88:27:bc
AVG CloudCare Version:  3.6.0 Domain DEXIT
Last Seen 07/12/2016 5:23 PM Uninstal CoudCare

v AVG AntiVirus Service

Service Status \D Scan Summary

License Type Monthly 4 Last Scan

Expiration Date Threats Found

AVG Client Version: 2016.0.7640 Threats Not Removed:
Virus DB Version 4627/12603

Virus DB Release Date:  07/12/2016 2:12 PM

Uninstal...

Scheduling Scans
A scheduled scan can be set via policy. This is very straightforward; on the Policies page, Antivirus
section, Scan Settings tab, the admin sets the date and time for the scan to be run:

v AntiVirus

Antivirus Anti-Rootkit Cache Server ID-Protect Email Scanner Web Protection Scan Settings Exceptions

Schedule Sett

[ Enable this task

Name: Scheduled Scan

Schedule Running

(O Run every:

1 Hour(s)

® Run at specific times:

Selected days ~ | T:56 AM

[ Mon [ Tue [« wed [J Thu [ Fi [ sat [ sun
O Run on computer startup

6 minute delay

Advanced scheduling options
[¥] Run when computer starts up if task has been missed

[J Run even if computer is in low power mode

The process is completed by clicking Save & Apply to Devices at the top of the Policies page.

-13 -
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Updates
In similar fashion to scans, updates can be run on all computers using the button on the Devices page
(Update Company), or on an individual computer from its properties page (Update).

Removing devices from the console
If the admin clicks Uninstall CloudCare on a computer's Properties page, the device’s entry will be
removed from the console, regardless of whether the device is contactable at the time.

Integrated help feature

The Help link in the top right-hand corner of the console opens the product’s online help pages. The
left-hand column contains links for both AVG Partners (IT-Service companies) and Customers, the
latter being relevant to our review. The Customer User section provides an overview of the pages of
the console and their functions (shown in screenshot below), while Customer - How To displays
instructions for common tasks such as Add Device and Assign Devices to Policies. In both cases, simple
and straightforward directions are provided, well illustrated with appropriate screenshots.

<« C | 8 https://cloudcare.avg.com/help/index.htm

7
®e x

Honmie | Custorner User | Policies | General Tab
[ Introduction

Partner User

) Partner - How To
[ Customer User
| Dashboard
L] Alerts
| Devices
(1] Policies
] General Tab

General

This tab allows you to create and manage scheduled updates for the virus definitions and any other installed components, password protect the
uninstallation of client-side components, and customize system tray notifications.

v ‘General

Ugdales | prosy | lnoreError Status | Logging

] Antivirus Tab
] Firewall Tab
[] Content Filtering Tab
] Premium Remote Control T|
] Online Backup Tab
5] Reports
|| Account
|| Customer - How To
[ 3rd Party Services
| Glossary

ons {for exampla MS Cutlook).

Update Settings
® This section applies to the AVG AntiVirus, AVG CloudCare Agent, and AVG Premium Remote Control components

When to update files

In this section, select one of three options to use in case the update process requires the PC to restart. The update finalization can require confirmation
from the user, restart immediately, or be scheduled for the next PC restart.

- 14 -
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Windows client protection software

Reports 1

Computer Firewall
ED j NOT INSTALLED

@ Scan now c Protection is up-to-date

Installation

To install the client protection software on a local machine, the admin logs into the console, and
clicks Dashboard\Add Desktop-Server Device\Installation Package\then Download on the Devices page
(which opens automatically). The admin can choose which protection components to install, and
whether to use a full offline installer, or a smaller agent-only package that downloads the protection
components when run:

Select AVG CloudCare Services Lo Install

AVG AntiVirus Service AVG Content Filtering Service

Content Filtering

30 days Subscription:

AVIG Premium Remota Control Sarvice

[l Premium Rem

Subscription: None

Instaliation Package Options

Select package options

package filename will be appendad with _Silent_

- 15 -
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We kept the default options shown above. Once the installer file is double-clicked, installation
proceeds automatically without any input from the admin. After a few minutes, the installer dialog
indicates that setup is complete and the computer should be restarted:

AVG CloudCare

D

™

AVG CloudCare '

AVG CloudCare Client v New software has been successfully installed. Yeu must
restart your computer for the changes to take effect.
AVG Remote T v SRR 3 g

AVG AntiVirus

Restart Later 1 Restart Mow

Main program window

This includes a status display, which shows a clear warning and Fix Now button if real-time protection
is disabled. Updates and full/custom/scheduled scans can be run from the home page; settings,
quarantine (Virus Vault) and logs (History) can be found in the Options menu. We could not find a local
help feature.

Windows Security Center/Windows Defender

AVG CloudCare AntiVirus registers as antivirus and antispyware in Windows 7’s Action Center (we did
not install the AVG firewall for our test). Action Center displays a full alert if AVG's real-time protection
is deactivated. Windows Defender is not disabled.

System Tray icon
AVG's System Tray icon shows the following menu when right-clicked:
Open AVG AntiVirus...
Open CloudCare Web...
Open AVG Premium Rernote Contral...

End User License Agreement...

About...
Exit

Unauthorised access
The protection features cannot be disabled without entering administrator credentials.

-16 -
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Malware alerts
The following alert is shown when the EICAR test file is downloaded:

% {AVG CloudCare AntiVirus

Threat: Virus identified EICAR_Test [More info

Object name: http://www .eicar.org/download/eicar.com

Threat has been successfully removed.

@ Show details

A similar warning is shown for the AMTSO PUA test file. The AMTSO Phishing Test Page was not
recognised in our test.

-17 -
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Windows Server protection software

- %
% | AVG CloudCare AntiVirus Reports 2 | Options v

V YDU are prg:ﬂf:ﬂti?d

1)

%) @ ®

Computer Web Email Firewall
PROTECTED NOT INSTALLED MOT INSTALLED NOT INSTALLED

@ Scan now O G Protection is up-to-date

The Windows Server protection software is installed in exactly the same way as the Windows client
software, although the default configuration is slightly different. In keeping with the nature of a
server, the Identity Protection feature is not available, and the Web Protection feature is not installed
by default. We also noted differences in the handling of the AMTSO Feature Settings Checks. On the
server, the alerts for both the EICAR Test File and AMTSO PUA Test File allow the admin to choose
whether to run the file, in contrast to the client configuration (which removes it automatically without
prompting in both cases):

AVG. CloudCare AntiVirus

(D AVG Detection

Threat: Potentially unwanted application SpyCar [More info]

Object name: c:\Users\administrator.SERVER\Downloads)
PotentiallyUnwanted.exe

otect Me [recommended]
AVG will choose the nethod f

() Allow

Choose this action when you are sure that this detection is not threat and
you do not want AVG to detect this again (Exception will be created).

@ Show details

-18 -
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Bitdefender GravityZone Advanced Business Security Cloud

E‘ﬁgﬁtﬁ:‘d“" @ AddPotlet (&) Move Portlets David Lahee
Dashboard L
Computers - Malware Activity (ST X Computers - Malware Status (@] X
Network
10
Packages .,
Detections
Tasks 8
= Sill Infected
4
Policies « Resohved
W Clients with no detections
Assignation Rules 0 e * ° * * ® * .
Reports g 8 S g = s 3 S
Quarantine § é ﬁ % E é ﬁ b=
Accounts
User Activity Scan infected targets
Computers - Top 10 Detected Malware (ST X Computers - Computer Protection Status (@] X

No client has been installed or no relevant event has been recorded yet.

o
Antimalware Update Status Online Managed

% Help & Support

&3 Help Mode
Jump to page: 1

E= Feedback Page 10f2

Overview
Operating systems supported

Clients: Windows XP, Vista, 7, 8, 8.1, 10
Servers: Windows Server 2003/R2, 2008/R2, 2012/R2, Small Business Server 2003, 2008, 2011

About the product
Bitdefender GravityZone Advanced Business Security Cloud* uses, as its name suggests, a cloud-based

console to manage Mac and Linux clients (not covered in this review), along with Windows client and
Windows Server computers. The GravityZone range also includes an on-premise console which can
be downloaded as a ready-made virtual machine that runs in a range of popular virtualisation systems.

4 http://www.bitdefender.com/business/advanced-security.html
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The console is very easy to navigate using a single menu column on the left-hand side. The Dashboard
page provides an at-a-glance overview of the security status, and we like the fact that the admin can
customise it very simply to his/her own personal requirements. Deployment of endpoint security
software to clients is very simple and quick, and documentation is comprehensive. Experienced
administrators will immediately feel at home with the product, and it would take minimal learning for
inexperienced admins.

We looked unsuccessfully for the scheduling options for scan tasks in Full Scan Task... in the Tasks
section of the console, where one might reasonably expect to find them. We then searched the manual
for assistance. Whilst instructions for scheduling scans are provided, a fair amount of scrolling and
reading is needed to find out which area of the console is being referred to. We suggest that including
scheduling options in the Full Scan Task... settings under Tasks would make it much easier for the
average administrator to find them.

Manuals

A comprehensive 70-page Installation Guide in .PDF format is available to download from the
manufacturer’'s website. This is applicable to all variants of the GravityZone range and all supported
platforms. It can be navigated via bookmarks and a clickable contents page, is clearly laid out and
formatted, and has some screenshots. There is also 233-page Administrators Guide, covering all aspects
of using the console to manage endpoints, in identical format.

Knowledge base
A searchable knowledge base is provided.’

5 http://www.bitdefender.com/support/business/
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Management Console

Installation and configuration

The console is cloud-based and thus needs no installation or configuration, the admin simply creates
an account and logs on via the URL provided.

Layout

The console opens on the Dashboard page, which provides a graphical overview of protection status
and malware discoveries. A left-hand menu column allows the administrator to navigate to other pages
such as Quarantine and Reports.

Preparing devices for deployment
We did not make any changes to client computers before installation.

Deploying the endpoint protection software

We deployed the endpoint protection software by logging on to the console from the computer to be
protected and downloading the installer. A pop-up screen that can optionally be displayed after the
admin logs on provides an obvious link:

Essential Steps

Install Protection

Computers and Virtual Machines Security Server

Local installation

® O,

Install on this computer now Send email invites for multiple
installs

It is also possible to use the first endpoint to perform a remote push installation of other computers
on the network, or to email users a link with which to install the software themselves.

-21 -
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Monitoring the network

Status and alerts

These are shown in the Dashboard. Additionally, devices with problems are marked in the Network
section with a red exclamation mark. Clicking on an individual machine displays the reason for the
warning.

Responding to alerts
The administrator can click on a graphic showing an alert on the Dashboard page, which will then
open a details page showing exact details of the alert.

Program version
This can be seen by clicking Network, Computers and Groups, which displays a list of managed
computers, then clicking on the name of an individual device to display detailed information.

Managing the network

Scanning

To scan managed computers, the admin goes to the Network page, selects Computers and Groups, then
clicks Tasks and Scan. A dialog box opens, from which the type of scan (quick, full, custom or memory)
can be selected.

Scheduling Scans
According to the manual, the admin can schedule a scan in the dialog box used to configure other
scan details. However, in our test we were not able to find this section.

Updates
Clients can be updated using the same procedure as for scans, but selecting Update from the Tasks
menu.

Removing devices from the console
A client can be removed from the console by selecting it in Network | Computers and Groups, and
clicking Delete.

Integrated help feature

The Help and Support link in the menu column provides download links to the documentation and
support pages on the vendor’s website, plus a link to the Essential Steps page (which can be displayed
at logon).
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Windows client protection software

Bitdefender Endpoint Security Tools

[ 1+ ) You are at risk

1 Issue found

@ -4

n U pdate

An update process has been completed successfully.Product version: 6.2,.9.808, Engines version:
7.67118 {6869696)

B General Settings (7) & sert 120

Avalid license for & secunty module has been receved

R Update &sept 12:04
An update process has been completed successfully.Product version: 8.2.9.775. Engines version:
7.67118 (6869696}
om | Firewall (2) &sem
=} ]
Installation

The 3 MB installer file obtained via the console is a downloader, which copies the necessary binaries
from the server. Once the administrator has run this by double-clicking it, no further action is required
and the installation completes within a couple of minutes.

Main program window

The endpoint software window shows detailed status information for the program’s components. Scans
and updates can be run by clicking the circular graphic in the top right-hand corner of the window,
while settings are accessible from the button in the top right-hand corner.

Windows Security Center/Windows Defender

Bitdefender Endpoint Security Tools registers as firewall, antivirus and antispyware. Windows Defender
is disabled.
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System Tray icon
A short menu is displayed when the System Tray icon is right-clicked:

Show
About

Language

Unauthorised access

We could not find any means of disabling any protection features from the client itself, regardless of
the account used and even if the program is run as administrator. The program cannot be uninstalled
with a standard user account.

Malware alerts

In our test, the EICAR test file was blocked silently. The status-display in the main program window
noted that the “threat” had been blocked, however. In the case of the AMTSO PUA test file and
phishing test page, an alert is shown in the browser window:

x Bitdefender

This page is not safe

b

7~ ™\ Bitdefender Endpoint Security Tools
\_ _/ blocked this page

The page you are trying to access contains malware.

Detected malware: Application. Hacktool Amtso A
Access from your browser has been blocked.
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Windows Server protection software

Bitdefender Endpoint Security Tools

1+ ) You are at risk ®

1 lssue found

@ Antimalware &s5ept 1457

Advanced Threat Control module has been enabled

A Update &:ep:

An update process has been completed successfully.Product version: 6.2.9.775. Engines version:
7.65810 (6801679)

This is installed in the same way as the client protection software, and is very similar in design. In
keeping with its use on a server, some features, such as the firewall and content control, are not
installed.
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Emsisoft Enterprise Console

- O X
EMSISOFT Enterprise Clients  Policies  Reports  Settings 8 @
All clients | Client with issues ‘ [ New, unmanaged dients | ‘ + Create new view | ~
| New view I
Name: Fiter: + ([Computerrare =) [Gegms i gl =TT —
Set as default view
Computer name Managed Protection Last scan Last alert Computer policy Last user User permissions Issues
SERVER New Not protected! Hever Mever New computers Not managed [solve]
CLIENTOME Offline Mever Mever New computers

Group action for selected dlients: Deploy Add computers

Overview

Operating systems supported

Clients: Windows 7, 8 and 10, all 32 and 64-bit

Servers: Windows Server 2008/R2 and 2012/R2, 64-bit and 32-bit where applicable

About the product
Emsisoft® Enterprise Console is a server-based console used to manage Emsisoft Anti-Malware for
Windows endpoints on the local area network.

6 https://www.emsisoft.com/en/software/enterprise/
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Good points

The very simple design of the console makes it exceptionally easy to navigate, and the client software
has a very clean, modern design that makes important functions easily accessible. The user manual is
excellent, being comprehensive but clearly laid out, well written, generously illustrated with
screenshots, and easy to navigate via a clickable contents page.

Suggestions for improvement

In our test, although the endpoint software installed correctly on our Windows client PC, we were
unable to connect it to the console. After consulting Emsisoft, we discovered that this was due to the
specific requirements of their management software. These are described in the documentation, but
may nonetheless be confusing even to experienced administrators, as they deviate from standard
Windows principles in some areas. For example, clients can only be discovered by searching for the
hostname; using an IP address, even for machines with a fixed address, does not work. Membership
of a Windows Workgroup, which is otherwise an administrative convenience with no technical
significance, is also important when adding clients to the Emsisoft console. Emsisoft inform us that
in a new release, due at the end of September 2016, they will make the deployment process simpler,
and describe the updated functionality in the documentation.

Documentation

Manuals

A comprehensive 61-page manual can be downloaded from the same page as the console installer.
This covers installation of the console and using it to deploy, configure and manage the endpoint
software.

Knowledge base
A knowledge base is provided.’

7 https://helpdesk.emsisoft.com/Knowledgebase/List/Index/13/emsisoft-enterprise-console
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Management Console

Installation and configuration

A 52 MB installer file is downloaded and run. The setup wizard can automatically download Microsoft
Visual C++ if necessary. Otherwise there are no decisions to be made, and the installation completes
very quickly and easily.

Layout

The console design is extremely simple and consequently very easy to navigate. By default, the console
opens on the Clients page, which lists managed computers and their status. A row of tabs along the
top of the console allows the admin to switch to Policies, Reports and Settings.

Preparing devices for deployment
The administrator needs to open a number of specific ports on the server firewall, and run a
configuration script on client PCs, before deployment. Full details are provided in the manual.

Deploying the endpoint protection software

Emsisoft Anti-Malware can be deployed by remote push or local installation. We chose the latter
method. The manual explains how to create an installation package, which can then be putin a shared
folder on the network, USB flash drive etc.

Monitoring the network

Status and alerts

Status and alerts are shown in the Clients tab of the console. Any problems are shown in the Issues
column on the right-hand side.

Responding to alerts
A solve link is provided next to the alert in the Issues column; clicking on this opens an appropriate
dialog box to resolve the problem.

Issues

Not managed [solve]

Program version
This can be seen on the (lients page by customising the view (right-click and click Select columns)
and selecting Version.

- 28 -



Security for Small Business 2016 www.av-comparatives.org

Managing the network

Scanning

To scan client computers, the admin selects the devices to be scanned in the Clients page and clicks
Scan. A dialog box opens, providing the choice of full, quick or custom scans, and the admin clicks
on the desired type to start the scan.

Scheduling Scans
Scans can be scheduled from the Policies tab, Computer policies page. A scheduled scan is not set by
default but can easily be enabled from the dialog box:

Scheduled scan X

When What

Scan the computer

i

() Every + | hour - min between + and

® Once a day at

O After -

Recur
O Monthly ® Weekly O Daily

[IMonday [Tuesday []Wednesday []Thursday

Fridav [ 1Saturdav [ |Sundav

[J Enabled ‘ Delete schedule ‘

Updates
Whilst regular (hourly) updates are configured automatically, we could not find a means of running a
manual update from the console. Emsisoft inform us that this will be provided in a future release,
however.

Removing devices from the console
Computers can be deleted from the console from the Policies tab, and Emsisoft tell us that a Delete
option will be added to the right-click menu in a future release.

Integrated help feature

A comprehensive help file in Windows Help format is available by clicking the ? symbol in the top
right-hand corner of the console. The text is well formatted and illustrated with screenshots.
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Windows client protection software

EMSISUFT OVERVIEW PROTECTION SCAN QUARANTINE LOGS SETTINGS ? O X%
ANTI-MALWARE

Your computer is protected!

Protection Quarantine

+* SURF PROTECTION
(OUS ITEMS

\RANTINE DETECTED 50 FAR
BLOCKER

Updates Trial period Support Fallow us!
LAST UPDATE 33 MIN AGO 29 DAYS LEFT Buy now MEED ASSISTANCE?
Software is up-to-date Wersion 11.10.0.6563 Ask our experts! About
» EMSISOFT NEWS
The smartest way to stay unaffected by ransomware? Backup! 7 days ago
Installation

The setup wizard is very straightforward, the only choice being whether to enable detection of PUAs.

Main program window
This includes protection status, update and scan buttons, licence information and help.

Windows Security Center/Windows Defender
Emsisoft Anti-Malware registers as antivirus and antispyware. Windows Defender is disabled.

System Tray icon
The System Tray icon shows the following menu when right-clicked:

Security Overview
Protection status 3
Pause protection 3

Application rules

Host rules

Scan computer

Update now

Shut down protection
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Unauthorised access

It is possible for a standard user without admin credentials to disable the protection using the System
Tray menu, and that in this case there is no warning from Windows Security Center. We note that the
administrator can password-protect the settings from the console to prevent this. A standard user
cannot uninstall the software.

Malware alerts
The following alert is shown when the EICAR test file is downloaded:

MALWARE ALERT! x

Emsisoft Anti-Malware has blocked the
following threat:

EICAR-Test-File (not a virus) (B)
File: cihusers\userdownloads\eicar.com

The file has been quarantined. Mo further
action is required.

In the case of the AMTSO PUA test file, the user is shown a dialog box and can choose an action:

E M SISU FT ANTI-MALWARE

oy
v View details

The data of the potentially unwanted program potentiallyunwanted.exe has been saved to
your computer,

Allow once

If you think the File Guard detection is incorrect,
you may continue the action.

Allow always Quarantine (recommended)
Don't alert to any signature detections for this file Stop the action immediately and prevent the file
anymare, from being accessed again.

The AMTSO phishing test page is not supported by Emsisoft.

Windows Server protection software
This can be regarded as identical to the client software.
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ESET Remote Administrator

REMOTE ADMINISTRATOR Computer Name ¥ ? ADMINISTRATOR ~ [3+ -9
Dashboard <
[" Computers I} Remote Administrator Server Antivirus threats Firewall threats ESET applications
LT]
3 EE s Computer statuses overview 3 2 uE e Topo. & 2 ﬂ= Y| Last fo e EE e Lastu.. {2
1]
.'"_(j-y
8 . ¢
EE e Oper. & 2 =& Rogu. 3 2 Computers with problems o 2
8 Known Computer name ML Severity Source Feature Status Problem

e occurrence
A
b clientone 2016 Jul 29 13, Waming Operating syst. Update Security notific.. 'Windows Secur...
. — b —m i

Overview

Operating systems supported

ESET Remote Administrator can be used to manage ESET security software on the following Windows
Operating Systems:

Windows 2000, XP, Vista, 7, 8, 8.1, 10 for clients;

Windows Server 2000, 2003, 2008, 2008 R2, 2012, 2012 R2 for servers.

Additionally, it can manage ESET security software for Mac 0S X, Linux and Android operating systems,
although these are not covered by this review.

About the product

ESET Remote Administrator® can be installed on an on-premise Windows client, Windows Server or
Linux computer, or run as a virtual appliance under Microsoft Hyper-V, VMware or Oracle virtualisation
system. There is also a cloud-based virtual appliance that runs on Microsoft Azure.’

8 http://www.eset.com/us/products/remote-administrator/
° http://support.eset.com/kb5900/?viewlocale=en US
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For an experienced Windows administrator, ESET Remote Administrator is very straightforward to set
up, and we liked the support features within the installation wizard. With a little help from the
excellent documentation and help features, we quickly found our way around the console and its
functions; we liked the customisable Dashboard page and the very consistent layout and functionality.
The client and server versions of the protection software are very similar to each other and make local
management very easy via their very clear design.

We feel that the ability to reactivate real-time protection from the console would be valuable; ESET
inform us that this will be included in the next release.

Manuals

ESET provide a wide range of manuals for the product, including at least one document for each of
the individual components (Remote Administrator console, License Administrator console, Windows
file server etc.). All are detailed, produced to a very high standard, and generously illustrated with
appropriate screenshots.

Knowledge base

An extensive searchable knowledge base is provided on ESET’s website, covering a wide range of tasks.
There are clear step-by-step instructions, also accompanied by annotated screenshots.
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Management Console

Installation and configuration

A 611 MB .ZIP file is downloaded and extracted, and the installer file run on the computer that will
function as the administration server. Whilst setup involves multiple steps and making some choices,
ESET provides appropriate assistance: the first page of the setup wizard shows various help resources
(screenshot below), and links are also provided for installing any additional required software such as
Java.

Instructions and information for succesfull instalation

Product documentation that provide overview of all features

Visit the ESET Youtube channel to watch instructional videos about
ESET Remote Administrator.

When the admin first logs on to the console, a welcome page appears, which is the start of an
introductory wizard (this can be cancelled) covering important console functions.

Layout

The menu panel on the left-hand side of the console, seen in the screenshot above, allows the admin
to access the five main functional areas of the console, namely Dashboard, Computers, Threats, Reports,
and Admin. Moving the mouse over this panel displays the features’ names in addition to the symbol.

Preparing devices for deployment
We did not make any preparations on client or server systems before deployment.

Deploying the endpoint protection software

The first step is to install the ESET agent, which enables communication between client PC and
management server. This can be done by putting the installer in a shared folder on the server, or by
emailing a link to the PC’s user, who then carries out the installation. After this, the endpoint
protection software can be pushed out from the console, or installed via share or email link (as with
the agent).
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Monitoring the network

Status and alerts

The Computer statuses overview panel of the Dashboard shows security status of the network in the
form of a pie chart, with each segment showing the proportion of all devices in a particular state:

= s Computer statuses overview 2

OK\

M Security risk

/

Security notification

Other panels of the Dashboard provide further status information, such as Top computer problems,
Rogue computers ratio, Computers with problems.

Responding to alerts
Clicking on Detailed information shows a list of affected computers, from which details of the specific
problem can be seen:

eset - Details

Alerts a ADD FILTER
PROBLEM STATUS PRODUCT SUBPRODUCT OCCURED SEVERITY
Security notification Operating system Update 2015 Sep 10 10:57:06 Warning

Program version
This is shown on the Computers page.

Managing the network

Scanning

Scans can be run by selecting the relevant computer(s) from the Computers page, and clicking Scan in
the Tasks menu, which runs a standard scan. Alternatively, the admin can click New Task... and choose
In-Depth, Smart or Custom Scan.
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Scheduling Scans
To set a scheduled scan, the admin creates a new scan task, and then selects one of the Scheduled
options under Trigger:

TRIGGER

TRIGGER TYPE As Soon As Possible

As Soo0n As Possible
Scheduled
Schedule Once
EXPIRATION DATE Daily
Weekly
Monthly

USE LOCAL TIME Yearly
Other

Ewvent Log Trigger
CRON Expression

Updates
To update malware definitions, the admin selects computers from the Computers page, then clicks
Update Virus DB in the Tasks menu. The update then runs with no further interaction required.

Removing devices from the console
To do this, the admin runs a Task to uninstall the ERA Agent, by selecting ESET Remote Administrator
under Task Category, and Stop Managing (Uninstall ERA Agent) under Task.

Integrated help feature

This is web-based and context-sensitive, i.e. opens at the correct section for the console page
currently being viewed. A comprehensive list of tasks is shown in a left-hand panel, with detailed,
well-illustrated instructions in the main panel:

REMOTE ADMINISTRATOR HELP Installation/lUpgrade  Administration VA Deployment

Shutdovin computer ~ Stop Managing (Uninstall ERA Agent) -

On-Demand Scan
Operating System Update
Quaranting Management + Desktop - This task will remove the Agent installed on the machine where MDM is installed

Rogue Detection Sensor

+ Mobile - This task will cancel MDM enroliment of your mobile device
Database Reset

Remote Administrator After the device is no longer managed (Agent is remaved), some settings may remain in the managed products.

Components Upgrade We recommend that you reset some settings (for example, password protection) to default settings using a policy before the device is removed from

Reset Cloned Agent management. Also, all tasks running on the Agent will be abandoned. The Running, Finished or Failed exscution status of this task may not be displayed
Run Command accurately in ERA Web Console depending on replication

Run Syslnspector Script
1. If the device has some special settings that you do not want to maintain, set a device policy that retums unwanted settings to default values (or values

Server Scan which are desirable)

Software hnstal

Software Uninstal 2. Before performing this step, we recommend that you to wait long enough to be certain that policies from point 1 have finished replication on the target
Product Activation computer before deleting the computer from the list in ERA.

Sysinspector Log Request 3. Before performing this step, we recommend that you to wait lang enough to be certain that policies from point 2 have finished replication on the target
Upload Quarantined File computer.

Virus Signature Database
Update NOTE: Settings are not available for this task.

Virus Signature Database

Update Rollback Target
Display lessage Here you can specify the clients (individual computers or whole groups) that are the recipients of this task.
Anti-Theft Actions
Device Enrolment TARGET
Export Hanaged Products P
Configuration
Assign Task to Group
s D TARGET TYPE TARGET NAME TARGET DESCRIPT..  TRIGGER TYPE TRIGGER DESCRIPTION
Schedule a Task
Triggers:
Computer laci-pcvofranto.com As Soon As Possibie Execute ASAP (Expires: Never)
£ Server Tasks
3 Notifications
B3 Cemncates Click Add targets to display all Static and Dynamic Groups and their members

£3 Access Rights
Server Settings
£ License Management

targets Please seloct computers: 4 T

Diagnostic Tool
ESET Remote Administrator AP|
FAQ

About ESET Remote
Administrator

ee@ §

End-User License Agreement
(EULA) F aar
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Windows client protection software

ENDPOINT SECURITY

V PROTECTION STATUS

Valid until: 28/06,/2017

Last update: 20/07/2016 12:22:31

Quick links  Q, Run Smart scan @ Protection statistics

Installation

For our test, we copied the ESET Endpoint Security installer file from a share on server, and ran it over
the Local Area Network. The admin needs to choose whether to join ESET Live Grid (data-sharing
scheme), and whether to enable detection of potentially unwanted applications (PUAs).

Main program window
The program window displays the security status along the top. If protection is disabled, a clear
warning is shown, along with a link to reactivate the relevant components:

A Security alert

A Antivirus and antispyware protection is disabled
Some of the antivirus and antispyware protection modules were disabled by the user.

Start all ar rus and antisr vare nrotection
2Lalt all anuvirus ana anuspywae Protecuic

n
A
—~ |
>
1.

Windows Security Center/Windows Defender
ESET Endpoint Security registers as firewall, antivirus and antispyware in the Windows 7 Security
Center. Windows Defender is not disabled.
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System Tray icon
When right-clicked, the System Tray icon displays the following menu:

Protection status

Protection statistics

Pause protection

Pause firewall (allow all traffic)

S8 S ¥ W

Block all network traffic
Advanced setup

Log files

Open ESET Endpoint Security 6
Reset window layout
Wirus signature database update...

About

Unauthorised access
The protection cannot be disabled using a standard user account. Whilst we were not able to uninstall

the program using non-administrator credentials, we note that the deinstallation process started, and
that the egui.exe process (which provides the program’s user interface) was ended, before admin
credentials were demanded by the Windows UAC prompt. Protection services were not affected,
however. ESET inform us that the endpoint protection can be password protected, in which case the
deinstallation process will not even start unless appropriate credentials are entered.

Malware alerts
The following alert is shown when the EICAR test file is downloaded:

EMDPOINT SECURITY

http:/fwww.eicar.org/download/eicar.com
Threat:

Eicar test file

Information:

connection terminated - quarantined
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If detection of PUAs is enabled during (or after) setup, the following alert is shown if the AMTSO PUA
test file is downloaded:

Warnin

$ oy + §

Object: http://amtso.security-features-check.com/PotentiallyUnwanted.exe
Threat: Win32/PUAtest.B potentially unwanted application

Threat was detected upon access to web by the application: C:\Program Files (x86)\Google\Chrome\
Application\chrome.exe (3653C6A74560A5B8D61 C18ADF239708F35842481).

Why is ESET detecting this file?
m

‘ ¥ More info ‘

This allows the user to choose whether or not to download the program. When we attempted to access
the AMTSO phishing page, the following alert was shown in the browser:

ENDPOINT SECURITY

A Potential phishing attempt

This page is identified as a phishing page. Show URL

Phishing pages often look similar to pages of known banks or other trusted institutions in
order to acquire personal information such as usernames, passwords or credit card
details. You are not advised to proceed to this page.

= Learn more about phishing
= This page is not a phishing page

I Proceed to the site

Open ESET Knowledgebase = www.eset.com
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Windows Server protection software

(es[) FILE SECURITY

v MONITORING

License

Valid until: 28/06/2017

File System Protection Statistics

Infected: 0
Cleaned: 0
Clean: 214,299
Total: 214,299

Product version 6.3.12010.0

Server name Server

System Windows Server 2012 R2 Standard 64-bit (6.3.9600)

Computer Intel(R) Xeon(R) CPU E5-2650 v2 @ 2.60GHz (2600 MHz), 4096 MBE RAM
Server uptime 3 hours, 22 minutes

The installer provides the installation options Core (for use with a Windows Server Core configuration),
Standard or Custom. Once installation is complete and the main program window is opened, the
questions relating to participation in ESET LiveGrid (data-sharing scheme) and detection of PUAs are
displayed on the Monitoring (home) page of the main program window:

A Secu I'Ity alert (required settings remaining: 2)

A Detection of potentially unwanted applications is not configured
Potentially unwanted applications are programs that might not pose any security risk, however, they can affect
computer's performance, speed and reliability as well as change its behavior.
Please select the option:

Disabled
Enabled

ESET LiveGrid® gives you the maximum level of protection and provides faster scanning using the latest
intelligence collected frem milions of ESET customers from all over the world.

| want to be a part of ESET LiveGrid® (recommended)
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FortiClient Enterprise Management Console

, FortiClient Enterprise Management Server Enter License: [ vew- Help-r &admin- |

I Dashboard ¢, Auto-refresh @ Refresh every minutes
Vulnerability Scan
License Information Event Summary
Endpoints Status Trial Enter License Endpoints with Out-of-date Protection 2
[pomains [
. Endpoints with Cut-of-sync Profiles 0
Thredre o domaine Number of Licenses 10
configured. Add a domain Endpoints with Pending Software Updates 0
Client Stats.
Errors or Warnings (last 7 days) 1
» (59 All Groups Unman... W Managed M Online W On-Net
o P Inactive Endpoints (last 30 days) 0
Unprotected Clients 2

Endpoint Profiles 5 ?

B Det 30

Installed FortiClient Version Summary

FortiClient Tele....

FortiGate Managed Endpaints

5.4.1.0840

Overview

Operating systems supported

FortiClient Endpoint protection

Clients: Windows 7, 8/8.1, 10, all 32 and 64-bit
Servers: Windows Server 2008 R2, 2012, 2012 R2
Enterprise Management Console

Windows Server 2008 R2, 2012, 2012 R2

About the product
FortiClient!® Enterprise Management Console is a server-based console used to manage Windows client
and server systems; i0S and Android devices can also be managed, but are not covered in this review.
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Good points

The design of the console is very clean, modern and clear, and we liked the help options shown when
the admin first logs on. Creating the installer package and URL from which to download it requires
the admin to read a short section of the (very clear) manual, but is then very quick and easy and
allows for very simple deployment of the endpoint software to client computers. We feel that managing
the network with FortiClient Enterprise Management Console would be a very easy task for an
experienced administrator, and even an inexperienced admin would require minimal training to use
the product for everyday network administration.

Suggestions for improvement

In our test, we deliberately disabled real-time protection on client PCs (by editing the relevant policy
in the console) in order to generate an alert. Having re-enabledthe protection in the policy, we
found that it was not reactivated on the clients some hours later, despite restarting the PCs several
times in order to make them pick up the updated policy. Clearly this is something that needs to be
improved.

Documentation

Manuals

An 84-page Administration Guide and a 21-page Quick Start Guide can be downloaded via the console.
Both are clearly laid out, navigable via a clickable contents page, and well illustrated.

Knowledge base
A knowledge base is provided,' although we could only find articles relating to the FortiClient
endpoint protection software rather than the console.

1 http://kb.fortinet.com/kb/microsites/microsite.do
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Management Console

Installation and configuration

Running the setup wizard on the server is a very quick and straightforward process, not requiring any
decisions. If necessary, Microsoft SQL Server Express 2014 is installed automatically.

Layout

The console consists of a left-hand menu column with links to the Dashboard (default), computer
groups and policies. We found that this very simple layout made the console extremely easy to
navigate.

Preparing devices for deployment
We did not make any changes to client PCs before deploying the endpoint protection software.

Deploying the endpoint protection software

The manual explains how to make installer packages available from a URL on the server. These are
configured in the settings, and provides a web address to browse to from the client PC. We used
this method to deploy the endpoint software in our test. It is also possible to use Active Directory to
discover clients and to deploy the software to them via remote push.

Monitoring the network

Status and alerts

Network security status is shown in the form of pie charts and the Event Summary, a list of clients
with e.g. outdated signatures.

Responding to alerts
Clicking on an item in the Event Summary section of the Dashboard opens a details pane listing the
computers affected and providing more information:

Dashboard ¢, Auto-refresh = @ Refresh every

< Back | Endpoints with Out-of-date Protection

Device Name T+ User T+ Last Seen T~ Message
clientone User 9/8/2016, 5:24:54 PM 39.00213 is not the latest antivirus signature version (39.00216)
Server Administrator  9/8/2016, 5:24:54 PM 39.00198 is not the latest antivirus signature version (39.00216)

Program version
This can be seen in the Client Details view, accessed via Domains or Workgroups, as appropriate for the
network being managed:

Endpoints | In All Groups

Client Details FortiClient Information =
Group ¥ & Name ¥ 2 IPys Usery s+ Status Ys  Endpoint Profile ¥ + Gateway IP Listy s 0S¥ & Version ¥ + Events
WORKGR. .. Server 101410  Admin. .. Registe. .. 4"_’. Default - NA B Server2...  5.4.1.0840 N
WORKGR.... USER-PC  10.1.41... NA Notinst... - Default - NA ol Motinst...
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Managing the network

Scanning

An entire group of clients can be scanned at once by right-clicking the name of the group in the left-
hand panel of the console in Client Details view, and clicking either Full AV Scan or Quick AV Scan:

Workgroups
WORK.. WIN.. 101 | NA
¥ [ All Groups -

Other Endpoints |

[ WORKEENHD
Assign profile *

WORK... @ PUDD3 10.1.... | NA

13101, | NA
Assign FortiClient Telemetry Gateway P List #

: 13 101 NA
S0 iR Exclude from management
Create group
B Default 13 10.1.... NA
Full AV Scan
Quick AV Scan 13| 1t | NK
EUUe AT \/uinerability Scan 3 101 NA

Patch Critical and High Vulnerabilities

An individual computer can be scanned by selecting it in Client Details view and clicking Quick scan
now or Full scan now as appropriate.

Scheduling Scans
Scheduled scans can be set using the Profile (policy) applied to a group of computers:

@ Scheduled Scan

Schedule Monthly ¥
Type
Scan 1st v
on
Start 19:30 E
Scan Full system scan v
Type

Updates

Endpoints are updated automatically via policy. We could not find a means of running a manual
update.

Removing devices from the console
This can be done by right-clicking the computer on the Client Details page and clicking Delete device.

- 4l -




Security for Small Business 2016 www.av-comparatives.org

Integrated help feature

Selecting Technical Documentation from the Help menu in the top right-hand corner of the console
opens a support page of the Fortinet website from which the manuals in .PDF format can be
downloaded. When the admin first logs on to the console, various help options are displayed:

Getiing Started x

Take a Minute to Review Features & Deployment Instructions

0000

Learn About Release Notes For Video Overview How To License
Features Minimum
Requirements

[ Do not show this again Close
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Windows client protection software

£22 FortiClient o] @ |3

File Help

FortiClient Console

Compliance
Gormeded ko EMS v Realtime Protection Enabled &}

iy’ File-based malware scanning

Antivirus B Extended scanning using FortiSandbox
Realtime Protection Enabled

w” Block malicious websites

B Block known attack communication channels

® Status

=W Remote Access » Database is Up To Date
E’ EN o VPN Connected
+ Last Update: 07/09/2016

Y Web Filter
Web Filter Enabled

» [ Threats Detected

+ Scan onthe 1st day of each month at 19:30

@ Settings are locked by EMS Q Last Scan: Mever Scanned Scan Now ™

Installation
The installer package is downloaded from the server using the URL created in the console. Installation
is very quick and easy with no decisions required.

Main program window
This provides a status display, access to the help feature, plus buttons for updates (if available) and

scans.

Windows Security Center/Windows Defender
FortiClient registers as antivirus and antispyware. Windows Defender is not disabled.
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System Tray icon
The System Tray icon shows the following menu when right-clicked:

Open FortiClient Console
About FortiChent

Show AntiVirus alerts

Shutdown FortiClient

Unauthorised access
A standard user cannot disable or uninstall the program.

Malware alerts
When the EICAR test file is downloaded, the following alert is shown:

Virus Alert
Process: C:\Program Files [#8E6]4GoogletChrome\application.chrome. exe
Item: C:AUsersU zer\D ownloads\BC0A tmp
iz EICAR_TEST_FILE
Status: Quarantined

[ O ruat b v thii: st for 1 hour

T View recently detected virus(es)

If the AMTSO PUA test file is downloaded, an alert is shown in the browser window:
=ERTINET % URL Blocked by FortiClient

amtso.security-features-check.com/PotentiallyUnwanted.exe

is in the category = Security Risk:Malicious Websites

Your FortiClient administrator has blocked this category

Wrong Category? Click Here

A similar alert is shown for the AMTSO phishing test page.

Windows Server protection software
This can be regarded as identical to the client protection software.
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G Data Business Security

n  Organization View

lanagementServers

Po3li| G Data Security Status [ ] Client connections

] B =
E 4 + All ManagementServers - rs?" G Data Security Client 71
o B
o Ls @Gm 5 ”9" Virus signatures o
g (@) Manitor 11
é = (@ Email checking 7
£ =
£ - @ OutbreakShield "
@
g * ’@‘ ‘Web protection a7al
2 ¥ ‘@J BankGuard o

(@ USE Keyboard Guard o1

@ ExploitProtection o1

<= 24 hours

§ Top 10 clients - Neutralized infections {8/9/2016-8/23/2016) | Report status {8/9/2016-8/23/2016)
Infections
34
B’ e a| ’
i S Cientlogs ||| GDCLIENT b
E° = |
Serverlogs  Unauthorized  Unsuthorized [
chients. servers 8 o o
V] (1] g g 2@ 2% 22 3 8.3 838 p0
n B > » ¥ ¥» > ¥ > > P> P> > F > >
| & & & @ @& @ 6 @ @ @ B 6 & & @
Signatures Program & 7 T T T T s T - - - T - S - S - - - - -

Connected GDSERVER - GDSERVER\Administrator Last signature update: 5/29/2016 12:00:00 AM

Overview

Operating systems supported

Clients: Windows XP (32-bit only), Vista, 7, 8, 8.1, 10

Servers: Windows Server 2003, 2008/R2, 2012/R2

Linux, Mac 0S X, i0S and Android devices are also supported, but not covered by this review.

About the product

G Data'® Management Server is installed on a Windows computer on the company premises, and used
to manage the G Data endpoint protection software on client and server computers on the local area
network.

12 https://www.gdatasoftware.com/business
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Installing the G Data Management Server, and then using the console to deploy and manage clients,
will be a routine task for anyone familiar with standard Windows Server administration. The installation
of Microsoft SQL Server Express is seamlessly integrated into the setup process (if needed), while the
similarity with the standard Microsoft Management Console makes the G Data management interface
very familiar. The manual is produced to an excellent standard, being clear, comprehensive, well
illustrated and easy to navigate.

We would recommend small businesses without full-time IT staff to have a consultant install the
management server and provide some training in client deployment and management. Inexperienced
administrators should then have no difficulty performing everyday management tasks.

Manuals

The zip file containing the installation files very conveniently also includes a 179-page manual in .PDF
format. This covers all aspects of installing and using the management console, including client
deployment, configuration, monitoring and management. Individual sections are accessible via
bookmarks and a clickable contents page, and the document is well illustrated with screenshots.

Knowledge base

We could not find a knowledge base on the manufacturer’s website. There is however an FAQ section
in the manual.
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Management Console

Installation and configuration

A 1.2 GB .ZIP file is downloaded from the vendor's website and extracted, and Setup.exe run. The
admin then clicks on G Data Management Server. There is a choice of 6 European interface languages,
installation folder, installing as primary or secondary server, and type of SQL server to be used
(Microsoft SQL Server 2014 Express can be installed automatically if required).

Layout

The G Data Administrator console has a similar layout to the Microsoft Management Console, with a
narrow left-hand pane displaying the names of the server(s) and clients, and a larger right-hand pane
showing various details of the selected device or group. A lower pane of the left-hand column
(Overview) contains 8 shortcuts to items such as logs.

Preparing devices for deployment
In accordance with the instructions in the manual, we opened firewall port 7169 on Windows clients
(along with a number of ports on the management server).

Deploying the endpoint protection software
The client software can be deployed by remote push installation, or local installation; the latter can
be performed using logon script, group policy, or manually. We used the last of these in our test.

Monitoring the network

Status and alerts

The status of devices on the network is shown in the G Data Security Status panel on the dashboard.
This provides a very detailed overview by listing the individual protection components, and showing
how many of the total number of devices conform to optimal settings. Components which are not
installed, or not configured correctly, are shown with an exclamation mark symbol in a red circle.

Responding to alerts

Clicking on an item shown to be non-functional or incorrectly configured shows the individual devices
affected, and allows the administrator to solve the problem by selecting the device(s) concerned and
clicking Enable:

* &) G Data Security Client 3
* (% Virus signatures 33
+ | & Maonitor 2/3

The monitor is disabled on the following chents:

|Name Tl Enable|
seven |

v (%) Email checking 33
' CutbreakShield 3/3
& Web protection 33

* @ BankGuard w3

Program version
This can be seen by clicking Overview/(lients.
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Managing the network

Scanning

Individual scans are run by selecting the client or group from the left-hand panel, then clicking the
Tasks tab and the Single Scan Job icon on the toolbar below.

Scheduling Scans
The procedure is identical for an individual scan, except that the admin clicks the Periodic Scan Job
icon on the toolbar.

Updates
Updates can be run by clicking the Clients tab, selecting the device(s) to be updated, right-clicking
and selecting Update Virus Signatures Now.

Removing devices from the console
A device can be removed by right-clicking it (e.g. in the Clients view shown above) and then clicking
Delete.

Integrated help feature

A comprehensive Windows Help file is provided, covering all aspects of using the console. Instructions
are illustrated with some screenshots.
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Windows client protection software

Y

Internet update..,

Installation

The same installer file used to install the server can be used to set up the endpoint protection software,
by selecting Security Client from the options. There is a choice of languages, and the administrator
needs to enter the IP address or hostname of the management server. In our test, the system had to
be restarted after installation completed.

Main program window

The G Data Security Client does not have a program window as such. The interface consists of the
System Tray icon’s menu, shown above. By default, this only displays the entries Internet Update and
About. The functionality available to the user can be extended from the console, so that the user can
run scans, change options and display the quarantine.

We note that the administrator can password protect the settings if desired.

Windows Security Center/Windows Defender
With its default configuration, G Data Security Client registers as antivirus and antispyware in Windows
Security Center. Windows Defender is not disabled.

System Tray icon
This displays the menu shown above when right-clicked.

Unauthorised access

This is effectively prevented. The default interface does not allow the user - regardless of privileges
- to alter the configuration at all. Using the options shown above, the administrator can allow user
to change settings, but limit this to certain individuals by means of setting a password.
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Malware alerts
The following alert is shown in the browser window when the EICAR test file is downloaded:

Website blocked!

G Data Security has denied access to this website.
The site contains infected code: Application.Hacktool.Amtso.A (Engine A).

GDATA

Similar alerts are shown for the AMTSO PUA test file and test phishing page.

Windows Server protection software
This can be regarded as effectively identical to the client software.
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Kaspersky Endpoint Security Cloud
AV-Comparatives

& Information pane

www.av-comparatives.org

Events Licenses

Main steps and recommendations for Kaspersky Endpoint Security Cloud usage in your company

Listed below are the main actions that you need to perform in order to protect devices of your corporate users with Kaspersky Endpoint Security Cloud. You can perform

The company name that you speclfy will be shown in the top part of the Management Console, next to
the logo. When persky Lab technical support, you have to identify your company and
confirm your email address

If you intend to protect devices running i0S, you have to create and download an Apple Push
Notification service (APNs) certificate. After that, you will be able to manage i0S devices and ensure
their protection.

Send users a message with a link to the security software suite. After the software suite is installed,
the user workstation or mobile device appears on the Devices list.

Servers and workstations added.

If your company uses Windows-based servers or workstations, laptops or tablet PCs running Windows,
assign owners for those devices. In the Devices section, select a device and click Change owner.

Define the settings of real-time anti-virus protection, database update tasks, and regular anti-virus
scans on servers, workstations, and mobile devices owned by your users.

Specify an email address and the interval between notifications of important events. Notifications
allow you to receive information about the status of the protected infrastructure without using the
Management Console.

Getting started Monitoring Summary statistics
X Users
O Devices
Egecivpolies these actions as listed by the procedure, or change their sequence, if necessary.
= | Backup
4 Distribution packages /  Company name entered
£ Setti ngs
Create and download an APNs certificate
Add more users
\/ Protection, scan, and update settings defined for
workstations and mobile devices
\/ Protection, scan, and update settings defined for
workstations and mobile devices
\/ Define protection, scan, and update settings for
workstations and mobile devices
EhG Configure event notifications
License Agreement
Help
Support
.
Overview

Operating systems supported

Clients: Windows XP 32-bit; Windows Vista, 7, 8, 8.1, 10, all 32 and 64-bit
Servers: Windows Server 2003/R2 32 and 64-bit; Windows Server 2008/R2, 2012/R2 64-bit; Windows

Small Business Server 2008/2011 64-bit

About the product

Kaspersky Endpoint Security Cloud® provides endpoint protection software for Windows Server and
Windows client operating systems, managed by a cloud console.Protection for Android devices is also

available, but not covered in this review.

13 https://www.kaspersky.com/small-to-medium-business-security/cloud
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Good points

The management console is clearly laid out, making a majority of features easy to find. Deploying the
endpoint protection software is as simple as installing iTunes. The GUI of the endpoint software
provides the administrator with very detailed status information, whilst allowing the user to carry out
update and scan tasks. Comprehensive, well-produced documentation is provided.

Suggestions for improvement

It is not obvious how to run or schedule scans and updates from the console; we had to look it up in
the knowledge base. It is only possible to define a manual OR a scheduled scan or update, so to run
a manual task it is necessary to switch off the schedule, run the task manually, and then switch back
to the schedule. We feel that finding and running these everyday tasks could be made easier.

Documentation

Manuals

A comprehensive, 484-page manual for the Endpoint Security client is available from the product’s
download page.™

Knowledge base
There is a comprehensive, clear and well-illustrated knowledgebase for the cloud console:
https://help.kaspersky.com/Cloud/1.0/en-EN/101058.htm

14 http://www.kaspersky.com/documentation/endpoint-windows-workstations
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Management Console
Installation and configuration
As the console is cloud based, no installation or configuration is necessary.

Layout

The console opens with the Information pane, Getting started sub-page, which provides an overview
of the features and their configuration status. Other sub-pages are Monitoring (which shows threats
and protection status), Summary statistics, Events and Licences.

The left-hand side of the console has a menu column, from which the admin can navigate to the pages
Users, Devices, Security Profiles (policies), Backup, Distribution Packages and Settings.

Preparing devices for deployment
We did not need to make any changes to client or server computers before deploying the endpoint
protection software.

Deploying the endpoint protection software

There are two means of deploying Kaspersky Endpoint Security to devices: the administrator can email
a link to users for them to install the software themselves, or log in to the console on a specific
device, and download and run the installation package directly on that device. Clicking on the Devices
link in the left-hand pane of the console displays information about this, with more details provided
under How to add a new device:

& Information pane Devices (0)

AL Users How to add a new device

5 Security profiles

Show marked for deletion
B Backup
Status Name Device owner Security profile
4+ Distribution packages

£} Settings

Protect devices of your users

Go to the Users

& 2016 AD Kaspersky Lab. All

Rights Reserved.

We chose the direct installation method for our test.
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Monitoring the network
Status and alerts
The Monitoring page of the Information Pane shows licensing and status information and threats:

2  Information pane Getting started Monitoring Summary statistics Events Licenses

A Users

O Devices License is active
81 days remaining.
= Security profiles

H Backup
No database update required.

4 Distribution packages

L Settings

II’ Anti-Virus protection is not running.
Anti-Virus protection is not enabled on 1 devices.

There are unprocessed objects.

1 devices contain unprocessed data.

Critical and / or important events occurred on 1 computers.

m Critical events found.
596 critical events logged.

m Errors found.
9 error messages logged.

Responding to alerts

Clicking on the link for an alert displays a list of the individual computers affected by it. In our test,
we found that the list of affected computers displayed was sometimes not in agreement with the alert
itself. For example, the Anti-Virus protection warning showed 1 device affected, but clicking the link
displayed a list of three devices. Kaspersky Lab have since released a fix for this issue.

Program version

We could not find a means of showing a client’s program version in the console, although Kaspersky
Lab intend to implement this in Q4 2016.
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Managing the network

Scanning, Updating and Scheduling

Updates and scans can be run or scheduled from the Settings page. There is a separate page for each
function, which allows the task to be run manually or a schedule set:

& Information pane Settings / Anti-virus scan settings
L Users For devices running Windows or Android, configure the anti-virus scan run mode and specify the settings for each mode.
[ Devices Operating system: @ Android

£ Security profiles
H Backup Security level

+ Distribution packages High

Settings
Low

Description of medium security level settings

Optimum protection. Recommended for most users.

Pause anti-virus scan

Allow pausing anti-virus scan unless computer is running in sleep mode

Anti-virus scan task run mode

®) On schedule

Manually

"On schedule” mode settings

Run scan  Every N day v

Run Every 1 day, 05:00

System time of the device

Advanced settings of anti-virus scan

Run missed scan tasks
Privacy

License Agreement
Help
Support

v| Define time interval for scan task run distribution automatically

Stop if the scan task has been running longer than:

We note that if the administrator wants to run a one-off scan, it will be necessary to change the
settings to manual, run the scan, and then reset the configuration to On schedule. The administrator
can edit the policy to allow users to run scans locally, if desired.

Removing devices from the console
To remove a device from the console, the admin selects its entry on the Devices page and clicks Delete.

Integrated help feature

The Help link in the bottom left-hand corner of the console opens the product’s online knowledge
base.
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Windows client protection software

X
Kaspersky KSN reputation service =
Ej?%?n%igzssecurity 10 Jll Reports €9 Quarantine

Protection and Control

@ Endpoint control partially enabled (components running: 1 out of 5)

|-. Protection

@ File Anti-Virus

MNetwork Attack Blocker

=1

o

@ ma
@ Frewal
o

@ System Watcher

E’[ Tasks - 3 out of 4 tasks are scheduled
Mewt sk UpdateTask st=ris 18/07/2016 at 15:00

Help Support License

Installation

To install the endpoint software on a computer, the admin logs on to the console from that computer,
then clicks on Distribution packages, Download. A 340 MB installer is downloaded and run; the admin
merely has to click on Start installation, then Close when the setup process has finished.

Installing Kaspersky Lab applications o @ ([

Mew applications will be installed on your computer: KES-10.2 4 674-en and
Kaspersky Securty Center Networlc Agent (10.3.428).

Save data and exit all running applications before installation start.

| Start installation I Cancel

Main program window
The Protection section of the Protection and Control tab shows the status of the individual protection
components, while scan and update tasks can be run from Tasks panel on the same page.

Windows Security Center/Windows Defender

Kaspersky Endpoint Security registers as antivirus, antispyware and firewall. Windows Defender is
disabled.
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System Tray icon
The System Tray icon displays the following menu when right-clicked:
Kaspersky Endpoint Security 10 for Windows
Settings
Pause protection and control...
About
Exit

Unauthorised access
By default, the endpoint security can be completely disabled from System Tray menu using a non-
admin account. The administrator can prevent this by setting up password protection.

Malware alerts
If the user attempts to download the EICAR test file, the Kaspersky Endpoint Security blocks the
download and displays an alert in the browser window:

Kaspersky

Endpoint Security 10 for
Windows

ACCESS DENIED

The requested webpage cannot be provided.
The requested object at the URL

http: {fwwew.sicar.org/download/eicar.com

is infected EICAR-Test-File

Message generated on: 13:55:31

Similar browser alerts are shown for the AMTSO PUA test file and phishing test page.

RIS tivac
-omparatives |
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Windows Server protection software

| e K
Kaspersky | KSN reputation service |
f%l:gfﬁ%m&Secunty 10 | il Reports €9 Quarantine

Probection and Control 3 G h  SERVER\Adminis..., you are working under a policy &

[;I Protection

& File Anti-Virus objects scanned: 15198, threats detected: 0
@ Firewall incoming connectons: @, oatgoing connectons: @

@  Network Attack Blocker intrusion attempts detected and blocked: @

[%5] Tasks - 3 out of 4 tasks are scheduled

Help | Support  License

This can be regarded as identical to the client software. However, consistent with its use on a server
system, some features such as application control and mail antivirus are either not installed or not
activated.

-61 -

AV

comparatives



Security for Small Business 2016

Symantec Endpoint Protection

) Symantec Endpoint Protection Manager

) symantec Endpoint Protection Manager

@ Security Status

Home

= Good
MM
Monitors

License Status

Symantec Security Response

www.av-comparatives.org

- oW

Latest News Refresh Help LogOff

Licensing Details

L]
: Secuily Response
Preferences  TnreatCon Level 1: Normal .
Latest Security News
View Details
= leam more about threat levels Virus Definitions and Security Updates
R @ Notifications: 2 New View Notifications
Reports
Endpoint Status Activity Summary
Virus and Risks Exploits
Endpoint Protection Last hour Viruses Spyware and Risks
Total Endpoints * 1
Cleaned / Blocked 0 0
BN Up-to-date 1
) Out-of-date 0 Beleled ° ¢
Clients
Offiine 0 Quarantined 0 0
Bl Disabled 0 Suspicious 0 0
Host Integrity Failed 0 Nevdy Infected 0 0
*Endpoints can be counted in more than J— 0 0

one category

Computers needing a restart: 0 View Details

P
Latest from Symantec: 23/09/2016 r17
Latest on Manager: 23/09/2016 117

Overview
Operating systems supported

New download risks: 0 View Details

Favorite Reports

Risk Distribution by Protection Technology

Symantec Endpoint Protection Weekly Status

Top Targets Attacked

Generic Exploit Mitigation Detections

Windows clients: Vista*, 7, 8, 8.1, 10* (* = Endpoint Protection client only)
Windows servers: Windows Server 2003/R2, 2008/R2, 2012/R2; Windows Small Business Server 2003,
2008, 2011, 2016; Windows Essential Business Server 2008

About the product

Symantec'® Endpoint Protection Manager is a server-based console which can manage endpoint
protection software for Windows client and Windows Server operating systems. Mac 0S X and Linux
operating systems are also supported, but not covered in this review. Please note that at the time of
writing (late September 2016), the product had not been released to the public.

Good points
Although the console is obviously very powerful and capable of handling large networks and a
multitude of configuration options, we were still able to find essential monitoring and management

functions without any difficulty. The client software is very similar to a consumer antivirus program
and makes essential functions such as status, scans and updates easy to access.

Documentation

At the time this report was written, documentation had not been made available.

5 https://www.symantec.com/products/threat-protection/endpoint-family/endpoint-protection
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Management Console

Installation and configuration

The console can be installed on the Windows server by downloading and running an .EXE installer file.
The setup wizard is extremely simple and only requires the admin to accept the licence agreement and
choose the location of the installation folder.

Configuration: there are options for up to 500 clients or more than 500 clients; we chose the former.
Server details such as ports used for client/server communication can be customised, though most
administrators will be happy to leave them at the default settings. There is also an option to use the
default Symantec database or a custom Microsoft SQL database; we chose the former. There is also an
option to send anonymous data to Symantec. LiveUpdate runs when the configuration wizard is
complete.

Layout

The main console window has a narrow menu column on the left-hand side, with the entries Home,
Monitors, Reports, Policies, Clients and Admin. The Home page provides various panels showing the
status of different items, including overall security status, status of endpoint clients, and licences.

Preparing devices for deployment
We did not need to make any special configuration of the clients in order to use the local installation
method.

Deploying the endpoint protection software

We used the local installation method of deploying client software in our test. To do this, we exported
installation packages for Windows clients by going to the Admin page, Install packages tab. The admin
then only needs to right-click the appropriate installer package and then click Export:

Client Install Package

Package Name Platform Type Version Created Time

Symantec Endpoint Protection ... Windows 64bit Symantec Endpoint Protection ... 14.0.1811.0000 24 September 2016 11:43:07 ...
Symantec Endpoint Protection ... Windows 32bit Symantec Endpoint Protection ... 14.0.1811.0000 24 September 2016 11:43:03 .
Symantec Endpoint Protection ... Mac Symantec Endpoint Protection ... 14.0.1811.0000 24 September 2016 11:43:09 ..
Symantec Endpoint Protection .. Linux RPM Symantec Endpoint Protection ... 14.0.1811.0000 24 September 2016 11:43:09 ...
Symantec Endpoint Protection Linux DPKG Symantec Endpoint Protection 14.0.1811.0000 24 September 2016 11:43:09 ...

An .EXE file for Windows can then be saved to e.g. a network share or flash drive, from where it can
be run on the client.

- 63 -



Security for Small Business 2016 www.av-comparatives.org

Monitoring the network
Status
This is shown in the Security Status and Endpoint Status panels on the Home page.

Status and alerts
If protection is disabled on a client, the two status panels change as shown below:

Security Status

Attention Needed

Preferences
View Details

© Notifications: 2 New View Notifications

Endpoint Status

Endpoint Protection

Total Endpoints * 1
I Up-to-date 1
0 Out-of-date 0
Offline 0
Il Disabled 1
Host Integrity Failed 0
*Endpoints can be counted in more than
one category
Computers needing a restart: 0 View Details
Wind Definiti
Latest from Symantec: 23/09/2016 r117
Latest on Manager: 23/09/2016 r17

Responding to alerts
Clicking View Details in the Security Status panel shows a list of protection components, and which of
them is disabled on which client.

Program version
This can be displayed for any individual client by double-clicking the device’s entry in the Clients tab
of the Clients page.

Managing the network

Scanning

Scans can be run from Clients/(Clients by selecting the relevant device or devices (standard Windows
selection techniques such as Ctrl + A, Ctrl + click can be used to make multiple selections), right-




Security for Small Business 2016 www.av-comparatives.org

clicking, pointing to Run command on computers and clicking Scan. A choice of quick, full or custom
scans is provided.

Scheduling Scans
Scheduled scans can be configured by going to the Policies page of the console and editing an existing
policy or creating a new one. By default, a scheduled scan runs at 00:30 every day.

Updates
Running an update is identical to the scanning procedure described above, except that the admin
clicks Update Content.

Removing devices from the console
A device can be removed very simply by right-clicking its entry under Clients/Clients and clicking
Delete.

Integrated help feature

Clicking the Help link, then Help Topics... in the top right-hand corner of the console opens the local
web-based help feature. This is context sensitive, i.e. it opens the help page relevant to the current
feature being used on the console.
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Windows client protection software

[ Sttus - Symantec Endpoint Protection —— L=l ® e
Status
|

cp- iz Your computer is protected.

Scan for Threats
Change Settings
View Quarantine

View Logs The folowing Symantec security components are instaled on your computer:

No problems detected.
Protection defintions are cument

<

LiveUpdate... Virus and Spyware Protection Options
Protects against viruses, mahvare, and spyware
Definitions: 07 September 2016 r1
D"* Proactive Threat Protection [ options |
Ve Provides advanced behavioral protection against unknown threats
Definitions: 16 August 2016 r1
Network and Host Exploit Mitigation Options
Protects against Web, network threats, and zero-day exploits
Definitions: 06 September 2016 r1

Installation

The program is installed by running setup.exe on the local PC. There are some options such as the
location of the installation folder, but the product can be installed easily with default settings. A
restart is required when setup is complete.

Main program window
This features a status display, links for updates and scans, and a help button.

Windows Security Center/Windows Defender
Symantec Endpoint Protection registers as antivirus, antispyware and firewall. Windows Defender is
disabled.

System Tray icon
The System Tray icon allows the user to open the program window or disable protection.

Unauthorised access
The option to disable protection in the shortcut menu is disabled when a non-administrator account
is used. The software cannot be uninstalled without entering administrator credentials.

Malware alerts
When the EICAR test file is downloaded, the following alert is shown:

& Symantec Endpoint Protection X
[51D: 23928] Malicious Site: Malicicus Web Site, Domain,
or URL (1) detected

A similar alert is shown for the AMTSO PUA test file. The AMTSO Phishing Test Page is not recognised.

Windows Server protection software
This can be regarded as identical to the client protection software.
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Webroot SecureAnywhere Endpoint Protection

WEBROOT"

NS AERSs @ Help  SpagbogZO16@gmail.com

Unnamed Console

| status || Polcies || Group Management || Reports || Overrides | Alerls || Seftings || Logs || Resources | Searchy i hosmame S (dvanoed Seamh

[ status «| Bl Endpoints encountering threats (last 7 days) [ ] Agent Version Spread (i) Webroot Threat Blog S

Computer Virus 101

3

C ) Protected Vihat is 3 computer vrus? Think of
[

%

biological virus — the kind that makes you
1 1 1
| I I I
]
$ oS F
O S

| 0 Endpoints nesd attention
sick. [t's persisiently nasly, keeps you from

2 functioning normally and often requires
something powerful to get rid.

e

What is Social Engineering?

I 9.0.10.13 Social enginesring is the art of manipulating

1 1
people so they give up confidential
information. The types of information these
criminals are seeking can vary, but when
\ 3 Endpoints individuals are targeted, the criminals are
usualty.
5 & ¥
4 ¥

¥ o
3 Threat Recap: Week of June 27th
O R d

There's a fot that happens in the security
]| 50 most recent endpaints encountering threats (last 7 days) (@@ | world, with many stories gefting lostin the

mix. In an effort {o keep our readers
Hostname Policy Group Status Last Threat Blocked Progra. informed and updaled, we present the
1| CLIENTONE Recommended .. DefautGroup (@ Prolested Jul 15th 2016, 0. View Weehoool Thee it Recap: hdbigtiing &=

2| REVIEWCLIENT .. Recommended . Defaull Group (i Protected Jul 14th 2016, 1. View How to Block Pornography on Intemet-
Connected Devices -

128 Help and Support

Administrator Guide
Webroot Education Videos

= Support
5 Endpoint activity
=] News and Updates

Last 24 Hours i

Seen 3 News from Webroot

Mot Seen 0 Webroot Threat Blog

Total 3 Release Notes
Overview

Operating systems supported

Windows clients: Windows XP, Vista, 7, 8/8.1, 10, all 32 and 64-bit

Mac clients (not reviewed): 0S X 10.7, 10.8, 10.9, 10.10, 10.11

Servers: Windows Server 2003/R2 (32 and 64-bit), 2008/R2, 2012/R2; Windows Small Business
Server2008, 2011, 2012

About the product
Webroot SecureAnywhere Endpoint Protection®® uses a cloud-based console to manage endpoint
protection software for Mac clients (not covered in this review), Windows clients, and Windows servers.

16 http://www.webroot.com/ie/en/business/products/endpoint/
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Good points
The Endpoint protection page of the console provides a very clear view of security status, and the
single row of tabs, mostly clearly-named, makes navigation very straightforward.

The online Endpoint Protection Admin Guide is comprehensive, easy to navigate, and provides very
clear step-by-step instructions with excellent illustrations.

Suggestions for improvement

In our test, we found that deletion of the EICAR test file by real-time protection was rather unreliable;
it only worked sometimes, on other occasions the file was left intact.

We feel that the interactive knowledge base could be improved, to provide relevant answers to basic
questions. The Resources tab of the console could be renamed “Deployment” to make its function
clearer.

Documentation

Manuals

A number of manuals are provided, some as .PDF files, others as web pages.”” We looked at the
online Endpoint Protection Admin Guide, which provides comprehensive instructions for installing,
configuring and managing endpoint protection from the console. It can be accessed directly from a
link in the right-hand panel of the console. A simple menu panel on the left allows the admin to
navigate topics; step-by-step instructions are provided for each topic, very well illustrated with
highlighted screenshots:

Goting Siarted Issuing commands to endpoints
Sy sy From the Management Portal, you can issue commands to individual endpoints or to a group of endpoints. For example, you might want to scan an endpoint at a remote location. With these commands, you can easily run all the same commands
Managing Endpoints .

that are available on the endpoint's SecureAnywhere software.
Deploying SecureAnywhere to endpoirts

i Be aware that the endpoint may not receive the command until the next polling interval. If necessary, you can change the polling interval in its associated policy (see Changing policy settings) or you can force an immediate polling, as described
in Forcing immediate updates (forced polling).

Note: Depending on your access permissions for Commands (Simple, Advanced, or Expert), you may not see all the commands listed in this section. Administrators can change access permissions, as described in

e g Setting permissions for portal users.

Desctiating endpeits
g e sgates snd ot To issue commands to endpoints
i 1. Click the Group Management tab
e Tt

Forcing immediate updates (forced polling)
Using SecureAnywhere on the endpoit
R S

2. From the Groups panel on the left, select the group that contains the desired endpoints

Home Mobile Protection

Uninstaling SecureAnywhere
Checking Status

Status || Policies € Group Management ) Reports | Alerts | Overrides | Logs | Resources
Managing Groups.
Viewing Reports. Groups || Views «!/# E Al Endpoints
Using Overrides =
Mansaing lerts F Save Changes | & Undo Changes
Managing Soings ol L gea s - L
z‘f”'zlﬁ 5 N fGroup Name No Hostname Policy Group Status First Seen Last Seen
jsing the Customer Support Systom
WSA Business Endpoint Protection Support |All Endpoints 16 DAL-TS.. B® Recomm.. Remot.. (@) NotSeenRe.. Aug 1Sth2011,13:24 Jun 27th 2013, 00
Deactivated Endpoints 19 2 |[F]| FHAL- -] en Broom... (@ Infected Jul 12th 2013, 19:41 Aug 23rd 2013, 1
Default Group 3 VMXP3 B% Unmana Remot... (@ NotSeenRe.. Apr11th 2013, 18:54 Jun 20th 2013, 17
4|F| wrvm_.. §% uUnmana.. Defaul.. & Protected Mar Sth 2012, 17:50 Aug 15th 2013, 21
EBRO... @B Unmana.. Defaul.. @ NotSeenRe... Aug 5th2013, 16:13 Aug 14th 2013, 1€

3. From the Endpoints panel on the right, select one or more endpoints.
Tip: You can select all endpoints within the group by clicking the Hostname checkbox at the top of the list (first column)

7 http://www5.nohold.net/Webroot/ukp.aspx?pid=12&Llogin=1&app=vw&solutionid=1368&donelr=1
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Knowledge base

There is a searchable knowledge base™ on the vendor's website. We tested this by entering “scan
endpoint” in the search box; the system responded with its own question, “Is it true that you want
to know about scans?”. We answered “Yes”, and were shown the following options, none of which
actually answered the question (how to run a scan on an endpoint via the console):

Guest: Yes

Based on what you told me | understand that:

Webroot: , _ _ .
* You want help with Endpoint & Mobile Protection
® You want to use SecureAnywhere Endpoint Protection
® You want to know about scans
Choose from the following options or just tell me more.
Webroot: gop :

* You want o know about scanning USB drives

* You want o know about scanning compressed files

* You want fo exclude a file or directory from scans

None of the above

8 http://www5.nohold.net/Webroot/Loginr.aspx?pid=4&login=1
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Management Console
Installation and configuration
The console is cloud-based, so no installation or configuration is necessary.

Layout

The Status tab of the Endpoint Protection page of the console has a left-hand panel showing overall
status, a central panel showing recent threats and version numbers of installed security agents, and
a left-hand panel with news, a threat blog and support links. The left-hand and right-hand panels can
be minimised if desired. A single row of tabs along the top of the page provides access to other sub-
pages such as Policies, Alerts and Settings.

Preparing devices for deployment
We did not need to configure our client or server computers before installing the protection software.

Deploying the endpoint protection software

The admin can deploy endpoint protection software by logging on to the console from the computer
to be protected, clicking Resources tab, and clicking the Windows Download button. This downloads
the installer file, which can then be run on the local computer.

The quickest and easiest way to get endpoints reporting into the console is by downloading a copy of the Webroot
SecureAnywhere software which has one of your keycodes automatically applied.

The user then simply needs to run the file, and their endpoint will automatically report into the console.

Your available keycodes / downloads:

Devices Purchased: 20 | §® Windows Dovnload | (> Emai template for Windows

Mac users can download the Webroot SecureAnywhere software from here: ‘ﬁ Mac Download
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Monitoring the network
Status and alerts
These are shown on the Status sub-page of the console.

Responding to alerts
Details of malware found can be displayed by clicking the View link at the end of a computer’s entry
in the lower pane of the Status sub-page.

Program version
The Agent Version Spread panel on the Status sub-page shows the total number of endpoints using a
particular program version; details of individual computers are shown on the Group Management sub-

page.

Managing the network

Scanning

A default scan can be run from the Group Management tab. The admin selects the group to be scanned
(there is an All Endpoints option), which displays the individual computers in the group in the right-
hand pane. Having selected the computer(s) to be scanned using the check boxes, the admin then
clicks the Agent Commands menu, Agent sub-menu, Scan:

Status Policies Group Management Reports Overrides Alerts Settings Logs Resources Searchiar hoainame %) [ Sdvanced Semrch
Groups || Views || Search <«|lz| H Al Endpoints BIEIR
€ Create | [p] Actions+ |l Save Changes | &3 Undo Changes | = a [E Apply poiicy to endpoints |i—&| Agent Commands - || @ Deactivate
Group Name Mo = Hostname Policy Group 2, scan 1 Agent B [sion
- All Endpoints 3 1 [V B® cLENTONE ‘Recommended De. DefEWRGON (3 change scan time [Z ClearData »
Defautt G 3 2 [ EWCLIENTW... Ret De... Default G =
efault Group 2 V" REVIEWCLIEN ofemEoel " 5 scana folder [ Keycode b
3 [VIELsERVER  RecommendedDe.. Defauf Groy & Cieanup M Pover & User Access 3
B4 System Opfimizer B Antimalware Tools (3
|3] Files & Processes 3
2 Uninstall e
18] Identity Shield b
L Reset
Lo
- @ Advanced B
g Remove password protection .
B View commands for selected endpoints
9 How to Use Agent Commands

Scheduling Scans
Scheduled scans can be set in the policy applied to a computer or group:

Y ERI=1E:

Section tting Live Drafi
Basic Configuration able Scheduled Scans On
Scan Schedule an Frequency Diaily
Scan Settings ne Scan at 10:00 am when __. s are available;vl'
Seff Protection an on bootup if the computer is off at the scheduled time on Scan before 8:00 am when computer is idle
Heuristics je the scan progress window during scheduled scans Cn Scan before noon when the computer is idle
Realtime Shield My notify me if an infection is found during a scheduled scan On e eiies S0 prikivee Coolibe s

. . = Scan before midnight when computer is idle
Behavior Shield » not perform scheduled scans when on battery power Cn >

Scan at 12:00 am when resources are available

Core System Shield + not perform scheduled scans when a full screen application or game i... | On | Scan at 1:00 am when resources are available
Web Threat Shield ndomize the time of scheduled scans up to one hour for distributed sc_.. [On Scan at 2:00 am when resources are available
|dentity Shield rform a scheduled Quick Scan instead of a Deep Scan Oof | Scan at 3:00 am when rescurces are available
Firewall Scan at 4:00 am when resources are available

- . c .
Usier intertace Scan at 5:00 am when resources are available

— Scan at 6:00 am when rescurces are available

System Optimizer X
Scan at 7:00 am when resources are available
Scan at 8:00 am when resources are available

Scan at 9:00 am when resources are available

4 Scan at 10:00 am when resources are available

| Scan at 11:00 am when resources are available

-71 -



Security for Small Business 2016 www.av-comparatives.org

Updates
Due to the cloud-based nature of the endpoint protection software, no update function is required.

Removing devices from the console
A computer can be removed from the management console by selecting it in the Group Management
sub-page and clicking Deactivate. A dialog box opens, asking for confirmation, and informing the
admin that an uninstall command will be sent to the device:

Deactivate endpoint{s) #

P Are you sure yvou wish to deactivate/remove "REVIEWCLIENTWEBR™?

]
Please note this action will cause the endpointis} to no longer report into the Webroot
SecureAnywheare console.

[fWebroot SecureAnywhere has not already been uninstalled from endpoint you are
deactivating, it will be zent an uninstallafion command and will be removed from the endpoint

Yes [ Mo

Integrated help feature
The Help button in the top right-hand corner of the console opens the online Endpoint Protection
Admin Guide, described in the Documentation/Manuals section above.
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Windows client protection software

Installation

To install the endpoint protection software on a computer, the admin logs in to the console on the
machine to be protected, then clicks Endpoint Protection, Resources, Windows Download. A 1 MB
installer file is downloaded and run; the installation process completes silently, with no interaction
required other than confirming the Windows User Account Control prompt. Within seconds, the
Webroot icon can be seen in the System Tray. An initial scan is run.

Main program window

By default, a minimalist user interface is configured (a full GUI can be enabled by policy if the admin
so chooses). If the user tries to open the main program window, e.g. from the Windows Start Menu,
the following message is shown:

Webroot Securefnywhere @

Please contact your network administrator to access the user interface
I % of Securefnywhere,

There is a System Tray icon, which shows a shortcut menu when right-clicked. This can be used to run
a default scan, and open the help feature. While a scan is running, scan progress is shown in a separate
entry at the top of the menu:

Scanning (Started at 02:51 PM - 325 5139 files)

Scan Mow

Open..

Help and Suppert
About

Refresh configuration

Save a Scanleg

Windows Security Center/Windows Defender
Webroot SecureAnywhere registers in Windows Security Center as antivirus, antispyware and firewall.
Windows Defender is not disabled.

Unauthorised access

The default user interface does not enable any user, whether admin or not, to disable protection. The
program cannot be uninstalled without entering administrator credentials.
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Malware alerts

If the EICAR test file or AMTSO PUA file is downloaded, no alert as such is shown. The System Tray
icon changes to show an exclamation mark, and the file is deleted silently. If the user tries to access
the AMTSO Phishing Test Page, this is blocked, and the following alert shown:

Warning

(Contains - mahicious contant)

This websile contains a Enown threat and has been
pcked

Webroot SecureAnywhere

Windows Server protection software
This can be regarded as identical to the client endpoint protection software.
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AVG CloudCare it i i i ise Console ESET Remote Administrator Forticli i DATA AntiVi i persky

Protection

[Console type and features

Cloud-based console o o o o o
[on-premise Wind I I I 0 I 0 I 0 I ° I I D I |
On-premise virtual applance 0 0 -
Minimum hardware requirements for Windows-based console
Supported virtuaisation systems for virtual appliances
Vhware vsph
Vhware ESX . 0
Vhware Workstatior .
Vhware Player
Oracle Virtual Bo» .
0
Girin Xen Serven
Citrix Xen Deskior A A A A
Clent software deployment methods
from the console 0 0 0 0 0 0 0 0
|Email a link to remote users to install the software themselver I 0 I 0 I I I 0 I 0 I ° I 0 I 0 |
Creation of exe or msi installer package 0 0 0 0 - -
Clent management actions that can be run from the console
0 0 0 0
Reboot computer [ 0 [ 0 I [ 0 [ [ I [ . I 0
| . | . | . | . | . | . | . | . | .
Firewal | . | 0 | 3 | 0 | 0 | 0 | 0 | 0 | .
upported Server 05

Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client

Microsoft Windows servers Console Console Console Console Console Console Console

[Windows Server 2003/2008/R2 32-bit / 64-bit . . . . . .

[Windows Server 2012/R2/2016

d Il Business Server 2008/2011 64-bit
5

Management Management Management Protection Management Management Management Management Management Management
Microsoft Windows clients Console Console Console Console Console Console Console Console Console
Windows 7
Home Premium 32-bit / 64-bit
Professional/Ultimate/Enterprise 32-bit / 64-bit

Consumer version 32-bit / 64-bit
Professional/Enterprise 32-bit / 64-bit

Consumer version 32-bit / 64-bit
Professional/Enterprise 32-bit / 64-bit

Home 32-bit / 64-bit
pro/Education/Enterprise 32bit / 64-bit

Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client Management Protection client
Apple Mac 05 clients. Console Console
. N/A .

Apple 05 clients
0 and higher

[Client-Software Features

Microsoft Windows clients

[Antimalware
[Antispam

Data backup

Data or Email encryption
Device control

o o oo
Z
B

Firewall

Phishing protection

Settings &

[Web access control

Apple Mac 05 clients
ntimalware

hishing protection L
ettings & L
/eb access control A A

Google Android clients

[Antimalware

[App control

Call/text message blocker

Phishing protection

Settings &

(General
elephone support J L . L L L . . .
available . . 0 . . . . . .
mail support L L D L L L . .
ot L L . L L L L L L
hat support * ® °

Languages:

English, Portuguese, French, Italian, German,

[Which languages can be used to contact support? English, Spanish, German, Romanian, French | English, German, French, Russian, ltalian Al Englsh, French, German, Japanese German, English, Italan, Spanish, French e e . Al
panish, Chinese, Japanese, Korean
English, Russian, German, French, Spanish,

English, German, French, Russian, talian, Htalan, Portuguese

Spanish, Arabic, Catalan, Persian, Finnish, German, Englsh. taian, Spanish, French, Portuguese, Chinese, Czech, English, French, | Chinese, Dutch, English, French, German,
|Which interface languages is the product available in? English, German Greek, Hungarian, Japanese, Korean, Dutch, Russian, Pl:hsi Turkish, p‘g:u wese, Chinese| German, Italian, J Korean, Spanish, | Italian, ) Korean, Portuguese,

Polish, Portuguese, Slovenian, Swedish, Thai,| ¢\ Gorman, Spanish, French, Russian v rolih v poruBdese Polish, Russian Russian, Spanish, Turkish
English, Spanish, German, Romanian, French, urkish, Vietnamese, Chinese g . oA g
lsh, Sp P Turkish, Viet o Polish, Itaian, Japanese, Chinese, Arabic, English

Slovak, Czech, Croatian, Korean
Portuguese, Chinese, Czech, English, French,
[ Which languages are the manuals available in? English German, English, French, Polish, Chinese English, Russian, German, French German, Italian, Japanese, Korean, Spanish, English
Polish, Russian

Pricing (approximate prices as of September 2016)

5 clents
1 year $ US 175 245 200 170 215 405 260 175
[3yearssUS T %0 T %0 T 340 T 355 | . [ s T 810 T 340 T 420 |
[1year€0E T 175 T 21 T 200 T 150 | ree [ 21 T P T 280 T 130 |
3 years €DE 50 430 340 51 s 775 S6s 520
1 year $ US 590 930 550 530 175 700 790 930 600
[3yearssUS T Teis T Las T 60 T 1120 T 52 T L0 T 1580 T 130 T 1435 |
[1year€0E T 590 T 795 T 550 T 75 T 175 T 700 T a5 T 11 T 450 |

[3yeas €0€ T Teis T 1590 T 60 T 9% T 52 T L0 T 1900 T Les0 T Loss ]
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Copyright and Disclaimer

This publication is Copyright © 2016 by AV-Comparatives ®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives, prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided
by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

AV-Comparatives (September 2016)

-76 -



